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1 Introduction

Welcome to Ingeniux CMS 8.0! This latest version of the Content Management System
introduces new developer features, an enhanced publishing system, and improved mobile
display capabilities.

Section1.1provides a brief overview of new features. For more on improvements in CMS 8.0,
see theNew and Updated Featurgsiide.

1.1 New and Updated Features

Nicknamed thedeveloperbuild ¢ / a{ y ®n YI 1Sa AdG SFaASNI G2 AYLX S
the platform. It also reinforces Ingeniux CMS as a leading mobile solution.

One core update is the deployment of a new runtime server, the Dynamic Site Server (DSS),

which is builton the Microsoft .NET platform. With the DSS, developers can take advantage of
cutting-edge Microsoft technologies, including ASP.NET 4.0, MVC 3, and the Razor view enging.
The DSS also provides aftthe-box support for XSkdased legacy implementations

With improved mobile device detection and M¥@cked mobile templating, CMS 8.0 is
specifically designed to deliver HTML5 mobile websites. CMS 8.0 leverages the 51Degrees.mobi
Framework to provide custom displays for all major mobile platforms and dewitsers can
preview mobile displays in the CMS.

The publishing system has also been redesigned. The new Dynamic Publishing System, built o
Microsoft .NET 4, offers a dramatic improvement in performance and quality. It also includes a
new file replicatiorsystem. In place of the old PeerSync model, CMS 8.0 uses Ingeniux Site Syn
to replicate files from the CMS to the DSS. Seamlessly integrated with existing publishing
features, the new Site Sync system makes the site publishing process more straigtdfandar
reliable.

—

[¢]

In previous versions of the CMS, Schema Designer functioned as aattardapplication, and

files created from it had to be manually copied into the CMS site directory. CMS 8.0 includes a
new, integrated Schema Designer that helps yoatend update schemas within the CMS.

The new Schema Designer makes it possible to edit schemas, review previous versions of
schemas, and sync schemas to existing pg@diswithin the CMS UlI.

2 A0K /a{ yonzs &2dz Ol y STT7Tiéedsfiantedacross thelwBoe & 2 dzNJ 2 NJ
spectrum of platforms and devices. This guide provides an overview of new features and shows
you how to make the most of the new functionality in CMS 8.0.

1.2 About This Guide

This guide is written fo€MSadministratorsand power users. Some of the technical material is
intended primarily forlT professionalghoughmany topics will be useful to anyone who
manages content in the CM¥0 get the most out of this guide, you shoblel familiarwith the
CMSClient, the prinary ool for working in the CMS

This guidalescribes the configuration, management, and maintenance of the. GN®vides

an overview of the CMS architecture and describes in detail how to setityecnanage users,
create worklows and page creation rulespnfigure a site, publish content, change system
settings, and use various administration tools. The glossary defines key terms used to describe
the CMS environment.

WL INQE TUE. oI
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2 CMSArchitecture

This section providean overview of the CM$oftwarearchitecture, with an emphasis on the
XML data model.

2.1 XML Content

The CMS systestores content in XML pagebBhese XML pages are generated by schemas and
displayed byiew templates whichprovide HTML markup for the conteriRrior to CMS 8.0, the
CMS used XSLT to dispiL, rather than view templates

These technologies are explained in detail below.

1

Schemag; Shemasemploy elements and attributes tdefine the type of data
contaired inparticular pagdypes Shemas are created during the implementatiofa
site and ae used as templates for instantiatiddLdocuments of certain types: news
articles detail pagesetc. Elements define and contain datattributes describe
elements.For example, a human resourcgshena might contain elements for an
employeename, IDdate of hire, etc. Tiese elementsvould alsodefine how the data is
stored: A nrame would be stored as text; 4B would be a number, etc. Attributes
provideadditional information abouelement valus. For example, an attribute might
indicate that a name element is a required value.

XML dbcuments¢ XML documents result from populating the elements and attelsu

of schemas (or page types). Each document haslxgenerated when the document is
created From this document, web page can be puldhed for display within a

browser. Once a document has been created, its connection to the schema is severed.
Changes to a schema will only affect documents created after the changes have been
implemented. Changes to the specific document do not change@tlginal schema
from which it was created.

Viewsc View templates handlehie display logic for aASP.NET MVC solutidfiews

are used tacreatea user interface (UR in this case a web site. When a clieatuests

a page, a view retrieve$ML dataandreturns it withHTMLmarkup to be consumed by
a browser

Stylesheets¢ Stylesheets describe the format used to dispdML documents.
Typically, stylsheets apply formatting telemensand their atributes. In some cases,
a stylesheet may alsprocess the data witin elements or attributes. By design, style
sheets do not apply formatting to theDAT Aelement data ype.Data ypes contain

their own formatting instructions. The Data Typkement appears in the CM&ient as

a body opy sectiorin which a user can apply formatting with a text editor

To get a sense for how the CMS turns XML data into a web page, cdngiderS E I Y L) S ®
aschema calleemployeeSchema.xndefines the following elements:

T
1
T
T
1

EmployeeName
Employee ID
Department
Phone Number
Supervisor

WL INQE TUE. oI
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The schemarovidesthe user with a template for creating a new employee page. InGMS
Client ead element of the schema @lisplayed as a data field for the user to fill out.

By entering data and saving a pagaiser generatean XML document containirtbe schema
elements and populated with the user data. This XML document is published along with site
specific information. Once published, the XML document replidates the CMS to the

Dynamic Sit&erver, which hosts the liveite. When the XMLpage is requestedhe view layer
returns the content a$iTML to be consumed by a web browser.

2.2 The Ingeniux CMS Environment
The Ingeniux CM&nsists ofwo serversthe Content Management ServeCl1g and the
Dynamic Site ServéDS$

TheCMSsiteis used by content creators to build, manage, and publish content. Once content
has been published, it is replicated to tb&Site. The CMS site orlyns on aMicrosoft
Windows server.

Ingeniux CMS Environment

Content Multi-Format Output

Management Server Internet

Connection

Internet
Connection

Dynamic Site Server

} Replication Options -—-——-——¢

Authentication
CMS Client

Desktop

@ ST

LDAP Server
or
Active Directory

XML Files
CMS API

XMLFiles ~ DSSAPI

Figurel: The Ingeniux CH® environment

2.2.1 CMS

The CMS provides an environment in which users can create, update, and publish content. As
content is published, it is replicated to the DSS, where site visitors can view it.

One server environment can have several CMS instances instaled instance can manage
one or more websites.

The CMS APIcalled the CSAPI, or Content Store Application Programming Interfatke
interface for programmatically managing a CMS instance, its settings, and all of its content. The
CSAPI runs behind 8% web server. Every feature available in the CMS web application user
interface is available through the CSAPI.

The CSAPI also provides the interface for several extensibility features that are often used by
customers. Extensibility features includeet@MS event model (called Custom Hooks) and
various customespecific Ul components (called Custom Tabs).

All content in the CMS is stored in native XML documents, and the CMS and DSS applications
manage and process this content using internal XML proces€ontent can be published from
the CMS in several formats:

WL INQE TUE. oI
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1 As XML to be consumed by a DSS instance
1 As MulttFormatOutput (MFO) content for other technologies
i As static HTML

The CMS can be implemented in each of the following configurations:

I With a standard TCP connection over port 80

9 Using a TCP port other than port 80 for TCP traffic

I Using a secure SSL connection (HTTPS)

1 Behind a reverse proxy
The CMS requires additional configuration to support a reverse proxy. To specify the URL for a
reverse proxy server, go tddministration > System Optionss CMS> Reverse Proxy

2.2.2 DSS

ADynamic Site Serveite is a publiefacingwebsite (vhether to a department, company,
university, or the Internétthat serves content published by t&MS A DSSite is hosted by a
Windows serverBuilt on the Microsoft .NET Framework, the B8fports ASP.NET 4.0, MVC 3,
and mobile device detection.

2.3 Updating DSSSite Content

Updating content on the DSS is a tatep process. First, content is published on tihéSC

Then the published content is replicated to the DSS. Thisstep process ensures the

availability of the DSS and prevents complications that could arise if the DSS accessed files as
they are being published.

The twostep model works as follows:

1 Publishingg Performed by the CMS. Publishing is the process of creating XML files from
the pages in the site tree and sending these files to a publishing target folder. This
folder is always located on the CMS server in\ttralpub\ directory.

1 Replicationg The process of copying XML from a publishing target on the CMS to a
target directory on the DSS. On the DSS, the replicated XML functions as the model (the
data store) for the MVC site. For a singrver implementation, the XML can also be
replicated toanother directory on the CMS.

2.4 CMSClient

TheCMClientis a browserclient providing administrative andontent-contributor functions
independent of operating systent.communicates withthe CMSserver through HTTP requests
for specific ASP pages. Thegsges return XML content to the client. The client is highly
customizable. It can be set to show all or a subset of features to theised

2.5 CMSFile Structure

The initialCMSnstallation establishes a default directory structutiéhis structure and thiles
in it should not be modified.

1%
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Ingeniux

Cartela 3.0

CMS75

CMS80
Documentation
Server
Sites
Tools

Figure2: A default file structure in the CMS

OtherIngeniux applicationmay store files in the Ingeniux folder, too. In the directory above,
Cartella 3.0 and CMS 7.5 also have files installed here.

A CMS directory contains the following folders:
Documentation¢ Contains documentation fothe CMS.

Serverg Gontains the DLLs fahe CMS. There may be many sites on a single machine, but only
one registered instance of the DLLs in this directdhe following are some of the fil¢isat
may beincluded here:

AspUpload.dil ¢ AnASP page used by tigMS Cliento upload files to theserver.

EFTidy.dll ¢ Asupporting code library providing HTML reporting and cleaning functions
for the XHTML editor.

Igxauthfilter80 dil ¢ A code library used to support connection to an LDAP server and
authentication of users against it.

Igxcomex80 .dll ¢ A @de library used to support COdkecute commands originating from
within the CMS.

I gxcsapi 80.dll ¢ A @de library suppoting the majority of CMS&ite functions such as
publishing, etc.

IGXcsapidotnet  80.dll ¢ Provides funtional support for the taxonmy and ategotization
infrastructure and the eference element.

IGXcsapidotnet  80.tb ¢ Exposes theGxXcsapidotnet  80.dll  to the COM interface. This
file is created at installatiorThe absence of this file may indicate an issue with the
installation and thgpermissions necessary to create and register this file.

IGXImageControl2.dll ¢ Provides functional support for the assetamagement
functionality.

IGXImageControl2.tlb ¢ Exposes thelGXimageControl2.dll to the COM interfaceThis
file is created ainstallation.The absence of this file may indicate an issue with the
installation and the permissions necessary to create and register this file.

I gxidap 80.dll ¢ Asupporing code library fot DAP authentication.
I gxors 80.dll ¢ A supporting code libraryused for DSSite search.

I gxxmisvr 80.dll ¢ Acode libary sugporting the majority of DSfinctions including
applying stylesheets t¥MLpagesin legacy runtime implementations

WL INQE TUE. oI
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sqlite3.dll ¢ A mde library supporting the dependency graph databagggraph*.db )
used to track and manage page dependencies.

Sites¢ Contains a default CMS site
Toolsg Gontainssite setup and upgrade wizards
IGX_CMS Site_Setup.exe ¢ Installs a default CMS§te.
IGX_CMS Site_Upgrade.exe ¢ Upgrades an existinGMSsite to the currentversion.
IGX_Dynamic_Site_Server _Setup.exe ¢ Installs a defaulDSSite.
IGX_Run- Time_Site _Setup.exe ¢ Installs a classic XSLT Rime site.

IGX_Run- Time_Site_Upgrade .exe ¢ Upgrades an existing Rdnme site to the current
version.

t ools_readme.txt ¢ Describes the contents of theTools directory.

Wh Tail.exe ¢ A Uility that displays the contents of a log file in real time as the specified
log file is being written to.

2.6 Structure of CMSSite Files

The CMSite structure gives the clierat wayto communicate with the server and the server file
system. This structure and the files contained in these directories should not be modified unless
otherwise noted.

=I5 Sites
=l ) Seattle
I App_Code
|51 Bin
IS0 client
i = |
I help
I images
B Inc
E] Remate
|5 Scripts
IC5) secured

I upgrade
I =l

Figure3: The CMS sitdrsicture

Site Directory Structure

[Site] \APP_Code ¢ Provides additional support for various authentication mechanisms.
[Site] \Bin ¢ Provides additional support for authenticating client requests.

[Site] \dxml ¢ Gontains the majority of supporting files nded to support client functions.
This directory is common tolaTMSsites.

[Site] \help ¢ Location used to hold the Client Help as well as any custom help files. This
directory is common to all CMsgtes.

WL INQE TUE. oI
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[Site] \images ¢ Contains all the images assiated with theCMS ClientThis directory is
common to alCMSsites.

[Site] \Inc ¢ Containdnclude fileghat supportthe functions contained in the DXML
directory. This dictory is common to all CMses.

[Site] \ Remote ¢ Gontains the suporting filesneeded forMac Client connectivit{the Mac
Client is deprecated)

[Site] \Scripts ¢ Contains supporting script files for the functions contained in the DXML
directory. This dictory is common to all CMstes.

[Site] \secured ¢ Contains files that suppblogging into theCMSsite.

[Site] \upgrade ¢ Contains a log detailing the site upgrade process. This log differs from
the ComEXx upgrade log located above [thigedirectory 1.

[Site] \xml ¢ Containssite-specific content such as imagescdments, and XMtontent.
In addition, this directory contains st&pecific configuration files such asers.xml,
reference.xmktc.

2.7 File Structure of the \xml Directory

The XML directory contains sigpecific content and configurationé/hile other directories and
files can be reinstalled if necessary, \thiml directoryand its subdirectories should be backed

up.

= =l
= backup
I Custam
| Databases
I documents
I errars
I3 Images
) media
I prebuil
I pub
[ Schemas
| settings
[ SkyleSheets
[ users
[ wersions

Figure4: XML file structure

[site] \xml\backup ¢ Contains a periodic backup of the site XML. Scheduling backups is
discussedater in this document. fiis directoryis not published andoes not need to be
includedin backups

[site] \xml\ Custom ¢ Contains customized files used to add additional functions to the site
such as theustom Hooks.inc  andresource.inc  files. This directry can be published by any
number of publish processes.

[site] \xml\documents ¢ Sores uploaded document files for use with tB&Site. Normally,
this diredory is published to the gblishing arget

WL INQE TUE. oI
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[site] \xmi\errors ¢ Sores filesto be displayed for specific error conditions on D8Ssite.
This directory is published to a publishing target during full publishes.

[site] \xml\Images ¢ Sores uploaded image filder use with theDSSite. This diredry is
normallypublished b the publishing arget

[site] \xml\media ¢ Sores uploacddmedia files for use with thBSSite. This directry is
normallypublished to the pblishing arget

[site] \xml\prebuilt ¢ Sores uploaded support files (scripts, etc.) for use with fieite.
This direodry is normallypublished to the pblishing airget

[site] \xml\pub ¢ Contains publishing logs, the configured publishing target diréetyrand
any published files.his directory does not need to be included in backups.

[site] \xml\ Schemas ¢ Contains the sitespecific page templates used lopntent contributors
to createcontent. This directory is not published to publishing targets.

[site] \xml\settings ¢ Qontains thesettings.xmfile, which is used to stor€MSandDSS
specific configuations including log file locationg his directory is published to publishing
targets.

[site] \xml\StyleS heets ¢ Contains sitespecific stylesheets (XSL files) and their supporting
files such as tlude files and cascading styleets (CSS files). THisectory is published to
publishing targets.

[site] \xml\versions ¢ Contains, when enabled, prior checkéuversions of page&ach page
has a corresponding directory containipgeviousversions of the page.

[site] \xml\users ¢ Contains a directoy for each user in the CMsystem User directories
& 0 2 NB chdezieSoNEXKIL pages. This directory is not published to publishing targets.

2.8 File Structure of \xml\pub

The\ xml\ pub directory contains all publishing logs and a directory for each publishiggtt
configured in the CMSystem. The directory structure forpablishing target folder igypically
the same as that of BSSite.

= ) pub
= ) devsite

I3 Documents
[ errars
[ Images
=2 Media

I3 PreBuil
| settings
1) Stvleshests

Figure5: Pubdirectory structure

[site] \xml\pub\[PubTarget ] ¢ Contains the XML and supporting files generated by a
publishing job. Oneublishing target directorgxiss for each publishing tayet configured in
the CMS

[site] \xml\ pub\ [PubTarget] \Documents ¢ Contains the contents of theéxml\ Documents
directory that lave been copied over during publish.
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[site] \xml\pub\[PubTarget] \errors ¢ Gontains the contents of thexmli\ errors directory
that have been copied over during publish.

[site] \xml\pub\[PubTarget] \Images ¢ Gontains the contents of thexml\ Images directory
that have been copied over during publish.

[site] \xml\pub\[PubTarget] \Media ¢ Contains the contents of thexmi\ Media directory
that have been copied over during publish.

[site] \xml\ pub\[PubTarget] \PreBuilt ¢ Contains the contents of thexmil\ PreBuilt
directory that have been copied over during publish.

[site] \xml\ pub\[PubTarget] \settings ¢ Contains the contents of thexml\ settings
directory that have been copied over during publish.

[site] \xml\ pub\[PubTarget] \ Stylesheets ¢ Contains the contents of the
\ xml\ Stylesheets  directory that have been copied over during publish.

2.9 File Structure of \xml\users

The\ users directory contains a separate folder for eaader added to the CMS he name of

this directory corresponds to the name of the usarcreated in thé&Jsers/Groups Manager

Within each user directory, an XML directory contains all pages currently checked out to the
specific user. The current edits on the page are available within this directory. Only the current
user will see these chges. All other users will see the corresponding page located in the

[site] \xml directory (i.e, other users will se¢éhe last checkedn version of the page

= ) users
= ) ingeniux_barrys

o

Eachdza SNR& NBOSy(f & oA arieSiredidheISa | YR Tl @2 NR|i

[site] \xml\users \[usern ame]\ prefsxml file. Removing this file witlear this information

2.10 File Structure of \xml\Custom

The Custom directory contains the majoritytbé CMS site customizations, support for these
customizationsandsupport for theX>XHTML Editoconfigurationfiles. Important files
contained in this directory structure includesource.inc  , Custom Hooks.inc

localstyles.css , andtinymceconfig.xml

=l I Cuskom
I editor
I toolbar
jfl free
2.11 File Structure of \xml\versions
When enabled, e\ xml\ versions  directory containsa directory corresponding to each page.
= ) versions
[ =5
Ead time a page is checked in, a versafrthe page is created with the following syntax:

X[ id ] v[versionnumber] xml

For example

WL INQE TUE. oI
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X5v7.xml

In addition, a file labeledd_history.xml

(wherexid represensthe page numbeycontains

the listing of versiong-orexample:

<PageHistory ID="x1003" NextVersion="4">

<Version VersionNumber="1" Name="360 Site Audit Program"
Date="20070315T03:14:54" User="ingeniux \ seanp" />

<Version VersionNumber="2" Name="360 Site Audit Program"
Date="20070319T19:15:36" User="ingeniux \ seanp" />

<Version VersionNumber="3" Name="360 Site Audit Program"
Date="20070321T21:58:01" User="ingeniux
</PageHistory>

\ paulm" />

Themaximumnumber of versionsetained before older ones are deletésiconfiguredby a

systemwi

de setting inAdministration > System Options> CMS> Versioring. The oldest

versions of a given page are removéut.

2.12 Registry Values

Allregigry entries created by th€MS are located in a directory path that will loeémething
like the following HKEY_LOCAL_MACHINESOFTWARENGENIUX\ CM$ 8.0 .

&' Registry Editor

Edit View Favorites Help

Wi

Figure

Computer
HKEY_CLASSES_ROOT
HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE
- BCDOO0O00000
COMPONENTS
HARDWARE
SAM
SECURITY
SOFTWARE
| ATI Technologies
| Classes
| Clients
-1 Microsoft
'
!
!

'

'

L

Bl
-
-
s

Mozila

0ODBC

Policies

------ RegisteredApplications
------ Synergy
Wow6432Node
Classes
Clients
Ingeniux
Cartella
CMS

- 7.5

6: Directory of registry values

|
|
|
|
|
|
=
=
H
H
=
=
H

H | atl

WL INQE TUE. oI

15



INGENIUX!

=1ofx|
Fle Edit View Favorites Help
=18 Computer || Name ‘ Type Data ‘
| HKEY_CLASSES_ROOT 5] (Default) REG. 57
| HKEY_CURRENT_USER 5| DebugPort REG. 57
5| HKEY_LOCAL_MACHINE ab|IgnoreEmptyCom... REG_SZ TRUE
- |, BCDO00O000O b1GXClassPath REG_EXPAND_SZ %IGKHOME\XpS_ext jar;%IGXHOME%\xalan jar
2 gg:[';&;i”gs 5| InstalDir REG_S7 C:\Ingeniux\CMS80
B ¥ o ab| MediaServerDirect... REG_SZ
Y ey ab| publishDependen... REG_SZ 2
4 : SOFTWARE ab|ReglicCompany ~ REG_SZ Ingeniux
ATI Technologies | 5] RegLickey REG_S7 INMNKG-MGBCLI-EMOILE-LCAABA
) Classes ab| TrafficLogDateFor... REG_EXPAND_SZ %Y/%m/o%d
- )
| Clents -‘_h]Traﬁ"chogEnable REG_SZ FALSE
| Microsoft b/ TrafficLogFile REG_EXPAND_SZ %IGXHOMESG\traffic. % TrafficLogStyle%
| Mozl ab| TrafficLogRolover  REG_SZ Monthly
| oDBC | TrafficLogStyle REG_SZ XML
| Policies | TrafficLogTimeFor... REG_EXPAND_SZ %H:%M.%S
- | RegisteredAppications a_h]TFﬂfﬁCLOQTOkEHS REG_SZ
| Synergy ab|vierboseError REG_SZ FALSE
| Wowb432Node _I
\ =
e
\Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Ingeniux\CMS\8.0 A

Figure7: CMS registry values

DebugPortg A pecialized setting to be used by Ingeniux in the event remote debugging is
required. This value sluitd not be set unless Ingeniux@port requests it.

IgnoreEmptyComponentsg {TRUE/FALSE}ndicates whether empty compome elements
should generate an error. A FALSE value will generatga@aror  in the resulting XML if a
component does not contain a value. This value should be set to TRUEymiesedebugging
an issue.

IGXClassPatt Secifies the path to the XALAMuger for use with Tomcat running on a
Windows platform.

InstallDir ¢ Sores the location of the CM&oplication files.

MediaServerDirectorieg Acommaseparated list oftatic directories not to be publishedo
configure the media server directories, goAdministration > System Optionss CMS>
Publishing>Media Server Directornand add or remove directories.

PublishDependencyQueryDepthDetermines the level of dependents to query when
publishing a page. The default is two (2) and should res@imless otherwise noted.

TrafficLogDateFormat {%Y/%m/%d§ Specifiesa logging date format fahe DSSraffic log.
The defaultvalues should not be changed.

TrafficLogEnable {TRUE/FALSEEnablesDSSraffic logging.
TrafficLogFile; Soecifies a filepath location for theDSSraffic log.

TrafficLogStyle; Specifiegshe DSSraffic log format.There are only twehoicedor this value.
By default it isan IIS standard W3iBg format. If you enter XML abe registry valuethe log
usesthe IngeniuxXXML format, which is easy to query

TrafficLogRolloveg oecifiesa period for theDSSraffic log

TrafficLogTimeFormat {%H:%M.%S} Soecifiesa logging time format foDSSraffic log. The
defaultvalues should not be changed.

TrafficLogTokeng Soedfies information to log. Valuessied to be separated by a space.
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VerboseErrorg {TRUE/FALSEJurns on/off verbose logging. This value should be set to False
unlessyou aredebugging a particular issue.

TheSites keycontains an entry for each CM8e setup by the site utilit(IGX_CMS_Site_Setup
for CMSsites orlGX_Dynamic_Site_Server_SetnpDSSites. These values can also be
entered manually

£ Registry Editor
File Edit View Favorites Help
= [_:I Ingeniux _:_I MName | Type ] Data
=] CMs (Default) REG_5Z (value not set)
@ 6.0 [aB]catalag REG_SZ
2475 [ab]contentType REG_SZ 1
E-0 Ses ab]disableSearching  REG_SZ FALSE
= d'::"r'—t'r"': _L‘,E]hostname REG_SZ localhost
B st du run-time [aB)ipaddress REG_SZ 127.0.0.1
e
58 I;?I'EaL © @remotepassword REG_SZ
i [ab]remateTimeout REG_SZ
[#-{_] JavaSoft
= . remoteUserName REG_SZ
{1 JreMetrics
= sitename REG_SZ design-time
] lameme
-] Macromedia sitepath REG_5Z D:\igxsitesidesign-time!xml
&[] Microsoft >l | |
!My Computer\HKEY _LOCAL_MACHINE\SOFTWARE!Ingeniux|CMS\7.51Sites\design_time 7

Figure8: Site-specificregistryvalues

catalogg Lists the name offte Index Service catalog used to index the site. This key uses a text
string.(The Inde)Service catalog is deprecated asGdfiS 7.5.)

contentTypeg {1,2}¢ Describes the content typ&his value should always be set to 1 unless
the site is used solely for wifeed content.

disableSearching {TRUE/FALSEPisables the Ingeniux interface withélindex Service if set
to TRUEThis key uses a text string.

hostname¢ Joecifies the hostname used to access the site. This value must be valid in order
for the search mechanism to work. This key uses a text string. For example, the hostname for
http://www.university.com/publisher would be as followsyww.university.com

ipaddressc Deprecated registry value.

remotePassword; SIS OA FA Sa (KS LladcaustdideRiprovaidNacdess doa dzLIS NE
other CMSsites for Cross§ite Copy, CrosSite Search, LDAP authentication, and/or custom
authentication. This key uses a text styin

remoteTimeout¢ Secifies a timeout value for accessing remote resources.

remoteUserNameg SIS OA FASA (KS dzaSNJ | OO02dzyd F2NJ I & adzLIJSNE
other CMSsites for CrosSite Copy, CrosSite Search, LDAP authentication, and/ortcos
authentication. This key uses a text string specifying doraacount.

sitename¢ Jecifies tte virtual directory name for a CMBe. This value must be valid in order
for the search mechanism to work. This key uses a text string. For exampleetieasst for
http://www.university.com/publisher would bepublisher . If the CMSite is not

configured as a virtual directory, this key should be left empty.

17
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sitepath ¢ Yecifies the path to the XML directory fre CMSsite or the [siteldirectory for the
DSSsite. This value must be valid in order the search mechanism to workhiskey uses a
text string (br exampled:\igxsitedsited seattlé. xml).

2.13 CMSConfiguration Files

Thefollowinglist provides a brief snapshot afitical CMSite configuration files. Unless
otherwise specified, these files should never be manually modifirestiead, the site should be
configured by aradministrator using the CMSi€ht. Manually editing thee filesmay result in
data corruption or unpredictae application actions.

Asset®curity.xml ¢ [siteDirectory]\xmN\ ¢ Gontains user group access levels and permissions
to the five static directories accessible \tize Asset Manager: Documents, Images, Media,
Prebuilt and Stylesheets. This file should betedited unlesgou aredirectedto do soby
Ingeniux support.

AutomatedTasks.xm [siteDirectory\xml\ ¢ Sores settings foautomated tasks such as
archiving, publishing, and emptying the recycle folder. Thasles run automaticallgn the

server. Tis file must be manually edited. AiSresetis required for these settings to take
effect.

Customtboks.incg [siteDirectory) xml\ Custom ¢ DefinesvariousJ&®ript functions that occur
as the result of particular events in the CM8is file must be manuig edited. AnlISresetis
required for these settings to takeffect.

depgraph*.db¢ [siteDirectory\ xml\ ¢ Tracksthe pag dependencies duringublish checkins,
andpreview. A depgraph file exists for each publishing target configured. This database should
not be edited unlesgou aredirectedto do soby Ingeniux support.

depgraph*.db-journal ¢ [siteDirectory\ xml\ ¢ A temporary file that exists while a publish is
taking place. If the file persisit indicates thatthere was a problem witlpublish, page
preview, or checkn.

localappsettings.configg [siteDirectory) ¢ Defines a default user domain for the purposes of
authentication.

localconnectionstrings.confg ¢ [siteDirectory]\ ¢ Defines one or more connection strings
including the server name and a search based to canect to an authenticating body

locakmembership.configq [siteDirectory]\ ¢ Defines one or more standard membership
providers used t@stablish a connection to an authenticating body.

localgyles.csg; [siteDirectoryh xmi Qustom\ editor\ ¢ Defines the available style formatting
that populates the formattingirop-downin the XXHTML Editor for PC clientBhis file must be
manually editedAnlIS resets required in order for these settings to tak#ect

Options.xmi¢ [siteDirectoryj xml\ ¢ Sores settings for running reports withithe CMS client
This file should not be edited unlegsu aredirectedto do soby Ingeniux support.

pageceationrules.xml¢ [siteDirectoryj xml\ ¢ Soresthe settings for the page creation rule
group assignment. This file should not be edited unjessaredirectedto do soby Ingeniux
support.

pcr_descriptors.xmk; [siteDirectory\xml\ ¢ Soresthe specificof each page creation rule.
This file should not be edited unlegsu aredirectedto do soby Ingeniux support.

WL INQE TUE. oI
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prefs.xml¢ [siteDirectory) xml\ users\ [userdirectory] ¢ Sores user info about recently visited
pages and favorite pages

publishingTargets.xm¢, [siteDirectory\ xmN\ ¢ Sores settingdor each publishing target.

reference.xmiq [siteDirectory\ xml\ ¢ Sores information about each padereator, time
created, checlout status, assigned usegtc). This file should not be eid unlessyou are
directedto do soby Ingeniux support.

ReferencaeMapping.xml ¢ [siteDirectoryhxml\ ¢ Sores all node associations created by the
various reference elements. This file should not be edited unjlessaredirectedto do soby
Ingeniux suport.

resource.ing [siteDirectory) xml\ Custom ¢ Contains \arious resource settings thaffact the
display and behaviorfahe application. These settings are required and should not be deleted.
This file must be manually edited. A8 resets required in order for these settings to take

effect.

SecurityDescriptors.xmt [siteDirectory\ xmN\ ¢ Sores the specifics of each nodievel
securitysettingnotusy’ 3 G KS RSTFI dzf (i dcesDBhisEl@syidhld novbk édked T dz
unlessyou aredirectedto do soby Ingeniux support.

settings.xml¢ [siteDirectoryl xml\ settings. ¢ Sores server settings such dee location of log
files, the detail level for logs, cache sjzdc.

Show®ntexts.aspxg [siteDirectory|\ secured ¢ Providescontextual information for
authenticationand is used to troubleshoot a coneten to an authenticating bodye(g.
http://[siteUrl] /secured/showcontexts.aspx

siteShema.xmiq [siteDirectory\ xmI\ ¢ Soresinformation about the siteas wellas
information for elements such assite> and<pPage>. This file should not be edited unlegsu
aredirectedto do soby Ingeniux support.

Tasks.xmk [siteDirectory\xml\ ¢ When enabledthis filelists the queued tasks that have been
serialized during a graceful skown of the IIS application pool supporting the CMS site. This
file should not be edited unles®u aredirectedto do soby Ingeniux support.

TaxonomyAssociatins.xml¢ [siteDirectoryhxml\ ¢ Sores all node/taxonomical term
associations created by taxomy elements. This file should not be edited unlgss are
directedto do soby Ingeniux support.

TaxonomyTee.xml¢ [siteDirectory\ xmN\ ¢ Sores the taxonomy hierarchy used by the
Categorize tab. This file should not be edited unjeasaredirectedto do soby Ingeniux
support.

tinymce@nfig.xml ¢ [siteDirectory\ xm\ Custom editor\ ¢ Configures thexHTML Hitor by
user groupincluding the buttons and CSS classes available to the various user githipghe
Edit Formof the CMS Client

UrIMap.xml¢ [siteDirectory\ xml\ ¢ When enabledthis file storesthe structuredassociations
of xIDsto friendly names.
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users.xml¢ [site directory\xmNusers.xmi¢ Soresall users and groups entered in t@VS
AA0S® LY | RRAGAZ2Y I (Griigstons &nd itsSnerfb8rideng.Sa St OK 3N dzLJQ -

Web.configq [siteDirectory)\ ¢ Contains the essential settings required to authenticate using
the ASP.NET infrastructure. This file pulls in the values defined iscthe-

appsettings.config , local - connection - strings.config , andlocal - membership.config

files.

workflows.xml ¢ [siteDirectoryp xml\ ¢ Sores information about with pages ar@n workflow
and where pages are within a particular workflow. This file is used by the Workflow History
dialog. This file should not be edited unlgssi aredirectedto do soby Ingeniux support.

workflowdefs.xml ¢ [siteDirectorylxm\ ¢ Sores confguration information about each
workflow, including all associated transitions, actions, and workstates. Tdnshiiluld not be
edited unlessou aredirectedto do soby Ingeniux support.

workflowlog.db ¢ [siteDirectoryhxmN ¢ Returns the workflow data associatewdth the site.
The log is stored as a databd#e (workflowlog.do ) in the XMLdirectory of the siteThis
database should not be edited unlegsu aredirectedto do soby Ingeniux support.

2.14 Back-Up Frequency

Thereference .xml file andXMLpages are backed up the\ xmi\ backup directory in the
following situations:

Changing the name of a page in the trete.
Enptying the Rcycle folder

Moving a page in the tree or updating the folder list view in the UI.
Checling aut a page

Checling in a page

Copyng a page

Rolingbacka page

Markinga page for pblish

Creating a child page file

Unddng checlout.

Editing the page properties dialog.

=4 =4 =8 =8 -8 -8 -8 a8 a9

2.15 users.xml File Structure
Theusers.xml file containsthree sections:

TheUsers/Groups Managesettings specifghe next goup ID, the default domain, the feult
SMTP domain, anthe default workflow notificationvalue.

SendWorkFlowNotificationMail="False">

Theusers sction contains an entrfor each user of the CM&hd specifies th user name
(display name), user ID, emaidldiess, ana workflow notification valuefor each userUser
name and ser ID are required values.

20
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<Users>

<User UserID="domain \ user" Name="user" Email=user@mydomain.com"
ReceiveWorkFlowNotificationMail="False"/>

</Users>

Thegroup section specifies a group ID, a groame, the serswho are members of this group,

and the permissions associated with this group.

<Group Name="Group" ID="1">
<Users>

<User UserID="domain
</Users>
<UserRights>
<UserRight Name=""/>
</UserRights>
</Group>

\ user"/>

2.16 Version Control

Ingeniw provides supporfor the versioning of pages. When enabled, a version of the page is

saved to thecsitedirectory> \ xml\ versions

directory corresponding to the page xID number

each time the page is checked in. For example, the application might create a directory called
x55 6 for pagexs66.xml . This directory wouldontain a page history file and number ofrsiens

up to the limitper-page value unless the unlimited option has been selected. Ingeniu
recommends not using thenlimited option because page versions take up semisk space.

nout | Language ~ | Help - | L AN
| B spelicheck | @ Refresh B Preview 42 Publish Site | T Assets

2 Ingeniux CMS
@ Dashboard IR tew ~ Save | B Rename M AssionTo - A

Welcome admin1 |

- ® -

9 Site -- All Publishing Targets-- = | @& {3 System Options =

(| Assignments

o Version Control

= Apps

| search Save previous versions of a page [v]

€ Administration Number of versions to save per page

In-Context Editing
Taxonomy
[+ [ Workflow

() Unlimited

i —

[+] [Z] Custom Tabs
[+ [Z] XHTML Editor
[+] [Z] Spelicheck Settings
= E Publishing
Navigation Exports
XSL:FO Processor for Gener:
Media Server Directory
Max Child Pages —
Dependency Query Depth
Post-Publish Synchronizatior
Component Publish Setting
Archiving
Versioning
Application Name
Auto-Save
Reverse Proxy
Sita Dranartiac

K1 |

=5

Save

Figure9: TheVersion Controtlialog

This setting createscriptsimiar to the following in\ xml\ settings  \ settings.xml

<VersionControl>
<VersioningOn>true</VersioningOn>
<VersionLimitOn>true</VersionLimitO n>
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<VersionLimit>7</VersionLimit>
</VersionControl>

2.17 Editing resource .inc

Theresource .inc file resides in the custom directory argla text file that can be modifidd
Notepador any othentext editor. The variable declarations haldlues of O (false}1 (true), or
a string

Thevariablesfunction as follows:

g_applicationName;, Definesthe title bar name displayedh the CMS client.
g_applicationlcong Determines the ¢ondisplayedn the CMS client
g_authorHelpURLK, Specifiestte location of sitespecific help files visible to authors
g_helpURIg Specifies the location of sigpecific help files.

g_displayContextMeny Enables/dsables the rightlick menu in thesite tree for users in the
CMS(recommendation-1).

g_autoSave; Ehables/disableshe automatic save functiofor nodes in the document tredf
this setting is enabled, a given node in the document tree will automatically be saved when
another node is clicked (recommendatidd).

g_filterInsertText¢ Enables/disal@sthe filtering ofinserted text (text andXHTMLelements
only).The flter looks for extraneous tags. Filter strings can be set up to strip out nertai
content, like offensive words (recommendatidd).

g_createComponentOnUploag Determines whether onot the default Create Component
checkboxs checked in the file upload dialog (recommendatidi.

g_switchToEditOnNewPageThis functionality is deprecated CM34.2and above
g_useHTMLTidyg This functionality is deprecated @MS5.0and above

g_maxChildPages Secifies the mmber ofchild nodes to display in the sitese when a node
is expanded. Remaining nodes can be seen when 'More' is clicked.

g_maxReportsPagesSecifiesthe number of report resultdo display in the site treevhen a
node is expanded. Remaining nodes can be seen when 'More' is clicked.

g_editXPowerPropertieg Determines whetheior notthe properties of a node in the site tree
can be edited (recommendatiotrue).

g_customAuthentication; Controls the custom authenticativhookGetUserlDCustom . This
functionality is @precatedin CMS7.0and above.

2.18 CustomHooks.inc
TheQustomhboks.incfile (xml\ Custom\ CustomHooks.inc ) providesthe ability to extend the
functionality of a core set dMSfunctions. These application actions are as follows:

i Publish
1 Checkin/out
9 Undo Checlout

WL INQE TUE. oI




INGENIUX!

CMS 8.0 Administrator Guide

Rollback

Create New Page
Assign a Page
Move

Copy

Delete

Empty Recycle Bin
Page Rename
Paste Special

=4 =4 = =4 -4 -8 -8 -8 9

Each 6these application actions hame or more functions that can be invoked to execute
custom script whenever a clientakes a request for th€EMSto perform the giveraction.

The process ias follows:
1. The dient makes aequest to theCMSserver to perform an action.
2. The &sociatedonBeore customhookexecutes
3. TheCMSserverexecutes the request sent lilge client
4. The a&sociaed onAfter customhookexecutes

For example:
A user selects the chedhk option within theCMS @ient.
A request is sent tthe CMSon the CMSserver.
Any scrip within the onBeforeCheckin function executes
TheCMSexecutes the cheeln request
Any script within the onAfterCheckin function executes

The syntax for all functioria the CustomHooks.inc ~ file isas follows:

f unction [functionname] (parameter list )
{

[Script]
}

The CMS:xpects alfunctions listed in the ustomhooks table(below)to be in the
CustomHooks.inc ~ file even if thecustomhookis empty. If a particulacustomhookis missing
from the CustomHooks.inc  file, the associatedCMSfunction will fil.

In addition, if ascript executed by a custohook encounters an error, the associatétS
action will generate a similar error atigne a user tries to perfornthat action.The quickest
way to address the error message and allow the system aati@xécute properly is to
commentout any script (the code between the curly braces {}) in the offending custa

Note that taking this action may break other site functions. Before taking this action, consult
the site runbook or site designer for dels on a given customook script.
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Available astomhooks ardisted inthe table below

CustomHook

Parameters

Execution

onBeforePublish

None

Executes prior to the execution of a publishing request.

onAfterPublish

strPublishError

Executes after theexecution of a publishing request.

onBeforeCheckOut objPage, bRecursive Executesbefore the request to cheekut the specified
page objet is processed. The parameter bRecursvieue
if the user selected Check O®age And Children.

onAfterCheckOut objPage, bRecursive Executes after the request to chedut the specified page

object is processed. The parameter bRecurgvieueif the
user selected Check Olrage And Children.

onBeforeCheckin

objPage, bRecursive

Executes before the request ttheckin the specified page
object is processed. The parameter bRecursvieue if the
user selected Check IRage And Children.

onAfterCheckin

objPage, bRecursive

Executes after the request to chedk the specified page
object is processed. Thgarameter bRecursivis true if the
user selected Check IRage And Children.

onBeforeUndoCheckOut

objPage, bRecursive

Executes before the request to undo a chembt for the
specified page object is processdthe parameter
bRecursivés true if the wser selected Check IRage And
Children.

onAfterUndoCheckOut

objPage, bRecursive

Executes after the request tando apage checlout for
the specified page ob@ is processed. The parameter
bRecursives true if the user selected Check Rage And
Children.

onBeforeRollback objPage Executes before the request to rollback the specified pag
object is processed.

onAfterRollback objPage Executes after the request tmllbackthe specified page
object is processed.

onNew objPage Executesafter a new page, specified by the objPage
parameter, has been created.

onRename strOriginalName, Executes after the request to rename the specified page

strNewName, objPage

object is processed.

onBeforeAssign objPage Executes before the request to assign the specified page
object is processed.

onAfterAssign objPage Executes after the request to assign the specified page
object is processed.

onBeforeMove sourcePage, targetPagq Executes beforthe request tomove a page is processed.

relation The sourcePage parameterthe page being moved. The

targetPagd Jr NI YSGSNI A& GKS LI NJ
location in the site tree.

onAfterMove sourcePage, targetPagq Executes after the request to move a page isqessed.

relation

The sourcePagearamete is the page being moved. The
targetPagd Jr NI YSGSNI A& GKS LI NJ
location in the site tree.
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OnBeforeCopy sourcePage, targetPagd Executes beforéhe request to copy a page is processed.
relation ThesourcePag@arameteris the page being copied. The
targetPagd Jr NI YSGSNI A& GKS LI NJ
location in the site tree.
onAfterCopy sourcePage, targetPagq Executes after the request toopy a page is processed. TH

relation

sourcePag@arameteris the page being copied. The
targetPagd J- NI YSGSNI A& GKS LI NJ
location in the site tree.

onBeforePasteSpecial

origPage, targetPage,
relation

Executes befora Ctrl + Paste operatida processed
within the client.

onAfterPasteSpecial

origPage, newPage,
targetPagerelation

Executes after a Ctrl + Paste operatigrprocesseavithin
the client.

onBeforeDelete objPage Executes beforeéhe reques to deletethe specified page
object is processed.
onAfterDelete objPage Executes after the request to delete the specified page

objectis processed.

onBeforeEmptyRecycleFc
der

objRecycleFolder

Executes beforehe request to empty the recycle bin is
processed.

onAfterEmptyRecycleFolg
er

objRecycleFolder

Executes after theequest to empty the recycle bin is
processed.

onBeforeMarkForPublish

objPage, bRecursive,
markForPublish,
PubTargetsMarkData

Called before any other action when a page is marked fc
publish.

onAfterMarkForPublish

objPage, bRecursive,
markForPublish,
PubTargetsMarkData

Called immediatelpfter a page has been marked for
publish.

onBeforeClaimPage

objPage, claimUser

Executes before a paggaim requesprocessesA page
claim occurs when a user clicks #hssign to mebutton on
a page assigned to a group.

onAfterClaimPage

objPage

Executes after a pagdaim requesprocessesA page
claim occurs when a user clicks thgsign to mebutton on
a page assigned to a group.

onBeforeCrossLo@&Copy

sourcePage, targetPagy
relation

Executes before a page under a region root is copied to
another region root.

onAfterCrossLoceCopy

sourcePage, targetPage
relation

Executes aftea page under a region root is copied to
another region root.

onBeforeRegionRootCop)

sourcePageargetPage,
relation, targetLocale

Executes before a region root is copied.

onAfterRegionRootCopy

sourcePage, targetPage
relation, targetLocale

Executes after a region root is copied.

Tablel: Custom Hooks
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The following tabldists the various paraeters used by theustomhooks:

Parameter Definition

bRecursive A Boolean valuetfue | false) indicating whetheior notthe function should execute
NBEOdzNBRA @St & GKNBIdAK Fft OKAfR LIABADR
option was selected.

claimUser The user to whom a page is assigni€kis is an IUser object.

markForPublish ABoolean value (true false)indicating whéeher or not a page is marked for publish.

newPage Acopy of the selected page created at the time the onPasteSpecial hook is invoked

objPage Apage object from whiclpage properties can be derived (e.g. objPage.id)

objRecycleFolder

Apage object specifically fahe recycle dlder pagefrom which page properties can be
derived(e.g. objRecycleFolder.id).

origPage The originally selected, unmodified page at the time the onPasteSpecial hook is invc

pubTargetsMarkData | A JSript object that uses the pubTargéD as a key and the ma#t version of the
pubTarget as a value. When a page is not marked for publish the vallie\hen the
latest version of the page is marked for publish the value is 0.

relation The relationship between a copied page and a target page (child, instate, or insert
after). There are three possible values for this field: IGX_MAKE_EILD
IGX_INSERT_BEFORE = 1; IGX_INSERT_AFTER = 2.

sourcePage Apage object from which page properi€an be derived (e.g. sourcePage When
given, the sourcePags the page that is being operated on.

str A string object.

strNewName Asstring object containing the new name for a page.

strOriginalName

Astring object containing the original name for a page.

strPublishError

Used to execute associated script baseta specific error message. If no error has
200dz2NNBR> GKSy GKA& Aa Ly SyLlie aiGaNAy

targetPage Apage object from which page properti€an be derived (e.g. target Page.\hen
given, the targetPage is the pareit2 dzZNDO St I 38 Q& the/sBestred. 2 OF G A
targetLocale Locaké nameg a combination of language name and region name (US English would

en-us).

Table2: Custom Hoolparameters

2.19 TaxonomyEvents.inc
Ingeniux provides a script file to tailor the behaviotafonomy events. The file, similar to the

custom hookfile documented above, is call@dxonomyEvents.inc

and can be found in the

xml\ Custom directory of theCMSsite. The following tables list custom hooks for taxonomy
events and taxonomy events paramegerespectively.

WL INQE TUE. oI
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Custom Hook Parameters Execution

onApplyCategory objPage, Executes when a category is assigned to a page.
addedCategories,
removedCategories

onRemoveCategory category Executes when a category is removed from a page

onBeforeMoveCategory | dragCategory, Called before a category is moved to a new place in the
newParentCategory taxonomy tree.

onAfterMoveCategory dragCategory, Called after a category has been moved to a new positid
newParentCategory in the taxonomy tree.

onBeforeCopyCategory | category, Called before a category is copied.
newParentCategory

onAfterCopyCategory category, Called after a category has been copied.
clonedCategory,
newParentCategory

onChangeCategory oldinfo, newlInfo, Called when &ategory is changed.
category

onTranslateCategory oldInfo, newlInfo, Called when a category is translated.
category

onUnApplyCategory pages, ategory Called when a category is removed from a page.

Table3: Taxonomyevents

Parameter Definition

objPage A page object with properties.

Category A taxonomy element. Used aategory,addedCategory, removedCategory,
newParentCategory, dragCategory, clonedCategamg cat

Info Information about the particular page. Used as oldimfewInfo.

pages An object called pagelist.

Table4: Taxonomyeventsparameters

Qustomhooks should be sed withcare and only in scenas where additional functions are
not provided inthe CMS or the site structur&xecuting as scripts, custdmoks do notrun as
fast as functiongative tothe CMSand may led to performance issues on tl@MSsite,
especially if a given custohook acts upon a large number of pages.

WL INQE TUE. oI
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3 Authentication , Authorization, and Security
The Ingeniux security model for theMSserver is divided into the following two pieces:
1. AuthenticationcDS G SNX¥AYyS&d 6KSGKSNI I dzaSNDa ONBRSYGAL
2. AuthorizationcDS G SNXY Ay Sa (GKS dzaSNRa I 00S&aa G2 NBAE2dz2NE
do with thoseresources.
3.1 Authentication
TheCMSrelies on one of three mechanisms to authenticate users:

1. Windows @main

2. LDAP dectory

3. Customauthentication nechanism
Ly SIOK OFasSs GKS /a{ OFLIidNBEa G§KS dzaSNnRa ON
and authorizes the user based on a successful authentication. The application requires that the
user ID match the user ID in the authenticating database toai#é a particular user to work

with content inside theCMS In a Windows Domain environment, the domaiser account
syntax must be used when creating users inltthsers/Groups Manager

&
puji
w»
<

For LDAP or a custom authentication mechanism, the user accounxsynist match the
syntax used with these methods.

DSServers rely orllSwith a Windws ®rverto determine access to published content.
Typically, this entails the use of anonymous access in conjunction with an account such as the
IUSR.

Lastly bothGViSand DSServers can be adigured in 1180 use the SSL protocol. The web
server application handles this level of security and will not impacCi&as long as client
requests can reaci.

For details on settingp authentication for &&MSserver,please see thénstallaion Guide

3.2 Role of ASP.NET

The ASP.NET infrastructure is used to intercept all requests GNgsite and check for a valid
session cookie. If the cookie is not present, the request is routed to the login screen.

3.3 Authentication Models

Ingeniux supports three authentication models:

Single Windows Domaig Utilizesa single Windows NT domain containalguserso provide
authentication services to @MSsite.

LDAR Provides authenticaion services to a CM$te viaa single nogWindows based LDAP
service providefe.g, Open LDAPRIn which all userare contained in a single section of the
directory structure.

Multi -Providerc¢ Utilizes several different authenticating bodies containing users to provide
authertication services to a CMsite.

28
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Model Type Domain Configuration Membership Providers
Single Windows Domain  Yes Site Upgrade or Manual  No
LDAP No Manual No
Multi-provider No Manual No

3.3.1 Single Windows Domain Configuratio n
To configurea Single Windows Domainodel:

1. Define the Windows Domain. Typically, this is the string users addtpriheir

usernames to logirf-or example, for the following user the domain would be
Wdzy A ASNEAGEQ

university  \imculloch

2.

Identify the pathto a Windows Domain Controllddeally, this server should be
dedicated to authentication and should not be providing additional services such as
DHCP, DN8tc. Performance dEMSauthentication may be impacted if the
authenticating server must provide additional servickgypical path:

pdc.university.edu

3.

Identify a search base. A search base describes the path within the Windows Active
Directory to the container containing the users. An example of a search:

DC=university;DC=edu

To implement the cofiguration, an administrator canse thesite upgrade wizard to populate
the Authenticationdialog (see thénstallationguide) or edit the files manually.

To implement the configuratiomanually:

1. Editlocal - appsettings.config so the following element attribute matches the string

defined in stefl:

<appSettings>

</appSettings>

The element should look something like this:

<appSettings>
<add key="userdomain" value="university" />
</appSettings>

Save the changes to the file.

Note that the string defined bthe value attribute will automatically be added in front
of the usemame entered in the login screen. The combination of these two values
mustmatch the string defined ifsiteDirectory] \ xml\ users.xm | .

WL INQE TUE. oI
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2. Editlocal - connection - strings.config so that theconnectionString attribute
matches the server path followed by the search base:

<connectionStrings>
<add name=" " connectionString="" />
</connectionStrings>

Usethe following syntax:
LDAP://[serverPath]/[searchBase]

An example for a server path gfc.unive rsity.edu  and a search base of
DC=university;DC=edu  would look like this:

LDAP://pdc.university.edu/DC=university;DC=edu

The element would be:

<connectionStrings>

<add name="IGXADConnectionString"
connectionString="LDAP://pdc.university.edu/DC=university, DC=edu" />
</connectionStrings>

Save the changes to the file.

3. Editlocal - membership.config SO theconnectionStringName attribute equals the
connection string name used in step twand thedefaultPr  ovider andname
attributes equalabDMembershipProvider

<membership defaultProvider=" ">

<providers>

<clear />

<add connectionStringName="" attributeMapUsername="sAMAccountName
name="" type="System.Web.Security.ActiveDirectoryMembershipProvider,
System.Web, version=2.0.0.0,Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a" />

</providers>

</membership>

For example:

<membership>

<membership defaultProvider="ADMembershipProvider">
<providers>

<clear />

<add connectionStringName="IGXADConnectionString"

attribute MapUsername="sAMAccountName"
name="ADMembershipProvider"
type="System.Web.Security.ActiveDirectoryMembershipProvider,

WL INQE TUE. oI
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System.Web, version=2.0.0.0,Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a" />
</providers>

</membership>

Save the changes to the file.

Under a single Windows Domain model, only ¢aed> element should be defined in the
<providers>  element. Additionakadd> elements may interfere with authentication.

The aithentication mechanism attempts to connect to all membership providers (as defined in
the <add> elements) and stops any authentication from occurring if one provider fails.

Additional attributes are available for the membership provider. Please reféreMicrosoft
MSDN Librarfor a complete listing and explanation of available attributes.

3.3.2 LDAP Configuration
To configure an LDARthenticationmodel, follow these steps:

1.

Identify the path to the LDAResver. If this is a Windows Active Directory
implementation, please se&.3.1above.ldeally, this server should be dedicated to
authentication and should not providalditional rvices such as DHCP, DNS, etc
Performance ofCMSauthentication may be impacted if the authenticating server must
provide additional services. The path may vary widelyabtypical path looks like this
Idap.college.edu

Identify a search base. A search base describes the patmwhighiWindows Active
Directory to the container containing the users. An example of a search base follows:
ou=people,dc=college,dc=edu

Identify whether the LDAP server supports anonymous bindings or requires a specific
account to bind to the LDAP directaamd authenticate users. For credentialed

bindings, identify thesindusername andbindPassword . A bind user might resemble
something like the following:

cn=reader,dc=college,dc=edu
Implement the configuration by manually eidig the following file:

localappsettings.config

Edit the following element so that the value attribute does not have a string defined:

<appSettings>
<add key="userdomain" value="" />
</appSettings>

localconnectionstrings.config

WL INQE TUE. oI
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Edit the following element so that theo nnectionString attribute matches the server
path followed ly the search base in steps two and thraad thename attribute
matches an anonymous or credentialed LDAP binding:

<connectionStrings>
<add name=""
connectionString="" />
</connectionStrings>

Thesyntax for the LDAP server path andust base will be as follows
LDAP://[serverPath]/[searchBase]

The aonymous LDAP bindingme valuevould ben a meAmMion LDAPConnecti onf

The cedentialed LDAP bindingame value would beame=iiCr e d LDAPConnect i onc¢

Anexample for a server path of Idapllegeeduand a search base of
ou=people,dc=ingeniux,dc=com would look as follows:
LDAP://Idap.college.edu/ou=people,dc=college,dc=edu

And the element would look as follows for anonymous LDAP binding connections:

<conne ctionStrings>

<add name="AnonLDAPConnectionString"
connectionString="LDAP://Idap.college.edu/ou=people,dc=college,dc=edu"
/>

</connectionStrings>

Or the element would look as follows for credentialed LDAP binding connections:

<connectionStrings>

<add name= "CredLDAPConnectionString"
connectionString="LDAP://Idap.college.edu/ou=people,dc=college,dc=edu"
/>

</connectionStrings>

Save the changes to the file.

locakmembership.config

Edit the <membership> element so that theconnectionStringName ~ attribute equals
the connection stringname used abovend thedefaultProvider andname attributes
equalAnonLDAPMembershipProvider ~ Of CredLDAPMembershipProvider ~ based on the
binding type:

Here is the syntax for an anonymous LDAdeling:

WL INQE TUE. oI
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<membership defaultProvider=" ">

<providers>

<clear />

<add connectionStringName="" connectionSecurity="anonymous"
IdapFilter="(objectClass=person)" name="AnonLDAPMembershipProvider"
type="IGX.LDAPMembershipProvider" />

</providers>

</membership>

For example:

<membership defaultProvider="AnonLDAPMembershipProvider">
<providers>

<clear />

<add connectionStringName="AnonLDAPConnectionString"
connectionSecurity="anonymous"

IdapFilter="(objectClass=person)" name="AnonLDAPMembershipProvider"
type="IGX.LDAPMembershipProvider" />

</providers>

</membership>

2

KSy edandzliNdg the script, ave the changes to the file.

Note: Unhder a single LDAP provider model, oot <add> element should be defined

in the <providers>

element. Additionakadd> elements maynterfere with

authentication. The athentication mechanism attempts to connect to all membership
providers (as defined in theadd> elements) and stops any authentication from
occurring if one provider fails.

SNBQa (KS aeyilE imagld I ONBRSYGALES

pufi

<membership de faultProvider=" ">
<providers>

<clear />

<add connectionStringName="
bindUsername=""

bindPassword="" IdapFilter="(objectClass=person)"
IdapUserAttribute="uid"

name=""
type="IGX.LDAPMembershipProvider" />
</providers>

</membership>

For example:

<membershi p defaultProvider=" CredLDAPMembershipProvider">
<providers>
<clear />

[ 5]

WL INQE TUE. oI
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<add connectionStringName="CredLDAPConnectionString"
bindUsername="cn=reader,dc=college,dc=edu"

bindPassword="imcculloch" IdapFilter="(objectClass=person)"
IdapUserAttribute="uid"

name="CredLDAPMembershipProvider" type="IGX.LDAPMembershipProvider" />
</providers>

</membership>

ThebindPassword  attribute value ighe password for the bind user.
2 KSy @2dzOQNB TFA YA dksthe ciyasiothé fle. § KS aONRA LI I &

Under a single L\provider model, onlgne <add> element should be defined in the

<providers>  element. Additionakadd> elements may intdere with authentication. The
authentication mechanism attempts to connect to all membership providers (as defined in the
<add> elements) and stops any authentication from occurring if one provider fails.

Additional attributes are available for the membership provider. Refer taMierosoft MSDN
Libraryfor a complete listing and explanation of available attributes.

3.3.3 Multi -Provid ers

The CM&uthentication infrastructurecan be configured to utilizeaultiple authenticating
applications. The process works as follows:

1. The wer provides credentials.

2. Thecredentials are validated against the authenticating applicati@t has been
defined as the default provider.

3. The wer is authenticategbr a failure notice is returrck

4. If the default provider fails to authenticate the usadditional membership providers
are querieduntil the user is authenticated or all providers have been tried.

Ingeniux recommends usimgp moremembership providers (and their corresponding
authenticatingapplicaions) than necessaryHaving manynembership providers can
cause delays in authentication.

To configure multiple membership providers, follow these steps

1. ldentifyall authenticating applications and determine if they are LDAP or Active
Directory basedNext, determinethe defaut authenticating application fothe default
membership provider. Typically, this will be the application that contains the majur
the users to be authenticated.

2. For each authentication applitian, identify the server path(See SectioB.3.1for
examples.)

3. For each authentication apphtion, identify the search base. (See Sec8dlfor
examples.)

4. Implement the configuration by manually editing the following files:

34
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Edit the <add> element so that thesalue attribute does not have a string defined:

<appSettings>
<add key="userdomain" value="" />
</appSettings>

localconnectionstrings.config

In the <connectionStrings> element, ad an<add> element for eachauthenticating
application,using the formatand attributesspecific to the type of authentication. (See
Section3.3.1for examples of connéion strings.) Miltiple connectionstrings might
look like this

<connectionStrings>
<add name="AnonLDAPConnectionString"
connectionString="LDAP://Idap.college.edu/ou=people,dc=college,dc=edu"

/>
<add name="IGXADConnectionString"
connectionString="LDAP://pdc.university.edu/DC=uni versity,DC=edu" />

</connectionStrings>

In the example above, two authenticating applications are used:

1 An OpenLDAP server using an anonymous bindingwill be the default provider.
T 'y 1 OGADBS S5ANBOG2NE |3a20A1FGSR gAGK GKS adzy]

locakmembership.config

In the<membership> element, &t the defaultProvider valueto the default
membership provider (determined in step one). TeéultProvider value will match
the name valuein the <add> element forthe default membership provider

<membership defaultProvider="AnonLDAPMembershipProvider">
<providers>
<clear />

<add connectionStringName="AnonLDAPConnectionString"
connectionSecurity="anonymous"

IdapFilter="(objectClass=person)" name="AnonLDAPMembershipProvider"
type="IGX.LDAPMembership  Provider" />

<add connectionStringName="IGXADConnectionString"
attributeMapUsername="sAMAccountName" name="university"
type="System.Web.Security.ActiveDirectoryMembershipProvider,

WL INQE TUE. oI 3
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System.Web, version=2.0.0.0,Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3 a" />
</providers>

</membership>

Note that thefirst connectionStringName matches thenameof the first <add>
elementcontained in the<connectionStrings> elementoflocal - connection -
strings.config (see above).

In this arrangement, emtred credentials wilbbe validated against the LDAP server
Idap.college.edu and then if necessaryagainst the Active Directory

pdc.university. edu. Users in the Active Directory must limgusing the syntax
university  \ username and this syntax must be matched in theers.xml  file for these
users.

3.3.4 Local Credentials

In theweb.config  file, you can implementredentialshat override defined membership
providers Ingeniux recommends using this configuration for only two purposes:

1. Troubleshooting athentication to cetermine if theCMSauthentication infrastructue is
installed and functioning

2. Working intest environments

Ingeniux does not recommend using this setup in a production environment.
To configure this override:

1. Editweb.config and locate thecauthentication mode="Forms"> element.
2. For encrypted passwordpaste the following scripinside the<form s> element

<credentials passwordFormat="SHA1"></credentials>
For clear text passwords, paste the following script intodtoens> element
<credentials passwordFormat="clear">< [/credentials>
3. Definelogin credentials using the following syntax:
<user name="" password= "" />
For example, thevfollowingvscript would create ausercalletl RYA Yy Mé G A 0K
LI daag2NR: al RYAY ME
<user name="adminl" password ="adminl" />
The encrypted versiomight be

<user name ="adminl" password= "6C7CA345F63F835CB353FF15BD6C5E052ECO8EOU65
”™ >

Athird party utility mustbe used to generatereencrypted password string.

The entire authentication elememhight looklike this:

<authentication mode="Forms">

WL INQE TUE. oI
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<forms name="IGXAuth" path="/" loginUrl="secured/login.aspx"
protection="All" timeout="30" slidingExpiration="true">

<credentials passwordFormat="SHA1">

<user name="admin1"
password="6C7CA345F63F835CB353FF15BD6C5E052ECO8EQuU65 ?"/>
<user name="authorl"

pass word="E725849BE93B37A83D960B9B13F37530D4F6C6D3"/>
</credentials>

</forms>

</authentication>

4. 2 KSy @2dzQNBE TAywheigSR SRAGAY3IAZ al @S
3.4 Troubleshooting Authentication and Start Up
Authentication failures generally faltto two categories:

1. Issues witlconnection stringsind/or the authentication server
2. lIssues with theCMSsite or server configuratin

Gonnection strings athattributes are environmentiependent and rely on settings specific to
the authenticating applicatiorithere are several steps thaan be taken to eliminate potential
roadblocks:

1 Ensurethat both the server hosting th€MSsite and the server running the
authenticating application are running the latest service packs.

1 Confirm thefunctionality ofconnection strings within different agtications. There are
manyLDAP browsers that cdoe used to test connectivity and browsin LDAP or
Active Directory server.

1 Reviewthe Installation Guiddor more information on site and server configuration,
authentication, etc

GCommon configurationssues and the associated symptoms are listed below

ASP.NETis disabled as a Web Service within IIS.
Possible Symptoms:

1 No login sreen
1 AnHTTP 404 error message
Resolution:
Enable ASP.NET support as a Web Service within 1IS. ($estalation Guiddor details.)

ASP page support is disabled as a Web Service within IIS.
Possible ymptom:

i Blank page

WL INQE TUE. oI
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Resolution:

Enable ASP page support as a Web Service wighif8e the Installation Guiddor details)

The CMSserver is not configured to use the .NET Framework 3.5
Symptom:

1 An error in theapplication

Server Error in '/seattle’ Application.

Runtime Error

Description: An apphcation ermor occumed on the server. The current custom emor settings for thiz application prevent the
detaily of the applcation error from being viewed remotely (for security reasons). B could, however, be viewed by browsers
running on the local server machine.

Details: To erable the detalls of this specific eror message (o be viewable on remade machines, please creale a
=cushomErmons= 1ag wikin & “web config® configuration fie locabed in the roo dreclony of the curment web applcation. This
=cushomEnmons= bag shoukd then have iz “mode™ stirkad e s Lo "4,

¢1== web.Config Configuration File ==

<oonfigurations
coystem. webs
<CustomErrors modes"0FF" /=
/sy stem. web>
«fconfigurations

MNotes: The current srror page you &re Sesing can be replaced by & cuthom amor pags by modfying the “detauRedirect
attriknde of the spplcation's scustomErrorss configuration 1) 10 point 1o & custorn seror page LRL.

<1-- Web.Config Configuration File --»

<configurations
csystem. webs .
<customErrors modes"RemoteOnly” defaultRedirect="mycustompage. hem” /s
/sy stem. web>
</ oonfigurat ons

Figurel0: Wrong .NETramework configuration symptom
Resolution:

Confirmthat .NETFramework 3.5 isnstalled and thathe CMSsite is configured to use the .NET
Famework To install .NET Framework 3.5, open Server Managgigo toFeatures Add
Features and install the platform.

ASP.NET wild card mapping is not configured for the  CMSsite.
Possible ymptoms:

1 404 page camot be found
9 Continuousy redirects torooturl/default.asp

Resolution:

Qreate a wild card mapping to

[windir]  \ Microsoft.NET  \ Framework \ v3.5 \ aspnet_isapi.dll. (Sethe Installation Guide
for details)

Parent p athing for the CMSsite is not enabled.
Symptom:

T AnIGX500 error

WL INQE TUE. oI
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<?xml version="1.0" ? >
<igx500Error>
<Category>Active Server Pages</Category>
<Description>Disallowed Parent Path</Description>
<ASPDescription>The Include file '../xml/Custom/resource.inc'
cannot contain '.." to indicate the parent directory.</ASPDescription>
<ASPCode>ASP 0131</ASPCode>
<File>/seattle/Inc/init.inc</File>
<Line>1</Line>
<Column> - 1</Column>
<Number>0x80004004</Number>
<Source />
</igx500Error>

Resolution:

Enable Parentgths for theCMSsite. See thelnstallation Guiddor details.

The file default.asp is not set as  the default document for the CMSsite.
Symptom:

1 Anerror message

You are not authorized to view this
page

rou might not have permission to wiew this directory or page using
the credentials you supplied.

If you believe you should be able to view this directory ar page,
please try to contact the Web site by using any e-mail address or
phone nurnber that may be listed on the ajax horme page.

You can click @ Search to look for information on the Internet,

HTTP Error 403 - Forbidden
Internet Explorer

Resolution:

Configure thedefault.asp ~ page as the default documefdr the CMSsite.

Improper user permissions are configured for the site directory.
Symptom:
I An initialization eror

Resolution:

WL INQE TUE. oI
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Ensurethat the account associated with tf@MSapplication pool and the anonymous user
account configured for th€MSsite are confjured with full access tpsitedirectory] \.

Permission to write to the .NET filter is not configured.
Symptom:

1 Anerror messagendicatingthat permission to write to the .NETdfmework temp filas
denied

Resolution:

Ensurethat the account associated with tteMSapplication pool and the anonymous user
account configured for th€MSsite are configureavith Read & Execute, Read, and Write
access to thewindir> \ MicrosofttNET  \ Framework \ v3.5 directory.

The connection strings are not valid.

Symptom:

f  Anerror messag®n the login page indicatinipat the dza Scokebeatials are invali
Resolution:
Confirm thatlocal - connection - strings.config andlocal - membership.config ~ point to

valid authentication applicationsind confirmthat these applications are accelsig. The eror
message may indicate that thekes containinvalid connection strings and membership
providers or that the connection strings and membership providers point to an authenticating
applicationthat isunavailable or no longer accessible.

3.5 Authorizatio n

Authorization defines thactions a given useran perform on a particular content ass&he
CMsSsuses the following pieces of dat@a provide authorization:

Useraccount¢ A unigue account for eachser of the CMSThis account must match the
accountused for authentication. For exan® if the user Marcel Duchamyses the Windows
domain accountiniversity \ mduchampto authenticate, the Ingeniux account must also be
university  \ mduchamp.

User goups¢ Sets of users organized byriction and assigned peilission to access content

Group permissionsg Enablke system actions by group. For example, an entire group might have
permissionto add a pagéype to workflow.

Nodelevel scurity ¢ Defines, by group, who may accesglanodify aparticular nodein the
site tree. Nodelevel access can be inherited from parent pages.

Workflows ¢ Define the way pages move from user to user through@MS A particular
workflow manages one type of page.

Page creation ulesc¢ Definethe process opage creationThese rulesan determinewhich
groups may use a particular rule, the page schema from which to create thetpage,
stylesheet the page should use, where the page should be created, and whether the page
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should be entered into a pacular workflow.A page creationule isassociated with a
particular node in the site tree.

Nodelevel rules gplication ¢ Defines the Pagereation ruleghat apply toparticular nodes.
Pagecreation rulescan be inherited from parent nodes.

TheCMSuses the following utilities to managrithorization
1 Uses/GroupsManager¢ Manages users, groups, agtbup permissions.

1 Page Popertiesdialog¢ Defines access toodesin the site treebased on user group
and page creationule. ThePage Propertieslialog provides access to tikage
Creation Rulesab and thePage Securityab.

1 Workflow Manager¢ Manages workflows which define thegprocess of moving a page
through theCMS from creation to publication

1 Page Creation Rulddanager¢ Manages page creationiles which define the eation
of new pags.

3.6 Node-Level Security
TheCMS has three levels of security that can be applied to any node in the content tree:

1. Full access
2. Readonly access
3. No access (which hides the node entirely).

Security $ set on a pegroup basis sthat different groups can be granted different access
levels on the same node.

A child node inherits the security settings of a parent node by defanlléssthe security of the
child node is configured-or a given user, the security of a child node begqual to, less
restrictive, or more restrictive thathat of the parent.Thus, a parenhode may albw full access
while itschildnode allowsead-only accessor the parentnode mayallow readonly access
while the childnodeallowsfull access.

If aparent node has no access set, all of the child nodes will be inaccessgaalless of their
security settings.

3.6.1 How Security Works

Before each node of the tree is expandéte CMS checks the access rigtuiseach listed

group at each security levéf.security has been sébr a group to which the user belongs, the
user is assigned that security level. If the member is found to belong to more than one group,
the user is granted thieastrestrictive security.

Administrators are a special case. Angup with administrative rights (defined as a group that

has the permission to change system settings) has unrestricted access to all nodes. Any user ir
an administrative group will always have complete access regardless of membership in other
groups.

TheEveryone group is also a special case. If the user is a member of a group that has more
restrictive security than the Everyone group, the user is assigned the resirective security
level.If no group is found for which the user is a member, the usgrasted the
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securityspecified for theEveryone groupBy default, this group has full access to a page until it
is explicitly revoked.

Security in the tre@verrides grougbased permissions. If a particular group has permission to
edit and delete contentbut only has rea@nly access on a particular nodeyser in that group
will not be able to edit that node.

If a page is assigned taugerwho has no acced® that page, the user will not be able &mcess
the page.
3.6.2 Using Node-by-Node Security

To viav or edita page's security settinggght-click the page and selettie Page Foperties
option. Userswith administrative privilegewill be able toselect and edit thd?age Scurity tab
in the Page Properties dialog

By default, pages inherit their sty from their parents. To change the securityagbage in
the tree, unchecknherit security settings from parent pagand then add or remove groups

AQX\ - RO—— nics (x2: rr. 0‘_‘
| System Attributes | 6) Language - Page Creation Rules &) Page Security l & Mark for Publish j
Page Security
Select CMS user groups and access levels for this page.
Inherit security settings from parent page
User Group - Security Access Level
Academics Full Access vl
Everyone Read Only -]
Addl Removel
OKI Cancell

Figurell: The Page Security tab

To add a group to security, seleadd andthen select agroup. Youcanset the type of access in
the Security Access Levedenu.The twopossiblevalues areRead Onlyand Full AccessTo give
a group no access to a node, remove the Everyone group, and add back other groups as desire
but leave ait the group that should have no access. To delete a group from the security
settings,selectthe group and clicRemove

3.6.3 Configuring Node-Level Security

Administrators can configure security on a ndaenode basis in the site tree. The security
settingsdetermine which groups can access and modify a node. To configurelevale
security, righiclick on a node and seleBage Properties Page Security

d,
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Page Security Tat)Lets you specify which userogips @n access the selected page and what
kind of acess each group will have. The Everyone group, by default, hasckeslsato albages
in the site.

Security Access LevelProvides the option to specify two access levels:

Full Accesg Allows the ser group to perform albof its defined permissions ahe selected
page.
Read Only Allows the userigup to see the selected pagBy default, a userrgup

possesses aNo Accessaccess level unless otheise specified or the Everyoneogip has
access to the selected page.

Add ¢ Provides a listing afvailable user@ups to add to the selected pag@nce a group has
been added, itaccess levahustbe defined in theSecurity Access Levetop-down.

Removeg Provides he option to remove a selected userogpQ & | OO %aga. (12 G KS

Inherit security setings from parent page; Determines whether the selected page wilie
access level settings from its parent pagke selected page will no longer inherit access level
settings from its parent page if this box is not checked. The existing access léngbsate still
applied to the selected page but can be removed.

If the page has been configured to only inherit access levels from parent pages, specific access
levels cannot be specified for this page. By default, the page will inherit access lemeltsfr
parent pages. Deselecting theherit security settings from parent pageption allows

additional access levels to be added while maintaining the originally inherited access levels.
Deselecting this option also allows the originally inherited acleasds to be removed.

3.6.4 Examples of Node -by-Node Security
The followng imageshows a site mp for a member of the Administrators group:

Y Site
i-;a Content Store
L

Fh | CMS 101

= | PAGES
=t ) Academics
~ | Academic Programs
| Academic Calendar
|= Catalog

[-- | Admissions

1 | Registration
E | Student Support
| Recruitment
[=--|=] Campus Life
| Accessibility
[+~ | Campus Safety
| Activities, Arts, Athletics
[+ Gateway Pages
[+ | COMPONENTS
[+ | Recycle Folder

The administrator can see all the nodes in the site tree, regardless of their security settings.
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The folowing imageshows how the tree looks to a user logged in as a member of the Authors
group, with the following security settings in place:

1 Admissionsode: The Authors group has been removed.
1 Components, Pages, and CMS 101 folders: The Authors group hasnfgadcess.

) Site
E-Qy Content Store
EHE CMS 101

_ Academic Programs

_ Academic Calendar

3 Catalog

=5 Campus Life

rt— Accessibility

+ | Campus Safety

r— | Activities, Arts, Athletics
[+ | Gateway Pages

FH- COMPONENTS

Here he Admissions nodes no longer visible to a user in the Authors grolipe other children
of Admissiongre also invisibleecause thg haveinheritedii KS ab2 | OfrSadé¢ a S
members of the Authors group

In the following imaggthe ttings areas follows

1 Admissionsode:the Authorsgrouphas beenmremoved,andno other grous have been
added.
1 Academicsode the Authors group has full access

9 Site
E—}—Qj Content Store
EHa1 CMS 101
EH&T PAGES
= " Academics
E_ Academic Programs

_ Academic Calendar
ﬁ] Catalog
=2 Admissions
Q Registration
| Recruitment
=+ [# campus Life
_ Accessibility
EE_ Campus Safety
| Activities, Arts, Athletics
[+ Gateway Pages
FHE1 COMPONENTS

In this casethe Admissions nodis visible but grayed outind so are its childrerven though
the children have less restrictive permissions for the Authors group. If a parent node is not
accessibletsOKA f RNBY 62y Qi 6S SAGKSNW®

GadAy3
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3.7 Managing Assets and Asset Security

TheCMSprovides an interface for managing static content contained incdw@ments , Images ,
Media , Prebuilt , andsStylesheets  directories and their subdirectorieddministrators camgive
user groups the ability to manage this content by assigning them the following permissions:

Allowed to manage asset securityProvideghe ability to define securitpn a group level
for the five static directories

Allowed to delete assetg Provides the ability to delete a subdirectory or its contents.

Allowed to manage asset foldersProvides the abilityto create and deletaew folders
within the staticdirectoriesand their subdirectoriesAgivenuseiQad LISNX¥YAaaA2ya | 33aANB
the most permissive settingsssigned to the groups to which the ussiongs.

In addition,by rightclicking a folder icon and selectiBgcurity you can segroup access to the
five static directories and their subdirectorieEhere s four access levels fon¢ sssets
directories

Read Only At this level, serscanseethe directory and its contents, and they chmk to
files within the directory But the New Folder Upload and Delete buttons will be grayed
out. A user with reagbnly access will not be able to createw folders within he selected
directory, uploado the selected directory, or deletthe selected directory.

Upload¢ Usersat thislevel cansee the directory and its contentbnk to files within the
directory, andupload filesto the directory.However, the New Folderand Deletebuttons
will be grayedut, preventing the user from creating new folders within the selected
directoryor deleting the selected directory.

Whenauser at this level uploadsfie that has the same namas an existing file in the
directory,the name of the newly uploaded file will lneodified slightly to prevent the
existingfile from being oveswritten.

Full Accesg; At this levelusershavefull access to the selected directorfhey can create
new folders, upload files, and delefi@lders, provided that theseptionsare enabled

Whena user with full access uploaddilethat hasthe same nameas an existing file in the
directory, the user is prompted to choose between overwriting the existinguite
uploading the file with a modified name to prevent the original file from being overwritten.

No Accesg! a SNE 4 A ( K 2 dziitheldi@dio8 ATais aOdess Rvel issn& Bethe
drop-downmenu.lIf auser is not a member of any groups associated with the selected
folder,andthe Everyone groujs not associated with the foldeand the user is not a
member of the Administratargroup, then the user receives this level of access.

A given gerreceives the aggregataf the most permissive access levetsall user groups to
which the usebelong.

3.7.1 Asset File Types

Below is a list of the file types that may be uploaded to the varissstadirectories and sub
directories(provided that the user has appropriate security)

Documents

1 Any file type (.*)
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Images
1 .pg
T .bmp
T .gif
1 .png
Media
T .mov
T .mp4
1 .mpeg
T .rm
1 .avi
T .xvid
1 .3gp
T .m4v
1T .mkv
M1 .swf
1 .flv
T .mp3
f .wma
T .wmv
1 .wav
1T .qt
1 .ram
Prebuilt
1 Any filetype (.*)
Schemas
T .xml
Stylesheets
T .xsl

3.7.2 Resetting Permissions

TheAssetS ecurity.xml  file located infsitedirectory] \ xml stores the configured asset
security. In theeventof access difficulties, the asset security can be set to the default by
following these steps:

1. StopllS
2. RenameAssetS ecurity.xml aSAssetS ecurity.Imx
3. RestartllS
4

Connect to the CMS8ient as an administrator and reconfigure the static access levels.
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4 Users and Groups

TheUsers/Groups Manager providesuser interface for modifying thesers.xml  file. This file

is used to authorize access to tGd/Ssite as well ag perform specific application functions.
The Users/Groups Manageyivesan administratoithe ability tocreate new userand organize
them intogroups.In the Users/Groups Manageadmiristrators canalsodefinethe actionsthat
members of a group are authaed to perform within the CMS

To get to theUsers/Groups Managegelect Administration > Users/Groups

& Ingeniux CMS 1 | SignOut | Language ~ | Help~ | 5®-®-
@Da:‘.hbaard .IIE.'." E‘E‘a.»:— | ‘F‘eﬂa"ue - Ad flow = : check \.F-‘»:—fr»:-z.h QF\e.iea 4 Publish Site \“T’As-z.et-:.
&3 & UsersiGroups <=
=3
Groups  Users = Advanced W
= Apps
) search ¥ Groups [ Q[NewGow ] [0
& Administration
3 Find and Repl Group Name Users Page Crealion Rules Workflows
44 ind and Replace 350 5 0 0
| Schema Designer AcctDistro 5 0 0
42 System Options Administrators 18 3 3
% Users/Groups | Anonymous 1 2 1
#- Page Creation Rules Authors 10 3 1
. Billing 3 0 0 i
TS Workflows blogxiteUsers__all 8 2 2 3
&9 Publishing System blogxiteUsers_admin 7 0 0
B4 publish Monitor blogxiteUsers_editor 0 0 0
‘:g Taxonomy blogxiteUsers_user 0 0 0
| Reports careers 3 0 0
L Rep Cartella Team 5 0 0
@ Localization CMS Team 7 0 o
Code Red 5 0 0
Collections 3 0 0
ContactManagers 2 0 0
Content Author 0 0 0
Debugger Users 1 0 0 .
demos 4 0 0
dey 12 il il -
< | [T | D

Figurel2: The Users/Groups Manager in the CMS

4.1 Groups Tab

TheUsers/Groups Managetefaults to he Groupstab, where administrators can create,

populate configure and export groups.If youarrive at theGroupstab and no groups are

selected @ 2 dzQ Excebattdrs thelN&wWSGroupbutton, and theDelete Selectedutton.
,2dzQf £ Ffaz2z asSsS r tAad 2F INRdAzZLIA D

LT &2dz aSt SO0 I ZIeernwdraddiffohdRbvttorisKaeant Gadel), s welPadzQ f
five additional tabstnfo, Members Page Creation Rule®Vorkflows, andSecurity Root Pages
5SLISYRAY 3 dzLJR Yy pdifdrfing, lth@hutiogsyanddapsozll Neisible in various
combinations in théJsers/Groups Manager
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& UsersiGroups =
-

Groups Users Advanced W

oo

Group Mame || Info | Members | Page Creation Rules | Workflows | Security Root Pages |
360 B
AcciDistro Group Name: Administrators

Administrators =

Authors

Billing
blogxiteUsers__all
blogiteUsers_admin
blogxiteUsers_editor
blogxiteUsers_user
careers
CartellaTeam

CMS3 Team

Code Red
Collections
Contacthanagers
Content Author

Eenugger Users - Allowed to edit the layout attribute on pages
emns

| ) Allowed to edit nassward elements

H New Group | [ Delete Selected | Save | [ Cancel |

| 4 Permissions on page manipulations M

m

Allowed to edit pages

Allowed to delete pages

Allowed to check in pages assigned to others

Allowed to rollback changes

Allowed to assign pages not assigned to them to others
Allowed to create pages

Allowed to create new pages using page types

Allowed to check in and check out pages outside of workflow

[ | »

Permissions on page content viewing and manipulations h

< | 1 | 3

Figurel3: The Groups tab in the Users/Groups Manager

Excel icorg Exports a group list to Excel in XML format. This button lives to the left dfaie
Groupbutton.

New Groupg Adds an empty new group to which users mayaloleled and penissions
assignedThis button iggrayedout when a group is selected. To create a new gribtipe
button isgrayedout, clickCance|then clickNew Group A tag similar tote following tag is
added tousers.xml  when a new group is added:

<Group Name=" Authors "ID=" 7">
<Users />
<UserRights/>

<Group Name/>

The ID above is a unique number. As users and permissions are added to the group, the
<Users> and<uUserRights> tags are populated.

Delete Selected, Deletes a group selected from the Group Naise |

Saveg Saves changes made to a group.

Cancelk Cancels changes made to a group.

Info ¢ Displays the group name and the permissions available to a groep.

Group Name, Lists the name of the group. With the exception of the Administrators group,
you can change the group name in this field.

Permissiong; Lists the specifiactions a groujis authorized to perform oa given pager
nodeto which the group has full@essSome permissions also relate to administrative
actions within theCMS

To modfy permissions, select a group ackeckand unchek boxes in the Permissions list
Note that a user may be a member of multiple groups and possess a combination of
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permissions from those group&lso note that the Administrators group automatically has
full permissions, and these permissions cannot be modified in the Permissions list.

The following permissions are available for each group:

Permissions on page manipulatiorgsAssgns or renoves the following block of
permissiongelated to modifyingpages

1

T

Allowed to edit pages; Enables the group to edit existing pages assigned to the current
user. Tag added tasers.xml : <UserRight Name="Edit" />

Allowed to delete pageg, Enables the group to delete pages. Tag addegsées.xml
<UserRight Name="Delet e" />

Allowed to checkin pages assigned to othexsEnables the group to chegk pages
that are currently assigned to another user. Tag addegsées.xml : <UserRight
Name="CheckIn" />

Allowed to rollback changeg Enables the group to rollback to a prior version of the
page. Tag added t@sers.xml : <UserRight Name="Rollback" />

Allowed to assign pages not assigned to them to other&nablesnembers of this
group to assign pages to other useesen though thespagesare not currently
assigned tahe group membersTag added tasers.xml : <UserRight

Name="Assignment" />

Allowed to create pagesg Enables thegroup to create a new page via page creation
rulesor page ypes depending upon which additional permissi@re selected. Tag
added tousers.xml : <UserRight Name="Create" />

Allowed to create new pages using page type€nables the group to create new
pages by specifying the page type (as opposed itmgysage creationules). Tag added
to users.xml : <UserRight Name="PageTypes" />

Allowed to checkin and checkout pages outside of workflaviEnables the group to
checkin/out pages that are not a part of a workflow. Groups with this permission can
also checkin/out pages inside a workflowa@ added taisers.xml : <UserRight
Name="CheckinCheckOut" />

Permissions on page content viewing and manipulationéssigns or removes the
following block of permissions related to viewing and modifying pages.

T

Allowed to edi the layout attribute on pages; Enables thegroup to change the

default stylesheet applied to the current page. Tag addediders.xml : <UserRight
Name="EditSS " />

Permision to edit password elements Enables the group to edit password elements.
Tag added t@sers.xml : <UserRight Name="EditPasswords" />

Allog SR G2 @ASg St SYSyin&ditimiEhablBsthe specified A RR S
group to view hidden elements in the edit forifiag addedo users.xml : <UserRight
Name="ViewHiddenElements" />

Allowed to add words to dictionanduring spellchecl; Enables the specified group to
add words to the default dictionary during a spellcheck. Tag addeskte.xmi

<UserRight Name="CanAddWordsToDictionary"/>

Allowed to see Edit Form for page editEnables the specified group to accdss Edit
Form. Tag added tesers.xml : <UserRight Name="CanViewEditForm"/>

Allowed to see page historg Enables a specified group to see the Workflow History
info for a page.

/€
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1 Allowed to viewXML tab¢ Enablesa specified group to access the XML itabrder to
reviewthe XMLcorresponding to a specific page or compondrag addedo
users.xml : <UserRight Name="ViewXmITab" />

Permissions orsite tree manipulationsg Assigns or removes the following block of
permissions related to modifying the site tree.

9 Allowed to reorder pages in the tree Enables group members to move pages assigned
to them, provided that the group has full access to the beginning and ending locations
of the pages in the site tred.ag added taisers.xml : <UserRight Name="Reorder"

/>

1 Allowed to see he tree¢ Enables the group to e the site tree in the CMSiént. Tag
added tousers.xml : <UserRight Name="Tree" />

1 Allowed to reorder pages in the tree that are assigned to otherEnables the group
to relocatepagesassigned to other userBrovided thata member of a group with this
permissionhas full access to the bewiing and ending location of a giveage in the
sitetree G KS YSYOSNI Oy Y2@S | y2GKSNJ dza SNR3F LI
tree. Tag added taisers.xml : <UserRight Name="ReorderAssignedOthers" />

Permissions ormpublishingq Assigns or removes the following block of permissions related
to publishing site content

1 Allowed to mark and unmark pages for publishimgehables the group to
mark/unmarkpages to be published. Tag addediters.xml : <UserRight
Name="Mark" />

9 Allowed to execute a full publis ¢ Ehables the group to exete full publishes
including a e publish. Tag added tgsers.xml : <UserRight Name="Publish" />

9 Allowed to execute an incremental publish Enables the group to execute incremental
publishes. Tag added t@ers.xml : <UserRight Name="IncrementalPublish" />

1 Allowed torepeat a publish to the same root page amiiblishing Target Enables the
group torepeata publishrequestbefore a previous, identical publish has completed.
Tag added tasers.xml : <UserRight Name="CanPublishDuplicated"/>

Permissions omworkflow ¢ Assigns or removes the following block of permissions related
to workflow.

1 Allowed to addpages to,and remove pages fropworkflow ¢ Enables the group to
adda page topr remove a page fropa workflow. Tag added tasers.xml
<UserRight Name="Workflow" />

1 Allowed to transition pages assigned to othersEnables the group to move a page
assgned to another user to the next workstate in a workflow. Tag addedde.xm|
<UserRight Name="Transition" />

Permissions oaxonomy systent; Assigns or removes the following block of permissions
related to taxonomy.

91 Allowed to categorize pages anegmponents¢ Enables theCategorizeab for the
specified user group for the purpose of categorizing pages and compofagadded
to users.xml : <UserRight Name="Categorize" />
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1 Allowed to manage taxonomy systemEnablesthe Taxonomytab for the pecified
user group so that thgroup cammanage the siteaxonomy.Tag addedo users.xml
<UserRight Name="ManageTaxonomy" />

Permissions orassets systeng Assigns or removes the following block of permissions
related to managing assets.

1 Allowed to manage asset securitg Ehables the specified group to configure security
settings for directories exposed in the Manage Asd@log: Documents, Images,
Media,Prebuilt Schemas, and Stylesheets. Tag addaders.xml : <UserRight
Name="ManageAssetSecurity" />

91 Allowed to delete assts ¢ Ehables the specified group to delete fil@swhich the
group has access in tianage Assetdialog:Documents, Images, MediBrebuilt
Schemas, and Stylesheetag addedo users.xml : <UserRight
Name="DeleteAssetFiles" />

9 Allowed to manage asset folders Enhables the specified group to delete and create
new folders within the directories exposed by the Manage Asdialeg:Documents,
Images, MediaPrebuilt, Schemas, and Stylesheetsag addedio users.xml
<UserRight = Name="ManageAssetFolders" />

1 Allowed to make changes to asset€Enables the group to modify asselfsthis check
02E A& OftSIFNBR FT2NJ I 3IA@SYy 3INRdzZI (KS 3INRdzZI 6
Manager.

Permissions oanguages and localizatiog Assigns or removes the following block of
permissions related to language localization.

1 Allowed to localize Scémas, Page Creation Rulemyd Workflow Definitions/States;
Enables the specified group tocalize labels in the Site Definitions Localizatianep
Tag addedo users.xml : <User Right Name="LocalizeSiteDefinitions ">

1 Allowed to set page language Enables the specified group $et page language at
Page Properties LanguageTag addedo users.xml
<User RightName="SetPageLocale " />

Miscellaneous; Assigns or removes the following block of miscellaneous permissions.

1 Allowed to change system settingsEnables the group to modify and configure site
specific settings such as adding users, user groups, creating workflows, etc. Tag added
to users.xml : <UserRight Name="Admin" />

1 Af 26SR (2 dzaS & CA Yy REnhbeRthewdugtoluse ghe findznd f A G A Sa
replace ftinctionat Administration > Find and Replacélag added tasers.xml
<UserRight Name="CanViewSearch"/>
1 Allowed to see Apppane¢ Enables the group to access the Apps pane. Tag added to
users.xml : <UserRight Name="CanViewApps"/>
1 Allowed to manage schemasEnables the group to access the Schema Designer in the
Administration pane. Tag added tieers.xml:  <UserRight
Name="CanManageSchema'/>
Note: When you create a new group, a minimum set of permissions is automatically applied
(though these permissions can be changed). The minimum permissions are:
1 Allowed to edit pages
1 Allowed to assign pages not assigned to them to others
51
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Allowed to checkin and checkout pages outside of workflow
Allowed to reorder pages in the tree

Allowed to see the tree in the authoring client

Allowed to reorder pages in the tree that are assigned to others
Allowed to transition pages assigmhto others

Allowed to categorize pages and components
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=A =4 =4 =4 -8 -8 9

Members¢ Displays the user names and user IDs of members of a selected Ymupan add
and remove members by dragging them between tihemberspane and thdJserspane. You
can also limit the numbeuf users displayed in the Users pane by filtering with the search field.

Drag items to/from the 'Members' list to
add/remove users to/from the selected
group.

[—T

Ingeniux Xite Admin o

User ID: admin@ingeniux.com
Email: admin@ingeniux.com
Read
Languages:
Write
Languages:

undefined

undefined

Figurel4: A users list in the Users tab

Page Creation RulesShowsany page creation rules (PCRs) associated withes giroup. The
Gro Fftaz2 AYRAOIFI(GSa 6KSGKSNIIF t/w A& &aSad Fa| RSTI dz
workflow, if any, a PCR is associated wklyroup cannot be deletealst 2y 3 | & A0 Qa | a&2

with a page creation rule.

Workflows ¢ Shows alllie workflows and transitions with which a selected group is associated.
A growp cannot be deleted whea workflowis associated with it.

Security Root PagesLists the pages to which a selected group has access, and the type of
accesghat the selectedgroup has for each page. The access level of a root page will extend to
its child pages if no further security is configured at the child I&¥éking on a page name will
GFr1S @2dz 2 GKS LI 3S | YysBr¥Groups Marfegeab&ddthetd G A YSE G LA Y.
remains open.

4.2 Users Tab

TheUserstab gives administrators the option #dd users tpand delete users frona CMS

site. Once added, the user muasiso be added totdeast one group in order to gaaccesso

the CMSsite. At the Userstab, adminstrators can also view and configure user actions within
the CMS

If you arrive atthdJsersi I 6 | YR y 2 dzid SNJ A Bxcelb@tonStideN&vRUEer & 2 dzQf f
button, and theDelete Selectedbutton.

Q)¢
w
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four additional tabsinfo, Member of, Effective PermissionsandPages Assigned to

& UsersiGroups =

-
Groups Users Advanced W
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Group Name || Info | Members | Page Creation Rules | Workflows | Security Root Pages |

360

AcctDistro Group Name: Administrators

Administrators 3 S

futhors S | Permissions on page manipulations ~
Billing

m

blogriteUsers__all
blogxiteUsers_admin
blogxiteUsers_editor
blogxiteUsers_user
careers
CartellaTeam

CM3 Team

Code Red
Collections
Contactianagers
Content Author
Debugger Users
demns

4 m ] 3

< | il | 5

[m |»

Allowed to edit pages

Allowed to delete pages

Allowed to check in pages assigned to others

Allowed to rollback changes

Allowed to assign pages not assigned to them to others
Allowed to create pages

Allowed to create new pages using page types

Allowed to check in and check out pages outside of workflow

Permissions on page content viewing and manipulations v

- Allowed to edit the layout attribute on pages
Allowed to edit nasswaord elements

Figurel5: The Usersab of theUsers/Groups Managemwith a user selected

Excel icorg Exports a usdrst to Excel in XML format. This buttovels to the left of theNew
Userbutton.

New Userc Opens a nevinfo tab where you carcreate a new uselFor more omew user
values, see Info below.)

TheNew Userbutton isgrayedout when a current useis ®lected. To create a new usiéthe
button isgrayedout, clickCancelNew User.

Each user added to tHeMSwill have an entry something like thisugers.xmi

<User Name="John" UserID="domain \ john" Email=  somebody@mydomain.com
ReceiveWorkFlowNotificationMail="False" />

Delete Selected, Deletes a user selected from the Udéame list.
Saveg Saves changes made to a user
Cancek Cancels changes made to a user

Info ¢ Displays information about aseraccownt. The User ID field and Integrated Account
checkbox are disabled for existing users, but you can modify the values for User Name, Email,
andReceive Workflow Notifications.

To create a new user, enter values for User ID, User Name, Email, ReceivewVorkfl
Notifications, and Integrated Account.

User ID¢ Windows Domain account (domairsername) or LDAP directory account name.
Once created,ite User ID cannot be modified from this field.

UserNamec Friendly name used to identify the user.
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Email¢ Email @dress used by the system to send email to the user from Send To or
Workflow notifications.

Receive Workflow Notificationg Notifies the user when a page with which the user is
associated moves through workflow. The system must be configured to usel éoeali or
remote email SMTP server.

Integrated Account; Enables integrated authenticationaa SQL Servatatabase When

this box is checkedhe Account Type, Password, and Confirm Password fiedds

displayed To create a user with an integrated account, chietkgrated Accounand

choose an account type and password for the user. After logging in, the new integrated user
will be able to set a new password using thlieange Passworidutton on the top toolbar.

Member of ¢ Liststhe groups of which the selected user is a member. Add or remove the user
from groups by dragging theaups between théGroup Namepaneand theGroupspane.You
can limit the number of groups displayed in tBeoupspane by filtering witithe search field.

Effective Permissiong Showswhich permision sets apply to a given usand which groups
govern these permission sets.

Assigments ¢ Displays pages assigned to the selected user. Clicking on the name of a page wil
take you to the pagand pin open thdJsers/GroupsManager Rightclicking a page will bring
up a context menu with options to assign the page to another user or group.

4.3 Advanced Tab
At the Advancedtab, administratorscan configuredefault settings for newly created users.

&y UsersiGroups =

-~

Groups Users Advanced

- Settings
Default AD Domain: ingeniux
SMTP Domain: ingeniux.com

[7] send workflow Notification Emails

Save Settings

- Import Groups and Users From Active Directory

Perform Import

m

< 1 ]

Figurel6: The Advanced tab in the Users/Groups manager

These settings anaritten to the users.xml  file in a tag like the following

<User Manager next | D= firganiu NXTAD oSMAT MBadimai n=fimy d o ma i
Ver si aBod%

Administratas can also import users and groups at &avancedtab.

n .

como
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SMTP Bmain ¢ Secifies thedefault SMTP domain for creating new usdfer example:
mydomain.com

Send Wrkflow Notification Emails ¢ Specifies the default notification setting for new users.
Save Settingg Saves changes to the default settings.

Perform Import¢ Imports groups and usersdm Active Directoy. The import feature is only
F @ AflrofS gKSYy 1 OGAQPS 5ANBOG2NE A& GKS RSTrHdzZA G Y
have to be the only provider available). Clickiegform Importwill launch a dialog prompti
you for youractive directoryuserandpas 6 2 NR Ay F2d | FGSNI O2yySOGAyYy I & dx
RAIFf23 LINRPYLIWIAYy3 e2dz 12 OK22aS dzZaSNE FyR 3INPRdIzLJA
users and groups, cliéegin Import All imported groups will be configured with default
permissions, whichou can change in thesers/Groups Manager

>
«Q
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5 Workflow s

Workflows implenent contentmanagemenprocesgs inthe CMS By automating the
movement of pages through theMS workflows simplify the process of content creatiordan
reduce the likelihood oérror. Workflows consist of three parts:

1 Workstates
9 Transitions
9 Actions

To create and edit workflows, clivdorkflowsin the Administration paneand seleciNewto
create a new workflowTo edit or delete a workflow, select it and clE#itor Delete If you
choose New or Edit, the Workflow Manager will open.

B Ingeniux CMS

out | Language ~ | Help - | EICHIIIEEGEG——— D | © - @ -

ew 4 PuplishSite | F Assets

@ Dasnboard W Hew

1 Ssite -- All Publishing Targets— v g Workflows 4=

(il Assignments.

.12 Workstates. 5 Designing Workflow ... | workflow Settings | [-] save | X Close || :4* workflow Transitions

= Apps [B New | [ edit | X pelete 5 undo | @ redo | & Refresh [ New | [Eedit | X pelete
£ search B ncomplete
€ Administration B cermpee

19 Find and Replace Bl rusiches

[ Schema Designer

{3 System Options Bl spprova

& Users/Groups Bl reected

4 Page Creation Rules B editing

ENETTT N || @ voroger Review

&) Publishing System
&4 publish Monitor
<% Taxonomy

] Reports

& Localization

Figurel7: The Workflow Manager in the CMS

Alternatively, vith the new Clone feature in Workflows, you can copy an existing workflow and
use it to create a new workflow.

To clone avorkflow:

1. Select a workflow from the workflow list and cliCkone TheClone Workflow
Definition dialog opens.

2. Enter a name in place of the default name and, optionally, enter a description. Then
clickCreateto finish cloning the workflow.
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MNew
Name Description Pages Assigned
Used to track News Articles submitted through the
Anonymous News Submission mﬂ‘:im.r :nfﬁ[‘l;ﬂ_m iel ubmitted through t
Publich X\ y
Simple

4 Fill in the Name and Description of the clone Workflow
-- Definition.

" Name *: |Cloned workflow Definition: Sample wd

Description: | |

* iz a required field

o

Figurel8: The Clone Workflow Definition dialog

Also, you can now edit a workstate in tBesignpane (the middle pane) of th&/orkflowstab.
To do so, doublelick the workstate. ThEdit Workstatedialog opens.

Workstates . Design... s Workflow Settings | [=] Save | X Close Workflow Transitions
New Refresh New
G Incomplete Initial
Send For Apporval
D Complete .
| Authoring Sen r review
D Publizt=2 = For i
o —m,, Send for publish
D Apl — Send back to authors
D Ref Send back to approvers
Name: [approving | Skip review and send to publish
G Edit N | | Update Content
D Mal
@ - Save
= |
Trarw L _J
G Translation Complete
D Froofreading
G Implemnenting
Proofreading Feedback
D Implementing Review |
Feedback |
G Translation Project
Complete

Figurel9: The Edit Workstate dialog

Any changes to the workstate apply everywhere the workstate is used. If the workstate is part
of several workflows, make sure that any changes to the name and description are appropriate
for other workflows too.

¢KS | OGAGS adGlriadza 2F | ¢Padiynpand G S OF yQi o068
5.1 Workstates

A workstate is the name given to an identifiable task or set of tasks in the lifecycle of content.

9EFYLX S& 2F g2N] adl (SAE WA AK OFETFON@INIANGS yoil INE
Workstatesmay designate the particular condition of apag@é I ¢ A G Ay 3 F dzNJ K S |
GLJzof AAKSRED D
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To create a new workstate, cliblewin the Workstatespane. To edit or delete an existing
workstate, select the workstatm the Workstatespane and clicleditor Delete. ClickingNew
or Editwill open the workstate dialog.

To add a workstate to a workflow, drag it from téorkstatespane to the middleDesignpane.
To remove a workstate, drag it back to the workstate parte flrst workstate that you drag

into the design pane will by default be the starting workstate (the workstate with an arrow on
it). To make a different starting workstate, rigtlick a workstate and selebtake Start Node

Workstateshave the propertiefName, Description, and Active (Boolean).
Namec Labels the workstate with a friendly name.
Description[Optional]¢ Provides a brief description of the workstate.

Active¢ Indicates whetherornotdr 3Sa Ay (KA A& ¢ 2 NJ dssigniefilistg A f €
The Active property specifies whether the workstaterng that requires attention (active) or

2yS GKFG NBIdANBE y2 TFdzNIKSNI AYYSRALFGS | O
example, might be applied to pages that have been markegdblish and require no further
action.By markinghis state as inactivehe administratorensuresthat LJdzo f A 8 KSR LJ- 3

appear in users' assignment lists.

A lineof scriptsimilar tothe followingis added to thevorkflowdefs.xml file whenever a

workstate is created:

<WorkState
/>

ID="12" Name" Create Content " IsActive= "true " Description=

Notethat the default workstatds called Initial.<workState ID="1" Name="Initial" />

5.2 Transitions

A transitiondescribes thanovement of a pge from one workstate to anotheExamples of
transitonst NB G &Sy R T2 NJ I LIINERc@hetkingd & tyasitiandefhgshad | O 1
g2N] adrdsS LI 3IS SyidSNm 2yO0S | dzaSNna Gl aj
page. Transitions definwhat system actions occur prior to moving to the next workstate.

Atypical transition entry invorkflowdefs.xm | might be:
<Transition ID= "1" Name="To Author " CurrentStatelD ="1" NextStateID ="12"
Trigger= "OnCreate " NextGrouplD ="2" Description =" Task: Write Article
AllowNextGroupToAdvance ="true " IsDefault ="false "
OnEnterPrompt =" Success! " OnEnterHide ="true " OnEnterTime ="5"
OnExitPrompt =" Ever Onward! " OnExitHide ="true " OnExitTime ="5"
Toolbarlcon= DefaultUser|D="">

To create or edit transitions between wotktes, you can use thdew andEditbuttons in the
right pane. Te transition dialog will open.

pu

Aa L |
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S Information | 5 Actions |
Name (*): [Request Revisions ]
Description: l [
Current Workstate (*): [Approval _vj
Next Workstate (*): l Content Modification L]
| |1s Default
Next Group (*): !Authors v I
Default User: l |
|| Allow Next Group to Advance
* is a required field
8 3/4 E Save and Close| Save Currentltem| Cancel
4
A

Figure20: The Edit Transition dialog

Alternately, you can create a new transition by dragging the cursor between the orange nodes
that appear when you mouse over a workstate. To redirect a transition, click on it and then drag
the green nodes between workstates.

When you create new transitis by dragging between workstates, the transitions will be given
RSTlLdz G yIFrYSa 6a¢NIYyaAGA2yMIeé GCENIYAAOGAZ2YH
editing them in the right pane.

Note: If you create transitions by dragging between workstates, sfoauld edit the transitions
to ensure that the default configurations are correct.

A transition has the following properties:
Namec Labels the transition.
Description[Optional]¢ Describesthe transition.

CurrentWorkdate ¢ Defines the starting (or current) workstate for the page. The list of
workstates in thedrop-down menu is populated with the workstates contained in
workflowdefs.xml . CMS uses the workstate ID assigned to determine the workstate.

Next Workdate ¢ Definesthe workstate to which the page is moved after the transition
concludes. The list of workstates in thep-down menuis populated with the workstates
contained inworkflowdefs.xml . TheCMSuses the workstate I determine the next
workstate.

Is Defaultg Configures the current transition to be the default transition for a given workstate.
Note that a workstate can use multiple transitions.

> €
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Next Groupg Defines the group to which the page is assigned after the transition has
completed. The list of groups the drop-down menuis populated with thdist of groups
contained inusers.xml . Groupsmustbe created prior to creating a transitiomheCMSuses

the group ID defined insers.xml  andassigned to each user group to determine the next
group.When a pag is assigned to a group, all users in the group will see the page on their
assignment lists. A user can claim the page using\tisign to Mebutton on the Edit Form. The
page will then be assigned to that user and not the group as a whole.

Page Properties

®. Page Name: Schema: News Detail

‘x
== x117 Assigned To: &> Administrators Assignto Me| =

Kelly Russell Wins Big ‘

Figure21: The Assign to Me button in the Edit Form

2 KSy | LI 3IS A& FaarA3daySR (2 | 3INRdzZI FyR OKS
individual user (e.gxml/users/[user]/xml ). Instead, the page will be copied to the
xml/group  s/[group]/xml folder and remain checked out.

Default Userg Defines theuserto whomthe page is assigned aftdre transition has
completed. The list of useims the drop-down menuisfiltered by the group selected in Next
Group.Users must be created joni to creating a transition.

Allow Next Goup to Advancec, Permits themembers of the next groufm advancethe page to
the next workstate Otherwise, an administrator with sufficient permissions must advance the

page.
5.3 Actions

Transitions may also havet@gns associated with them. An actiogpresents a task to be
completed when a transition is executed. There are actions for the most common
operationsnormally accomplished through the Ul. If the buritactions are not adequate, there
is a custonaction that can execute a uselefined component object model (COM).

The actions associated withtransition are executed in ordelf an action fails, the transition
will not complete and the workflow will remain in the workstate it was in before the traomsit
was executed.

To add actions to a transition, open tAetionstab in the transition dialog. For each new
I OG A 2 y I +£0dttdn @Roosé od tharop-downmenwz | YR @F ABNJ odllAK & 2 §
confirm or cancel thaction, respectively

To reorder actions, use the up and down arrow buttah® NBY 23S |y £00GA2Y
button to the right of the arrow buttonsTo furtherdefine an action, open the actidwy clicking

the arrow icon to the left of itsiame Thenfollow the promptsWhS y & 2 dzQ NaBding A y A &
and editing actionsclickSave and Close
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| .“Edit Transition Q

4 Information | Actions
¥ Check in OO0 -

Check-in the page before transition. Select the Publishing Targets to pick up the page's latest version for next
publish.

Publishing Targets to update: All Publishing Targets Change

» Send Mail 0 -

+

€311 € Save and Close| Save Currentltem' Cancell

4
>y

Figure22: Adding actions to a transition in the Edit Transition dialog

When you add an action to a transition, tlidSgenerates ammctionelement in the
work flowdefs.xml file. Here for example, is aaction element for a checln action.

<Action ID=" 1" Type="CheckIn" Description="" ChecklnPubTargets="" />

The possibléransitionactions are listed below.

Mark for Publishg Marks the page for publish prior tnoving to the next workstate.

Unmark for Riblish¢ Unmarks the page for publish prior to moving to the next workstate.
Checkin ¢ Checksin the page prior to the transitioto the next workstate.

Checkout ¢ Checks out the page prior to moviriigto the next workstate.

Publishg Performs a singlgpage incremental publish (the current page and all dependencies
that were modified since the last publisfie incremental publish occurs before the page is
transitioned to the next workstate. Open the actiand select publishing targets from the
menu.

Customc Creates a custonactionthat will execute before transition. The action is invoked via
the COM interface. Austom action requires BrogiD and aMethod value which you can enter
by opening the actiomand completing the appropriate fields a custom DLL requirethat
additional informationbe passedan, additional attributes and their values can be added via the
Add Custom Aribute field.

Send Mailg Snds a notificatioremail prior to transitionto a user group not otherwise
associated with the transitiarThis action requires that theMSbe configured to use a valid
SMTP serveil o select the user group, open the action and choose from the Grodm{P
downmenu.
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External Client; Provides aroption to call an ASP or othereb-based file to execute prior to
the completion of the transitionThe default attributes are as follows:
URLg Soecifies the relative or absolute UREthe page to exaate during the
transition. Afailure in this URL mgyrevent the transition and its actions from
completing.
Sizec Yecifies the size of the windoinLJA ESt & 6 a2 ¢é I 6ARGKT al & T

To configure the default attributes, open the action and fill in the appropriate fields.

Modify Page Lifetime; Allows madification ofthe life cycle of the pageThis action requires
two attributes, StartDate  andEndDate . These values can be standard I1SO dates (e.qg.,
20030615) or variable expressions processed bydkSmacro engine. For examplepage
with the followingvalueswould be published immediately and would live on the site for 7 days:
StartDate = %now%
EndDate = %now+168:00%

You can also select start and end dates from the graphical calendar interface.
Archive Page; Archives the page after the transition wigrhich the action is associated.

Bridge to Another Workflowg Transitions the page into a different workflow. This action
effectively cancels the original transition. To select the new workflow, open the action and
choose from the Workflowlrop-down menu.

Revert to Versiorg Reverts toa previous version of the page.

5.4 Check-in

In the Workflow Manageryou can configure &heckin action that checks in a page toward

specific publishing targets. By checking in a page only toward specific targets, you catneelec
SYGANRYYSyiGa (2 6KAOK @&2dzQf f Lldzontaruaddtedpagyg 0 Sy G ® C2 |
to a test environment without sending it to production.

To define the publishing target(s) tovehwhich a page will be check@dduring workflow
open theNew Transitiondialog or theEdit Transitiondialog andadd a newCheckin action at
the Actionstab.

If you expand the&Checkin action and clickhange® 2 dzQf f Chéckif pagektd be
publisheddialog, where you can select publishing profiles.

Publiding profiles are useful for large sites with multiple staging environments, because they
define multiple publishing targets toward whiehgiven page can be checked in.

By default, theCheck in pages to be publishetialog opens in Basic view. If you select a
publishing profile and chooskdvancedin the dropdown menu, you can view sid®/-side the
Publishing Profilepane and thePublishing Targetpane.

62
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Choose publishing profile for pages. This will affect which publishing targets pick up the latest version of pages during publish.
Advanced 'I
'l_’y_lel_i_s_h_i_v[g Profiles ...~ | | Publishing Targets -
ESEL) I S Production
Production (2) Test Target

-- Custom picks of Publishing Targets --

ﬂ] Cancel

4

J

Figure23: Choosing publishing pfides in the Advanced view
The blue highlighting indicates which profiles will publish to which targets.

5.5 Mark/Unmark for Publish

Like theCheckin action, theMark-for-Publish action lets you publish content automatically as a
part of workflow. To configure Blark-for-Publish action, add the action at thctionstab.

Then expand thélark-for-Publish action and clicRick TheMark for Publish Actiordialog will
open.

Check the Publishing Targets to be marked for pages in this workflow transition.
Publishing Target Marked for Publish | Version to Publish
| |Production v Current Version 'I
Test Target I
OKI Cancell
A

FHgure 24: The Mark for Publish Action dialog

Use theMarked for Publishcheckbox(es) and th&ersion to Publisldrop-down menu(s) to

O2y FAIdzNE Llzof AaKAYy3a GFNBSG FyR LIRS GSNAARY
When initating theMark-for-Publish action outside of workflow, you can now mark and
unmark pages for publish in the same dialog.
To mark or unmark a page for publish, riglitk a page in the site tree and select
Mark/Unmark for Publish
63
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Then choose whether to publish the page alone or to publish the page and its children. The
Mark/Unmark pages for publistialog will appear.

Mark/Unmark the folloving 1 page(s) for publish:
x198
Publishing Target Marked for Publish | Version to Publish
Production 2 [V.8(7/28/11355PM) =]
Test Target v | Current Version j
_Ol(_] Cancell
A

Figure25: The Mark/Unmark pages for publish dialog

In this dialogyou can also choode publish different versions of pages to different publishing
targets. This functionality is particularly useful for sites that employ test environments, because
you can test new content in one environment while an older version of the content remains
marked for publish to the live environment.

Note: You can also initiate a maflr-publish action outside aforkflow by rightclicking a
page in the site tree, selectirRpge Propertiesand configuring the action at thdark for
Publishtab.

."Ix‘ age Properties: Internal Components (x3) 0)
1P System Attributes I @) Language -~ Page Creation Rules (@) Page Security | €&J Mark for Publish
Publishing Target Marked for Publish |Version to Publish
Production v I Current Version vl
Test Target O
OK Cancel|

=

Figure26: The Mark for Publish tab

5.6 Revert to Version

In certain workflow scenarios, it may be useful to revert to a previous version of a page. For
example, a content approver might want to dismiss a revised page in favor of the last pdblishe
version of a page. To facilitate this scenario, you can incliRkevart toVersionaction in a
workflow transition.

TheRevert toVersionaction points to a selected publishing target. When the action is invoked
by a given page, the page will be chatkeit and its content will revert to that of the previous
version marked for the publishing target. When the action is finished, the page will remain
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checked out to the current user. (If there is no previous version of the page marked for the
publishingtN B Sz (GKS | OlAz2zy 62y Qi R2 FyeiKAy3adD

To create &Revert toVersionaction, open theNew Transitionor Edit Transitiondialog and go
to the Actionstab. Click+to add an action andn the New Actiondrop-down meny select
Revert to version Then cliclk-.

To configure the action, clidRevert to versiorand, in the Publishing Targetirop-down,
choose a publishing target. A given page will revert to the previous version marked for this
publishing target.

5 Information | 43 Actions

v {4) Revert to version 00 =

Revert to version marked on specific Publishing Target
Publishing :
Target I Production 'I

+

€ 474 e Save and Closel Save Current |tem| Cancel
4

7

Figure27: Reverting to aprevious version in the Edit Transition dialog

' TGSN) 82dzQ@S OK2aSy GUKS LilzfAakKAy3ad GFNBSGS| &l
5.7 Send Mail
The Send Mail action sends a default email notification to a selected group or groups when a
page moves through a transition. You cantoosze the email message by configuring the XML
file. To customize the workflow email template, go to
[site] \xml\ Custom\ emailNotifications and open the language folder of the email you
want to edit. To edit an Englidanguage email notification, opeim-
us\ workflowNotifications.xml in a text editor. Here is the standard workflow notification
XML document:
<?xml version="1.0" encoding="utf -8" 7>
<EmailTemplate>
<Subject>%siteName% - %workflowName% Notification - %pageName%-
%pageld%</Subject>
<Body>
65
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<I[CDATA[

<p><strong>Workflow Notification</strong></p>

<p><em><a
href="mailto:%workingUserEmail%">%workingUserName%=</a> </em>advanced
the item <em><a href="%siteUr|%?1D=%pageld%">%pageName% (%pageld%)</a>
</em>through the "<em>%transitionName%=</em>" t ransition in the
"<em>%workflowName%</em>" workflow, and assigned it to <em><a
href="mailto:%nextUserEmail%">%nextUserName%</a></em></p>

<p> </p>

<p><strong>Comments from Assigning User:</strong>

<br /><em>%comments%</em></p>

<p> </p>

<p><strong> View Item:</strong><br/><a
href="%siteUrl%?1D=%pageld%">%siteUr|%?1D=%pageld%</a></p>

1>

</Body>

</EmailTemplate>

The email template is contained in tie®ATAsection of the document. You can modify the
HTML in this section, and you can also modify\vhriables contained within % signs. (The
syntax for these variables is the same as it is for report variables.)

The following variables and constants can be used in the email template.
Variables:
pageld
pageName
siteName
siteUrl
workingUserName
wor kingUserEmail
lastUserName
lastUserEmail
nextUserName
nextUserEmail
nextGroupName
workflowName
transitionName
Constants:
now
today

Note: To function, all variables need to be wrapped in % signs.
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5.8 Permissioned Workflow

The Permissioned Workflow feature filters the list of users to whom a page can be assigned
olaSR 2y UGUKSANI I O0Saa (G2 GKS y2RS gKSNB (KS
access to the node where a particular page lives will not be displag/egdtins within the

Workflow Advancedialog.

R‘ Ingeniux CMS

Welcome admin1 | SignOut | Language = | Help ~ | D S-0
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Permissioned Workflow restricts the list of available users to whom a page can be transitioned in
- search workflow. Only users who have full access to the page will appear in the list.
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Figure28: The Permissioned Workflow feature in System Options
The following tag is added to themi\ settings  \ settings.xml file:

<PermissionedWorkflow>

<UsePermissionedWorkflow>true </UsePermissionedWorkflow>
</PermissionedWorkflow>
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6 Page Creation Rules

Page creationules(PCRs) are used to specify default properties for newly created pages. The
properties may describe what types of pages can be created, what user groups areddthowe
create them, where the new pages will be created in the tree, and what the default workflow
will be.

t/ wa | faz2 Syl oliakpedmsSdido sek K sitdRi2g/t@aiieate content that
automatically appears at the appropriate place in the siterarchy Without page creation
rdzt S&> dzaSNAR SAGK2dzi LISN¥YAaairzy (G2 asSsS GKS

Users with access to page creation rules will see them ilCtieate Contensection of the
Dashboard.

Create Content |
B

Wizards for creating new content

[%3 Create a News Story
|EZl Create an Image
[%) Test PCR

Figure29: PageCreation Wizards

91 OK &2 Al I NRreatefChriiefin®Ru infolkes aiFCR. Users will only B&Rs that
they have permission to use.

To create and configuredRs, go téddministration>Page Creation Rule3his will open the
Page Creation Rules Magex.
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Figure30: The Page Creation Rules Manager

In the Page Creation Ruldsolbar, you can use thew Rulebutton to create a PCR, the
Delete Selectedbutton to delete a PCR, and the Excel icon to export a list of PCRs ko Exce
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S
» N — |
Page Creation Rules 2 New Rule | | Delete Selected Save
Rule Name Info | Parent Pages |
Create a News Story
Anonymous News Submission Name * Create a News Story
Blag Detail Schema * [News Detail hd
Blog Index
Mews Image
Create an Event Groups and users that can use this rule to create pages: TR
Type Mame L
iy Group Authors T
oy Group Administrators
Workflow MNews Approval Workflow -
DAdvanced|
<« [m] r | -
< | 1 |

Figure31: The Info tab for configuring page creation rules
Thelnfo tab provides most options for creating andnfiguring PCRs.

Excel Icorg Exports a PCR list to Excel in XML format. This button lives to the leftidéthe
Rulebutton.

New Rulec Creates #CR

Delete Selected; Removes the selecteBCRand its settings.
Savecg Saves the current PCR.

Cancek Cancels the process of creating a PCR.

Nameg Labels thePCRIn general, the name should reference the group that will use the PCR
6S®3Id dal GK 5SLINILGYSyd tF3ISe0

Schema; Defines the page type used toeate new pages from this rul&@hedrop-down

options are pulled from the contents of thenl\ schemas directory.

a bcdlaunches theSelectGroups and/orUsersdialog, where you casdect the individual
users and groups that willse thePCRThe list of users and groups is pulled from the
users.xml file.

&€ ¢ Deletes the selected user or group from tRE€Rproperties. Once removed, the user or
group will no longer be able to use tRCR

Workflow [optional] ¢ Associates a workflowvith the selected®CRThedrop-down options are
loadedfrom workflowdefs.  xml .
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Advancedg Opens additional optiong checked

9 Default Rulec Marks the selected rule as the default rule that displays in aQipage
creationdialog.

1 OverrideStylesheetg Defines the stylesheet to be applied to new pages from this rule.
Thedrop-down options are pulled from the contents of thenl\ stylesheets
directory.

The properties for an existir@CRcanbe modified at anytime by selecting tHeCRand
modifying the appropriate property.

6.2 Parent Pages Tab

At the Parent Pagesab, you can add parent pages to, and remove parent pages from, a page
creation rule.

-

‘-=-#' Page Creation Rules |xz New Fule | [ Delete Selected | Save | [ Cancel |
Rule Name info | ParentPages ‘
Create a News Story

Anonymous News Submission
Blag Detail Add/Remove parent pages for Page Creation Rule: + -
Blog Index
Mews Image
Create an Event

Page Name Path Parent Only
[ Mews Adicles JEDU Demo Site FolderHome/Mews/Mews ... [

<[] , 4 11 3

< | I | »

Figure32: The Parent Pages tab in the Page Creation Rules Manager

By assigning parent pages to PCRs, you define the places in the sihéne=PCRs can be
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parent page from a PCR. Alternately, you can draddrop a parent page from the site tree
into the Parent Pages field.

TheParent Onlycheckbox to the rightof the parent page path further restricts the places
where the PCR can be applied. If the box is checked, pages can only be created under the
parent page itself. If not, the PCR can be applied to all descendants of the parent page as well.

6.3 Node Level Rule Application

To add a page creationle to a particular node on the site tree, rigtlick the node and select
Page Properties Page Creation Rules
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1S
t/ w
YR GK
70



INGENIUX!

CMS 8.0 Administrator Guide

o

Page Creation Rules
. Inherit page creation rules from parent page

Page Creation Rule
Detail Page

_Aiq_l Remove |

'} System Attributes | @) Language | 4 Page Creation Rules I () Page Security | & Mark for Publish |

Any PCRs from parent pages vill be available by default. Select specific rules to apply to this page.

~ Parent
r

ﬂ] Cancell

A

Figure33: Managing PCRs via the Page Properties dialog

Inherit page creatiorrules from parent page; Determines whether the selected page wiie
rules from its parent pagelNote that if a page has been configured to inherit rules only from
parent pages, rules cannot be specified for the page. By default, the page will theedPCRs
from its parent page. Deselectitigherit page creation rulegrom parent pageallows
additional rules to be added, and inherited rules to be removed.

Parent¢ Makes the selected rule the inheritance point for nodes beflogvselected noé.

Add ¢ Provides a list of PCR rules from which to choose to apply the selected page.

Removeg Removes a particular rule from the selected page.
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7 Publishing Overview

The publishingprocess prepareXML pageandcomponensto be consumed as content
(usually Weltontent, but other formats are also supportedYhen a publish is initiatedhe
XML files marked for publish are sent tepecified publishing targeT.hen the replication
process copiethese files toa directory onthe DSSThis twestep process separates the files
used to display the production site from the publishing work conducted orC¥i&server.

Theentire process of moving content frothe CMSto the DSSvorks like this
1. A publish is submitted.

2. Dependencies are detmined.
3. XML filesare createdn the publishing target.
4. Newly published files are replicated from the publishing targethe DSServer.

7.1 Dependencies

In the CMS the site tree displays the information architecture of a site. The site tree describes
hierarchical relationships among pages, components, and folders; these relationahipg
describedn terms of a family tree. That is, pages, components, and folgdepending on

their relative places in the site tregrelate to each other as ancest parents, siblings, and
children.TheReference.xml  file stores thidree structure.

Pages can also related to each other through linksamigatons, components, and elorands.
These relationshipare called épendencies. Files calleigpendency giahs maintainthe
dependencies between pages. Each publishémget has aorresponding dependency graph.
Pagesmay also have dependencies that span publishamgeits.

7.2 Dependency Calculations

TheCMSapplication calculates dependencies in the followiirgumstances:
1 A page is checked in.
1 A page is marked for publish.
1 A page is published (incremental or full).

1 Asite is published (incremental or full).
1 A page is previewed.

Starting one of tese processes prepares the Chcalculating dependencies. During this

LINBLI NIX GA2Yy GAYSZI | & ladddhe dsarklient ik lgcked. [Thiedee2 Y A a| RA & LJX |
then completes thalependencycalculations in the backgrounBefore a publish starts, the
dependencycalculations musbe completed.
Publish times listed ithe Publish Monitor and the log do not include dependency calculations.
While makingdependency calculationsk S t dzo f A & K a @acwalirgyddgeRA a L | 84 a
RSLISYRSY OA §aX
7.3 Navigations
Navigations are the most commalependencies. Navigations pull in information about the
pages and components they reference.
Listed belav are the attributes used by aamigation element:
72
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Generation Orderg Value: Down | Up ¢ Indicates the order in which the navigations are listed.

Max Nodesc Integer¢ Indicates the maximum number of tree nodespull intothe current
LI 3SQa yAnd@stoa mvigatiénjobs uphie hierarchy of the site tree; child navigation
goes down; bling navigationpulls in pages on the same levieé( pagesthat have the same
parent).

Start Page; xID ¢ For ancestor avigations, the start pge indicatesvhere to stop navigation,
includng pages up t¢but not including}the page enteredFor all other navigation types, the
start page indicates the g at whch to start navigatiorinot includng the start @mge itselj.

Max Depthc Integer ¢ Indicates the number of levels in the tree to be pulled into a navigation.
For performance optimization, this mber should never be more than four (4)

Query¢ XPathQueryc A gueryfilteringout the set of pages in the navigation. When a query is
used, the navigation structure éiscardedn favor of a flat structure of page nodes.

Exports¢ Export ode includsLI2 NIiA 2y a 2F | LI 3SQa Rdircludedhy (G KS yI ¢
on <Page> tags in name/value pairs.

Navigations stop at the first limit. For instance, if the start page is three levels above the current
page and the max depth is set to 1, the ancestor navigation will only pull the page one level
above the carent page. Navigations should be used with ¢aethey can dramatically impact

the number of dependencies the system is required to calculate; the calculation of
dependencies affects the performance of chéu¥, previews, publishes, andrrtime viewirg

of the site

7.4 Publishing a Page

In order for any page or component to be published, the page must be checked in and marked
for publish.

Incremental publish ¢ An incremental publish publishes the selected pages and components
along with their dependent pages and components. Content published in this fashion
overwrites earlier versions of the content in the publishing target. Publishing content
incrementally fould normally be quickehan doing a full publisincremental publishes are
ideal for small amounts of content published on a-tieaday basis.

Full publish ¢ A full publish publishes all pages and components that have been marked for
publish, and any ebendent pages as well. In a full publish, pages and components are
published whether or not they have been maodified. A full publish of the site deletes all files in
the publishing target and then publishes the new content.

Because unmodified pages arelpished, a full publish usually publishes more pages and takes
longer to complete thamn incremental publish. Fuluplishes should be used for largeale
changes and should not be conducted during peak hours.

7.5 Task Queue Serialization

Task queue serial@ion helps prevent lost publishing and replication jobs. WhenevelliBe
Application Pool shuts down gracefully, task queue serialization (if enakleadsCMStasks
currentlyin the queue When theApplication Pool restarts and tf@MSs accessed (by user
logging into the site,dr example), these tasks arel@aded and resume running
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Tasks are serialized into an XML file callekk.xml  located in[sitedirectory] \ xml. Once
IISand the site become available, the tasks are queued up by the application. This action is
denoted in the application log in a format similar to the line below:

[INFO] [20070402T09:31:57] Site: successfully loaded autom ated tasks file:
configured 4 tasks

When task queueegialization is enabled, recycling or stopping the Application Pool will not
clear theCMStask queue. Theasks.xml  file mustbe cleared to prevent tasks queued up prior
to recycle or stoppagelo do spedit thetasks.xml ~ file manually clearing all tags between the
<tasks></tasks> tags.

Thisshould result in tB\ xml\ settings  \ settings.xml containing only

<TaskQueue>
<UseSerialization>true</UseSerialization>
</TaskQueue>

To enableTask Queueerializationgo toAdministration > System Optionss CMS> Site
Properties

} Ingeniux CMS come admin1 | SignOut | Language ~ | Help = | D 9-O-

@ Dashboard [ Mew -

iew 42 Publish Site | F Assets

{3 System Options =

4 site -- All Publishing Targets-- +

(i Assignments : i

S s Site Properties.

| search ies Ci

& Administration During an incremental publish, the CMS uses the dependency system to find pages dependent on the pages to

be published. Turning off the dependency system will only allow a full publish.

[ B Workflow n Use Dependencies

Permissioned Workflow
[+ [ Custom Tabs
(3] [ XHTML Editor
[ Spelicheck Settings
(21 Publishing
Archiving
Versioning
Application Name
Auto-Save
Reverse Proxy
Site Properties
worldview L
Email

Task Queue Serialization
Task queue serialization preserves Ingeniux CMS API actions that are interrupted by 115 app pool recydling, etc.
Turn Task Queue Serialization on | |

n

€MS Logging
Log File Size
File Locations
Time Zones
[ [= Dynamic Site Server
gy

Save

Figure34: Configuring site properties in System Options
ChecKrurn Task Queue Serialization On.

7.6 Publishing in Detail

A publish job begins when a useith sufficient permissions initiates it, or when a workflow
action triggers it.

A standard publish proceeds as follows

1. A publish is triggered manually or by a workflow action.
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2. A publishing target is selected and an incremental ompiuiilish is indicad (a
workflow action always initiates an incremental publishattpublishing targets
associated with a page).

3. The client submits a publishing request to the server.

4. The server calculates dependencieda®f A 8K a2y AG2NJ RAaLX F&a &/ f Oc
RSLISYRSEY BKSEXS O ft Odzf  GAy3 RSLISYRSyOASao®
[Optional] Pages are deleted from the publishing target directory if the application is

performing a full publishAn incremental publiskloesnot remove pages that have
been unmarked for publish or deleted from tiSsite.

5. Collateral resources (images, documents, mediabuilt files, styleshees, settingsand
errors) are copied to the publishingrget.

6. [Optional] Pages are transformed kT ML if the option is set for the publishing target.
7. Published pages are sent to the publishing target.

8. |If structured URLs are enabletietCMScreates or updatesiriM ap.xml when apublish
is performed.

9. The Publish Monitor provides a snapshot of the\attiof a given publishing target
pulled from thePublishTargets.xml file. This file updates after a given step in the
publishing process has completed.

10. The log filegxcsapi.log is updated with a detailed log of publishes. This file resets by
default afte it reaches 10 MB in size.

7.7 Performance Suggestions for Publishes

Adhering to he followingsite-desgn recommendations will help yauaximize publishing
system performance

7.7.1 Use Start Pages on all Ancestor Navigations

Start pages limit the number of andes pages pulled by an ancestor navigation, which in turn
limits the number of dependent pagegimiting the numbenf dependent pages decreases the
number of dependency calculations and the number of pages to be published.

7.7.2 Limit the use of Sibling Navigations

Limiting sibling navigatiolimits the number of dependent pageshisdecreagsdependency
calculations and the number of pages to be published.

7.7.3 Limit the Depth of Navigations

Limiting the depth of navigation (dhe number of dependent pages pedl into navigation)
decreaseslependency calculations and theimber of pages to be publisheds depth
increases, the size of thawigation increases exponentially.
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7.7.4 Limitt he Number of Publishing Targets

Each publishingtNH S G Q& O 2 NNB shdddp&chati@d for @pkeddldnd phdks win
dependencies are calculated. Each publishanget and its corresponding Depgraph increases
the time taken to calculate dependencies.

7.7.5 Avoid Publishing Targets within Publishing Targets

Creating a pblishing target wihin an existing pblishing target duplicates information.agh
Depgraph is reviewed during dependency calculatidaplicating work and extending the time
neededto complete a dependency calculation.

7.8 Publishing from a Workflow Action
Any standard publishitiated by a workflowshould do the following

1. Performan incremental publish of the page (provided the page has been checked out,
checked in, and marked for plih previous to the actiorgnd any dependent pages
that are maked for publish and checked.

2. Publish to all publishingatgets containing the xID of the page.

7.9 Post-Publish Synchronization

The postpublish synchronization setting determines whether a new publish can begin before
replication is finished for the current publish. This settimy affects the next publish to a
different target. Publishing to the same target will always be blocked until replication is
finished.

To select pospublish synchronization, go tddministration > System Options» CMS>
Publishing> PostPublish Synchroizationand check th® y | 6 o X

7.10 Dynamic Publishing System

CMS 8.0 introduces the Dynamic Publishing System, a new publishing framework built on
Microsoft .NET 4. The Dynamic Publishing System offers a dramatic performance and quality
improvement. Spefic updates include:

1 Substantially improved publish times

9 Faster preview rendering

1 Simplified implementation

1 Increased reliability

1 Improved troubleshooting and debugging
1 Fewer dependent items published

At the core of Dynamic Publishing is justime rendering of all content, including

dependencies. When a page pulls content from elsewhere in the site via a link, navigation, or
component, a dependency is created. Previously, for every publish, the publishing system had
to process all dependencies for eygrage to be published. This meant that even an

incremental publish could entail a lot of data processing to update other pages that included
the shared content

With Dynamic Publishing, the data for each dependent item is pulled when a page is first
rendelSR 2y GKS 5{{> YR yI@A3alIdA2y NBadzZ da I
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to process dependencies when content is published. The end result is a substantially faster
publishing process.

The Dynamic Publishing System comprises two separateelatéd features: Dynamic
Publishing and Dynamic Preview. These features work together to provide faster rendering of
content on both the CMS and the DSS.

7.10.1 Dynamic Publishing
Dynamic Publishing modifies the old CMS publishing model in several ways:

1 The degndency graph is no longer queried before a publish. Instead, a publish includes
all pages marked for the publishing target and all content in the Global Content
Location, a folder for content shared among publishing targets.

f ! Lzt A &K R2 Scanfeftéxpdnsiod.Z fie @Brect viergiah of a page file is
simply copied to the pub target folder.

91 During a publish, several additional files are copied to the publishing target to help with

navigation and link building:

0 A processed version of Reference.xhat only includes pages marked for
publish, content from the Global Content Location, and nodes with children

o TaxonomyAssociations.xml and Taxonomy Tree.xml

0 ReferencesMapping.xml

o Options.xml, which contains global export definitions

There are nalependency graph updates during a publish.

In an incremental publish, assets (documents, images, media files, etc.) are only

published and replicated if the file on the server has been modified more recently than

the target file. iring a full publishall files and folders including assets are deleted

from the pub target and then republished.

=a =

7.10.2 Dynamic Preview

The Dynamic Publishing System employs a Dynamic Preview provider to render previews of
page and XML content. Dynamic Preview is designed to render substantially faster previews in
the CMS.

DynamicPreview uses a local instance of the DSS to generate previews. When you install or

dzLJANI RS | /Ja{ aArdasSz I 20t AyadlyoOoS 2F (KE

in the CMS directory.
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=10l x]
‘G(:)v ||~ Computer ~ Local Disk (C:)  igxsites  CMSB0 ¥ - &) search cmsso @l
Organize ~ | Open Indudeinlibrary ¥  Sharewith v  Bum  New folder = - [l &

- Favorites ﬂ Name * | Date modified | Type =
M Desktop | App_Code 7/31/2012 8:58 AM  File folder
'3 Downloads |

< Recent Places

| Libraries

App_Data
Bin

client

5/29/2012 9:47 AM
7/31/2012 8:58 AM
7/31/2012 8:59 AM

File folder
File folder
File folder

. Documents DSS_Preview 8/1/2012 10:05 AM File folder
_J‘, Music | dxml 7/31/2012 8:58 AM File folder
=, Pictures | hep 7/31/2012 8:58 AM  Fike folder
vid
B videos | images 7/31/2012 8:59 AM  Fie folder
| T 7/21 /7017 *-5Q AM Fila fnld. i
& Computer ~| 4] " | z »

DSS_Preview Date modified: 8/1/2012 10:05 AM
File folder

This local instance is the default preview providéew you set up Dynamic Publishing.

~Preview Settings
Preview Provider: Dynamic Site Server »

Preview Virtual Directory Path: DssPreview

For XSLT sites, no further configuration is necessary. Once Dynamic Publishing is enabled,
Dynamic Preview works too. For an MVC site, you need to set up a local instance of your DSS
and then point Preview Virtual Direry Path to that instance.

There are a few changes to the way preview works in Dynamic Preview mode:

1 Navigation nodes generated in Dynamic Preview Mode don't use structured URLSs.
Instead, they look like this:

x123.xml?Preview=true&PubTgt=1&Sitdn8ludeAllPages+true
1 A page preview is always generated for a specific publishing target. All navigation nodes

are generated for that target as welf.All Publishing Targetis selected, and there are
both dynamic and nowlynamic targets configured, thareview defaults to non

) Site
[ EDU Demo Site
[=1

dynamic mode.
-- All Publishing Targets-- « u
—| EDU Demo Site Folder

B Home|
= Internal Components

= Recycle Falder

1 The checkn status and version status of a page determine the page file rendered for
preview. To ensure that the correct page file is rendered, make sure that the version of
the page you want to preview is checkiedand marked for publish.

Apart from these changes, the local DSS instance works in Dynamic Preview mode just like it
does in a runtime environment on the DSS.
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7.11 Site Sync Overview

Previous versions of the CMS used PeerSync, aghitgt application, to replicate files from the
CMS server to thBSSCMS 8.0 introduces Ingeniux Site Symeva replication system that is
fully integrated with the CMS software.

Site Synéeatures a mmber of updates and improvements:

The replication process is now an integral part of the publishing process.

You can configure unique replication settings for each publishing target.

Site Synéeatures a simple, webased user interface.

Site Sync ia pug-in, so developers can deploy other syncing methods in the future.
Replication is now more reliable than it was with a thparty application.

7.11.1 Replication as Part of the Publishing Process

In the new model, replication is an integral part of the pubhg process. Each pub target is
associated with a replication provider (or several providers), and the provider replicates files to
a specific deployment locatioiihe following diagram shows the flow of the integrated
publishingreplication process.

= =4 =4 =4 =4

Publish Monitor

Added monitoring for replication

i o

Publishing Task

Hand out directly by publish
Publish task with pub target > Replicate
infarmation

‘/ Deployment Location

Replication Processor

Deployment Location

End point Plugins

FTP WCF

File Secure
System FTP Deployment Location
|

Deployment Location

Deployment Location

h 4
e
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Fgure 35: The integrated publishingeplication process

7.11.2 Microsoft Sync Framework

The Ingeniux Site Syagstem is built on Microsoft Sync Framework, a phigised system that
complements the CMS software architecture. MicrosoftSramework comes with a file sync
provider that covers most replication scenarios. CMS 8.0 implements additional FTP, SFTP, and
WCF (Windows Communication Foundation) providers.

To learn more about Microsoft Sync Framework, gbttp://msdn.microsoft.can/en-us/sync

7.11.3 Replication Rules

Replication proceeds according to the following rules (to learn more about configuring the
settings mentioned here, sgéonfiguring Dynamiublishing

Dynamic Publishing has to be enabled and configured for each publishing target that will use
the system. To configure Dynamic Publishing, gadministration > Publishing Systemopen a
publishing target, and sele&nable Dynamic Publishing

* Info | Replication | Security |

Name * Production

Root Page * |EDU Demo Site Folder (x2) -
Global Content | -
Location

Publish Folder * http(s)://[Design-Time Site]/xml/pub/ production
bIe Dynamic Publishing

MostCMS5 G Sa KI@S |y LYGSNYFf /2YLRYySyda T2t RENJ GKI
publishing target. This folder contains content that is shared among publishing targets. If your
site has such a folder, enter the name or xID of the folder in the Global Comteatidn field.

* Info I Replication | Security |

Name * Production

Root Page * |EDU Demo Site Folder (x2) -
Global Content

Location Internal Components (x3) -

Publish Folder * http(s)://[Design-Time Sitel/xml/pub/ production
Enable Dynamic Publishing

Although this field is optional, you need to include global components here to publish them.
The option to enable structured URLSs is checked and becomes uneditable because the DSS
needs this setting to be selected.

~Structured URL Settings
‘ Enable Structured URL for Publishing Target

The Preview Providemption is automatically set to Dynamic Site Server, and the preview path
points to DssPreview, a default preview provider that works automatically for XSLT sites.

- Preview Settings

Preview Provider: Dynamic Site Server «

Preview Virtual Directory Path: DssPreview

Note that you can still select and configure an external preview provider.
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Configuring Replation):

T

1
1

Replication works in one direction ordyffrom pub target folder to deployment

location.

Exempt locations in the pub target will be excluded from replication.

For FileSystem Replication, only changed files from the source location will be
replicated. This rule accommodates incremental publishes. Other replication target
types don't employ change tracking.

You can specify additional locations to be replicated. An adidititncation points to a
folder to be replicated from outside a given pub target. The target folder of an
additional location will be not replicateflom the pub target. For example, if you
configure an additional location to be replicated to thedia folder in the target

location, themedia folder in the pub target will be excluded. Thus, additional locations
eliminate the need to configure media server directories.

The replication system can replicate to targets dnyeone or simultaneously.
Simultaneouseplication can impact server performance, so if a server doesn't have
2LIAYEFE KIFENR RNA@GS aLISSR: AdGQa dzadz f ¢t @
A system option, Enable PeaBublish Synchronization, determines whether or not a
new publish an begin before replication is finished for the current publish. This setting
only affects the next publish to a different target. Publishing to the same target will
always be blocked until replication is finished.

322R
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8 Publishing System

In the Publishing Sstem Manageryoucandefine multiple locations to which the site or
portions of the site can be publishedou can also define user groups with permission to
publish contentand you can configure mufiormat publishing via user agents.

To access the Plishing System Manager, go Aaiministration > Publishing Systenirhe
Publishing System Manager Maipen to thePublishing Targettab.

8.1 Configuring a Publishing Target

A publishing target defines the physical directory to which XML pages are published and the
root page from which to start a publish. It also determines whether or not the XML is
transformed to HTML upon publication. T&@&1Sdoes not limit the number of puishing

targets, but a large number of publishing targets could negatively affect performance.

Publishing targets can be used to exclude certain portions of a site fromsitéutiublish. This
is useful if different organizational units, represented liffedent sections in the content tree,
are on dfferent publishing schedules.

At the Publishing Targettab, you carconfigure the process whereby a CMS &itesome
portion of it) is sent to a publishing foldand then replicated tdahe DSS

2 Ingeniux CMS
@ Dashboard [ tew ~

9 site -- All Publishing Targets-- v 8§

43 Publishing System &

(i) Assignments S
= Publishing Targets  Publishing Profiles =~ User Agents and Sites  Device Manager F
Apps

£l search Manage Publishing Targets Q[ New Publishing Target | [ Delete Seledted |

&' Administration

Name Root Page Transform on publish | User Agent Site
Find and Replace

Production EDU Demo Site Folder (x2)
Schema Designer

InDesign Export EDU Dema Site Folder (x2)
System Options Mobile EDU Demo Site Folder (x2)
Users/Groups

Page Creation Rules
Workflows

|2 _Publishing System ____________] |
B4 publish Monitor
< Taxonomy

5 Reports

& Localization

EyEGmE

1

4| [T} r b
< i ] »

Figure36: The Publishing Targets tab

Before creating a new publishing target, note the xID number of the page that will be the root
node of the publishing target. Then click tNew Publishing Targebutton in the Publishing
Targets tab An emptyinfo tab will open.
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e

Publishing Targets Publishing Profiles User Agents and Sites Device Manager

Manage Publish... JEEIEEISRE [ Delete Selected | [ New Publish > Save

Name Info | Replication | Security |
Production

»

InDesign Export Name * Production B
Mobile Root Page * [EDU Demo Site Folder (x2) v
http(s)://[Design-Time Site]/xml/pub/

H *
Publish Folder production

m
m

- Tr form Options

D Transform pages on server during publish
User Agent - Default—- Site - Default—-

- Structured URL Settings
Enable Structured URL for Publishing Target

Home Page * |Home (x11) -
404 Error Handling Page |F’age Mot Found (x722) -

URL File Extension (without html
dot) |

- 1Rl Wanrd Sonarator MNash -} -
<« [ » < | i1 ) i

< 1 | 3

Figure37: The Info tab in the Publishing Targets Manager

Enter aNamefor the publishing target. This will be the display name in the CMS and also the
name of the physical directory to which XML files are published (e.g.
\ [designsitedirectory] \ xml\ pub\ [ pubtargetname ]).

In the Root Pagdield, enter the toplevel node of tle publishing target. Theot page is the
page/folder/component from which to start the publish. A publish begins at this xID and
publishes any sibling pages marked for publish following this xID, any child pages and nodes
marked for publish below this xJ@nd any dependent pages of the pages to be published.
Usually, the root page is the homepage.

Then specify th€ublish Foldeto which the content will be published.

Next, determine whether or not the XML pages to be published should be transformeaon th
server. If a page requires processing (such as pulling information from a database) at the time
the user requests it, the pages should not be transformed. If the pages are to be transformed,
checkTransformpageson serve during publishand select valug from theUser Agentand
Sitedrop-downs.

When a page is requested through a hypertext transfer protocol (HTTP) request, the user agent
and site are obtained from information in the HTTP request header and the site map file
(ssmap.xml ). When publishing saite to static files, the pages are not requested through a
browser, so these settings must be configured in advaf®eeUser Agents and Sites Tiadlow
for more on multiformat publishing and serveside page transformation).

Checkindgznable StructuredJRL for Publishing Targekpands theStructured URL Settings
field, where you can configure friendly, semantic UREs sectior8.10).

Selectingenable Analytics for Publishing Targetkes it possible to connect a Google Analytics
account to theDSSite to which the publishing target will be replicated (seetion10.8). Note
that the Analytics Settings section will not be visible until you save a new publishing target.
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CheckingUse External Preview Providepens a field whergou can configuréhe In-Context
Editing system to display Muliormat Output pages in the Page View and Preview windows

Note: A publishing target must be set up before a publish can be executed. Also, a full publish
must be performed before an incremeaitpublish.

8.1.1 DSS Preview
To accommodate the .NET technology behind the DR wblishing System Manadeatures

a Preview Provider menu. In this menu, you can select the method for rendering previews in the

CMS.

To select and configure a Preview Provider

1.

2.

3.

Open the Publishing System Manager and select a publishing target (or create a new

one).

On the Info tab, scroll to the bottom of the page and, in Breview Providemenu,
selectStylesheet Dynamic Site Serveor External
If necessary, enteaidditional URL or directory path info.

Publishing Profiles User Agents and Sites Device Manager

Publishing Targets

Manage Publis... JREEEEGReE | Delete Selected | NewPublsh > | Save | Canecel |

InDesign Export
Mobile

MName

Info | Replication | Security |

[ |

~Structured URL Settings
¥ Enable Structured URL for Publishing Target

Home Page * |Home (x11) -

404 Error Handling Page |Page Mot Found (x722) -

URL File Extension (without
dot) |htm|

URL Word Separator |Dash (- ;I

Site Base URL |

¥ Publish lower case URLs

¥ Redirect all requests to canonical URL automatically
I Include folder names in URLs

[ Normalize URL Separators

~Analytics Settings
" Enable Analytics for Publishing Target

r Preview Settings p— —

Preview Provigef: | Stylesheet j\
Stylesheet |
4 | Dynamic Site Server /

=— External =
\h_-_‘_‘___._'_——_,_‘d"

Figure38: Enabling Dynamic Site Server preview

SelectingStylesheetenables the legacy preview system, in which XML pages are transformed

by XSLT style sheets.

Selectingdynamic Site Servespens an additional field, Preview Virtual Directory Path.

I SNB

g2d2Qft SYdSNI G§KS @A NI dz f

R A NBaQiit@aNE LI

directoryunder the CMS, or under the parent site of the CMS, to prevent @ itsscripting.

i K 27
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The pah starts with a slash and can be several levels deep (for example,
Ipreview/  dsspreview ).
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~ Preview Settings
Preview Provider: Dynamic Site Server

Preview Virtual Directory Path: J/DSS_Preview_Site

Figure39: Site preview settings
SelectinExternalSy' I 60 f S$& G(GKS SEGSNYIt LINBGASE aeaidsSy AyidNe
define both he URL of the preview provider and the URL foritihkeontext editingsystem.

~Preview Settings
Preview Provider: External A

External Preview Provider URL: JCMS_RT_MVC_SAMPLE/IGXDTPreview

The URL to provide updated
field markup for In-Context Edit }CMS_RT_MVC_SAMPLEIIGXDTICEUpdate\
system:

Figure40: Enabling incontext editing markup

8.2 Configuring Dynamic Publishing

Dynamic Publishing has to be enabled and configured for each publishing target that will use
the system. To configure Dynamic Publishing, gadministration > Publishing Systemopen a
publishing target, and sele&nable Dynamic Publishing

* Info | Replication | Security |

Name * Production

Root Page * |EDU Demo Site Folder (x2) -
Global Content | -
Location

Publish Folder * http(s)://[Design-Time Site]/xml/pub/ production
bIe Dynamic Publishing

MostCMSk5(GSa KIF@S +y LYGSNYyIlLf /2YLRySyidta T2t RSN GKI |
publishing target. This folder contains content that is shared among publishing targets. If your
site has such a folder, enter the name or xID of the folder in the Global Comtegtidn field.

*Info I Replication | Security |

Name * Production
Root Page * |EDU Demo Site Folder (x2) -
Global Content

Location Internal Components (x3) .

Publish Folder * http(s)://[Design-Time Site]/xml/pub/ production
Enable Dynamic Publishing

Although this field is optional, you need to include global components here to publish them.
The option to enable structured URLSs is checked and becomes uneditable because the DSS
needs this setting to be selected.

~Structured URL Settings
Enable Structured URL for Publishing Target

The Preview Providaemption is automatically set to Dynamic Site Server, and the preview path
points to DssPreview, a default preview provider that works automatically for XSLT sites.
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Preview Settings

Preview Provider: Dynamic Site Server «

Preview Virtual Directory Path: DssPreview

Note that you can still select and configure an external preview provider.

8.3 Configuring Repl ication

In CMS 8.0, the Publishing System contains aReplicationtab for configuring replication
settings.

To enable replication:

1. Open theAdministration pane and cliclPublishing System
2. Select a publishing target from the list, and then clickReplicationtab.
3. SelectEnable Replication for Publishing Target

To enable replication to all targets at once, selgthultaneous replication on all targets

Publishing Targets Publishing Profiles User Agents and Sites Device Manager

Manage Publis... JEEREETEe |  Delete Selected New Publish > Save | Cancel

| * Replication | Security |

¥ Enable Replication for Publishing Target
Simultaneous replication to all targets

Replicatonargets @

Figure41: Corfiguring replication in the Publishing System tab

InDesign Export
Mobile

To ald a new replication target, cligkdd a New Replication Target. A menu opens with a
list of protocols for replicating file§.o create a new replication target, select a replication type:

1 File Replication Target Copies files using standard Microsoft Windows functionality.

1 FTP Replication TargetCopies files using the File Transfer Protocol (FTP).

1 FTP/SSL Replication TargeCopies files via FI$SL (FTP using SSL encryption for
security). This is also refed to as FTPS.

1 Secure FTP Replication TargeCopies files via SFTP, a file transfer protocol that
employs the Secure Shell (SSH) protocol for security.

When you select a replication protocol, a new form opens inRbglicationtab.
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Info | * Replication | Security

Enable Replication for Publishing Target
Simultaneous replication to all targets

Replicatron Targets) +
T o0 = -
[Tl pisabled
Type: Fife Replication Target
Name *: |

Description:

m

Target Location *:

D Change-tracking with content comparison
(slower)

» Advanced Settings

-

Figure42: Configuring replication for a publishing target
To configure replication, fill out the appropriate fields for the replication type.

8.3.1 File Replication Target
To set up a standard file replication target, configure the following valuaseessary.

1 Name[Required]c The name of the replication target.

91 Description¢ An optional description of the replication target.

9 Target LocatiorjRequired]c A UNC path or a file path on a local drive.

1 Changetracking with content comparisorg Enables odisables content comparison.
By default, the replication system detects changes by comparing thenladified dates
of the source and the target. When change tracking is on, the system also compares
content and eliminates file transfer if the content h&ia O KMoyfrallg, Rivange
tracking should not be enabled, because it slows the replication process.

9 Disabledc Disables the replication target. This setting is useful for testing purposes,
because you can temporarily remove a target without deleting it.

To use impersonation settings, clislvanced Settingand configure the following options:

1 Connect to location with a different accourg Enables impersonation settings. You can
dzaS (KSasS aSitdAiay3aa G2 O2yySOdG G2 GKS ! b
NEBLX AOFGAYy3 FAESa G2 || RAFFSNBYyd aSNBSN
to the server.

~Impersonation Settings

Connect to location with a different account
Connecting User:  ddavidson

User Domain: ingeniux

Password: secscnene

Figure43: Enabling impersonation settings
To enable access to the target server, configure the following fields:

o Connecting Useg The user with access to the UNC path
0o User Domairg The domain name (e.gt A Y A Sy A dzE ¢ 0
0o Password;¢ KS dzZSNIR& LI da62NR 6SYONERLIIiSRO

/
D

LI 4 K
e 2 dzQ
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8.3.2 FTP Replication Target
To set up an FTP replication target, configure the following values, as necessary.

To configure advanced FTP options, dlidkanced Settingand select one or both of the
following options:

T

8.3.3 FTP/SSL Replication Target

The basic s¢ings for an FTP/SSL replication target are the same as those for an FTP replication
target. Thus, to configure basic settings for FTP/SSL replication, set the values described above
in FTP Replication Target

The advanced settings are a little different. To configure advanced FTP/SSL options, click
Advanced Settingand select the following options, as necessary:

1

T

8.3.4 Secure FTP Replication Target

The settings for a Secure FTP replication target are nearly idemtitade for an FTP
replication target (above), with these differences:

Name[Required]c The name of the replication target.

Description¢ An optional description of the replication taeg

FTP Server AddregRequired]c URL of the FTP server (for example,

ftp:/fitp.ingeniux.com ).

Port ¢ Holds a default value oft.

User Nameg User name for establishing the FTP session.

Password; Password for establishing the FTP session.

Root Pathg Server location to which files will be replicated. The root path begins at the
root of the FTP site and uses forward slashes as delimiters.

Disabledg Disables the replication target. This is useful for testing purposes, because
you can temporarily remova target without deleting it.

Passive Mode Enables a passive FTP connection. A passive connection can be used to
avoid issues with NAT devices dirdwalls,if the FTP server employs these

technologies.

Compressed Transfey Enables orthe-fly data stream compression. Data is then
decompressed on the FTP server. Turning on compressed transfer can speed up file
transfer in some cases. For examplame text and image files may be transferred
Y2NB ljdzAOltéd .dzi F2N) d2LJA FAfSazr ol ALJ
noticeably faster. Compressed transfer can cause a bottleneck, so use it with caution.

Implicit Mode on TLS/SS{ Enables implicit FTP negotiation of TLS/SSL and changes the
port to 990.

Passive Mode& Enables a passive FTP connection. A passive connection can be used to
avoid issues with a NAT device or a firewall, if the FTP server employs these
technologies.

Conmpressed Transfeg Enables orihe-fly data stream compression. Data is then
decompressed on the FTP server. Turning on compressed transfer can speed up file
transfer in some cases. For example, some text and image files may be transferred
more quickly. BuF 2 NJ ®21LJ3 FTAf Saz of ALJ FAfSasz | yR
noticeably faster. Compressed transfer can cause a bottleneck, so use it with caution.

'.F

f

Af Sas

I NB S
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1 The server to be configured is an SFTP server.
1 The default port i22.
1 There is only one advanced optidbompressed Transfer

With these differences in mind, you can configure a SeEii replication target using the
instructions above foFTP Replication Target

8.3.5 Advanced Settings
To configure advanced replication settings, openAldvanced Settings form.

Info | * Replication I Security

Enable Replication for Publishing Target
Simultaneous replication on all targets

Replication largets: +
Target Location *: 2

D Change-tracking with content
comparison (slower)

» Advanced Settings

~Impersonation Settings

[7] connect to location with a different account ‘ T

-~ Exempt Locations

- Additional Locations

m

~ Custom Commands
D Use Custom Commands ‘

Figure44: Configuring advanced replication settings

A few advanced settings are available only for specific replication types, and are described in
previous sections. The following advanced settingsaagglable for all replication types:

1 Exempt Location¢ Folders that are excluded from replication to the deployment
location. You can use this collection of settings to exclude files by folder and by file
extension.

To add an exemption, clidkdd a NewExempt Locatior*, and then configure the
settings described below.

~Exempt Locations

* /documents/ —

Exempt Location =: |."documentss' -

D Exempt all files in this location.

Exempt Search
Patterns (e.g. *.tmp, p*.pdf*.doc
delimite with |):

Exemption covers descendant directories.

Figure45: Exempt locations
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o Exempt LocatiorjRequired]c The folder to be excluded from replication. Select
a folder from the menu.

o Exempt all fies in thislocation ¢ Excludes from replication all files in the
exempt location. If you clear this setting, you can use two more fields to filter
exemptions.

A Exempt Search PatternsExcludes files containing a given string
pattern or patterns. By entering wildcards and file extensions, you can
exclude certain file types. For example, enteringnv would exclude
from replication all Windows Media Video files in the exempt location.
Use a pipe | to separate values. You can also exclude partial matches.
For instancep*pdf SEQOf dzZRS& It f t5C FTAES& &l NIAY

A Exemption covers descendant directoriesApplies the excluded
pattern to subfolders of the exempt location.

9 Additional Locationg; Folders to be replicated from outside the pub target folder.
These are folders from outside the standard CMS directory structure that need to be
piggybacked on the replication. For instance, if a site stores media files outside the
standard media folder, it might be useful to include an external media folder here.

- Additional Locations \

~ /media/media/ )

Source Location = c\media

Target Location =: |Imed|ar -

+

To replicate an additional location, complete the following fields:

0 Source LocatiofRequired]c A hard drive path or UNC path. This location must
exist before you enteit here. The CMS will not create it automatically.

0 Target LocatioiRequired]c The folder into which the additional files will be
replicated. Choose a target location from the menu. The CMS will replicate the
source location into the target location. il also exclude from replication the
folder corresponding to the target location in the pub target. In other words, if
the source location is: \ media and the target location ignedia/ , the CMS
R2 Say Qi mdidftah théduliit&get, but it does m@icatec: \ media into
a new target location callededia . No file merging occurs in the process.

1 Cleanup ExclusionsFiles or folders not to be removed during a full publish. During a
full publish, all content is deleted from the replication target befpublished content
is replicated. Items listed as cleanup exclusions are excluded from deletion. Normally,
these excluded items are not contained in the pub target folder, since that content will
0S 20SNBNRGGSY o6& NBLIX A GdnipiCdymofiyesciided ¥ A|G Q& SE
files are Web.config and favicon.ico.

To add an exclusion, click Plus (+).
~ Cleanup Exclusions
Enter files or folders that will not be removed in a Clean

Replication (Full Publish). Please only use relative paths
starting with "/". End folder paths with a "/".

+

The Location to Exclude field opens.

90
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v‘_"‘

Location to Exclude®: |
Exclude all files in this
location from cleaning up.

+

Files to be excluded begin with a forward slaghvion.ico ), and folders to be
excluded begin and end withfarward slash/oider/ ). Enter an excluded location
and, for a folder, select or cle&xclude all filsin this location from cleaning uplf you
clearExcludd t f ,Bdditiofal Séttings become available.

- [ = /folder/ =

Location to Exclude™: [folder

D Exclude all files in this
location from cleaning up.

Exclude files Search
Patterns (e.g. =.tmp,
delimite with |):

Exclusion covers
descendant directories.

+

o Exlude filesSearch Patterng Search pderns to be excluded. Items that fit
the search patterns (delimited with a |) will be excluded from cleanup, meaning
GKIFIG GKSe ¢2yQl 6S RStESGSRd , 2dz OFy [dzaS 64 A
examplex** SEOf dzRS& yé FAE{S adGFINIAy3 sA0K | &)
o0 Exclsion covers descendant directoriesExcludes all folders under the
excluded folder. If this setting is cleared, descendant folders will be deleted.

Any folder that has excluded items under it is automatically excluded from deletion too.
Conversely, angft RSNJ 0K 4 R2SayQi KI @S SEOf dzZRSR| A(iSYa
under a folder that excludes all descendants, will be removed during cleanup.

1 Custom Commands Custom commands invoked before and after replication. Custom
commands make it possible to customize the replication process. For example, a
custom command could be used to send out an email pertaining to the replication
process. In most cases, a custoammand points t@ batch file but any file type
executable undewindows shel(for example,exe ) can be used. Enabling this setting
opens additional configuration options.

~Custom Commands

Use Custom Commands
Custom command to execute before replication:

Timeout (in seconds): 10

Custom command to execute after replication:

Timeout (in seconds): 10

o Custom command to execute before/after replicationFile path to the

customcommand.
o Timeout¢ Time to wait (in seconds) before the command times out. Some
NELX AOFGA2Y GlFrala GFr1S I gKAtS® LT GKSNBQa
period, the command process terminates.
91
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8.3.6 Performing a Replication

With replication enableddr a publishing target, a replication job happens automatically as part
of a publish. But there may be times when you want to replicate files without publishing any
content.

CMS 8.0 Administrator Guide

To perform a manual replication on a publishing target:

1 ClickNew Publish selectReplicate Onlyand select a replication typ&tandardor
Clean

=l

New Publik

Incremental Publish
Full Publish

Standard “ Replicate Only

Clean

Manual replication options are only available in this menu, and only for administratiscs.
GKS@QNBE 2yfe F@FIAflFIofS 6KSYy GKSNB Aadaha®2y iSyid Ay
been published at least once.

The two replication types work as follows:

9 Standardc Only replicates files that have changed since the last replication. This
NELX AOFGAZ2Y (el R2SayQi NBY2@0S FAfSaod [¢Kdzaxz
beendeleted from the replication source will not be deleted from the replication
target.

9 Cleang Deletes everything from the target folder before starting replication. This
essentially wipes out all metadata from the replication system. A clean replication is
useful if, for example, IIS resets in the middle of replication and data is corrupted. By
performing a clean replication, you ensure the integrity of all replicated files.

8.4 Security for Publishing Targets

At Publishing Targets Security, you can configur security settings on a grotg/-group basis
for a given publishing target.

92
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e

m

Publishing Targets Publishing Profiles User Agents and Sites Device Manager
Ma nage Pu bl ish o New Publishing Target Delete Selected | save |

MName [ Info | Replication Il Security |

InDesign Export Souptime i Available Groups ¥

Mobile 360
AcciDistro —| | Drag items to left to grant group access
Administrators | | to publishing target. Drag items from left
Anonymaous to deny group access.
Authors
| [Fte] [Clea] |
blogxiteUsers__all
blogriteUsers_admin No Items Found
blogxiteUsers_editor
blogxiteUsers_user
careers
Cartella.Team
CMS.Team
Code Red
Collections
ContactManagers
Content Author T

< ’m » < 1 r

4| [l P

Figure46: The Security tab in the Publishing System Manager

The centelSecuritypane shows the groups that have the ability to publish to the selected
publishing target. Thévailable Groupgane on the right lists groups that have not been
enabled to publish to the selected target. To enable a given group to publish to the selected
target, drag it from theAvailable Groupgane to the main security pando deny a group
access to the selected publishing target, drag the group from the Security pane back to the

Available Groupgane.

You can use the search field and thiter and Clearbuttons to find available groups.

8.5 Propagate Publishes Feature
If two or more publishing targets are configureagdrop-down menuappearsat the top of the

Sitepane.

I &) Site

I -- All Publishing Targets-- ;]

||Z) EDU Demo Site

[+ EDU Demo Site Folder
[=+-[% Home

|2 Academics
+-[%) Admission

[ About Central

- Calendar

| Audience Pages

. Functional Pages
[+ | Internal Components
+— | Recycle Folder

Figure47: The Site pane dropown menu

By default, the menu showall Publishing TargetBut if you select a single publishing target
from the menu, the publish icon (an orange arrow on a blue sphere) will indicate the root page
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of the publishing target. Also, the site tree will display in bold all pages marked for publish to
the selected taget.

For example, in the image below, Home is the root page of the publishing target Test Target,
and only the Academics page is marked for publish to Test Target.

I 9 Site ITest Target ;I .
||=~: ) EDU Demo Site
[-H ] EDU Demo Site Folder

[l]-gﬂ-l_ome

[& Campus Life
=] News
=] About Central

- Calendar

— Audience Pages
: Functional Pages
= Internal Components
- ﬁcycle Folder

If a page is marked for publish to multiple targets but not checked in to all of theewa
commandPropagate publishes to latest versigrwill appear on the context menu when you
right-click the page in the site tree.

|_|New »
=Rename
2/Refresh

24 Cut

L Copy

[ yPaste

i Delete

\2/Remove from Workflow

Ci)Assign To... »
L Advance

7= Show History

| =/Send Mail

<#|Check Out »
< |Check In 4

$23Undo Check Out »
2 Rollback

& Mark/Unmark for Publish >
[&Preview

<JPublish »
7| Page Properties

Selecting this command will give you the option to send the page or the page and its children to
additional publishing priiles or publishing targets.
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Choose publishing profile for pages. This will affect which publishing targets pick up the latest version of pages during publish.

Basic %
Publishing Profiles -
test (0)
Production (1)
-- Custom picks of Publishing Targets --

OKI Cancell

4
<

Figure48: ThePropagatepages for publishes dialog

You can select a publishing profile and dli¢ito check in the page toward a publishing profile.
The number to the right of each profile name icalies the number of publishing targets toward
which the page is not yet checked in. In the image above, there is one publishing target in
Production toward which the page is not checked in. You can also select publishing targets
directly by choosing@€ustompicks of Publishing Targets

If a page is checked in toward all the targets for which it is marked for publish, the propagate
command will not appear on the context menu.
8.6 Publishing Profiles Tab

At the Publishing Profilesab, you can configure a publisig profile that will automatically
publish to multiple targets. You can also determine which user groups will have access to this
profile.

8.6.1 Creating a Publishing Profile

To configure a new publishing profile, goRablishing Profiles Info and enter a name for the
new profile.
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S
Publishing Targets Publishing Profiles User Agents and Sites Device Manager Tl

M anage P u b I i s h i ng P rofi I s Mew Publishing Profile Delete Selected Save Cancel

Info | Security |

Name *

Publishing Targets * Add

m

4| 11 P

Figure49: The Info subtab in the Publishing Profiles tab
Then add Publishing Targets using tAdd button, which will open a dialog where you can
aSt SOG G N#ES b azh ( g BilighikigRaBoetS
8.6.2 Security for Publishing Profiles

ThePublishing Profiles> Securitytab is nearly idencal to thePublishing Targets > Securiigb
(see above). To add groups to, and remove groups from, the selected publishing profile, drag
the graups between theSecuritypane and theAvailable Groupgane.

2 KSy @2dzOQNB T A Y Andokri Beculitgtabd, slicdSaido yade youKnBw
publishing profile.
8.7 User Agents and Sites Tab

TheCMSsupports MultiFormat Output, which lets you custorei your site for different
clientst including mobile. Each instance of MFO requires a new user agent and site
configuration. At thdJser Agents and Sitgab, you can configure these values.
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%29 Publishing System <=
Publishing Targets Publishing Profiles User Agents and Sites Device Manager
UsersAgenis: +
» aspx 00 =
» php 00 -
» pdf 00 E
Slizg +
* rssFeed 00 =
» printStyle 00 -
v flashData ° o =)
» site2 0 O =
» mabile 00 =
< | 1 | »

Figure50: The User Agents and Sitéab

8.7.1 Multi-Format Outp ut

Multi-Format Output (MFO) is a feature that extends the static publishing capabilities of the
CMS Abasicstatic publishonly rendersHTML files; MFO allows content to be published with
Fye FAaAfS SpSyhpdiipgena)SoId a

Since MFO is an extension of the static publishing feaitirenders (meaning the X8&lLapplied
to the XML all content at publish. éhdered pages need no further processing before being
deployed to a web seer. AnMFGcompatible XStemplate can apply servespecific markup

to content managed in theCMS

MFO publishing is also compatible with the use of structured URLSs in links, navigations, and
XHTML content, provided that the structured URLs function without usindp®&erver
software.MFO requires a dedicated CMS publishing target.

Configuring MFO is a thrgeart process:

1. The XSktylesheets for a site must be configured to transform CMS content into valid
markup for the targeted server technology.

2. TheCMSsite must be configured to suppt each desired file type.
3. A publishing taget must be configured fahe desired file type.

The sections belowover the second and third steps. The first step igeced in developer
documentation

8.7.2 Configuring User Agents and Sites

Each instancef MFO requires a newser agentand site configuration. This configuratiarll
associate a particular file extensi with a publishing targetollow these steps to create a new
user agentand site configuration
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1. From theCMS Clientgo toAdministration > Publishing Systers User Agents and
Sites

2./ fA+O108 | RR dent,ySg dza SNJ |
3. Create a User Agent by entering the following values:

Namec Provides a friendly name to associate with the specific user agent. ForRduftiat
Output, this value should atch the file extension to be used.

Search String Defines a search string value for content associated with a particular
publishing target. For MuHrormat Output, this value should match the file extension to be
used.

Content Type;, Defines the outputype of the files created on publish. For MtHbrmat
Output, the value should bext/htmi

Here is a sampldser Agent for the ASP file format

» wap ° o = ;]
v ASP 00 &=
Name: |asP Search String: |asp
Content Type: Itex!/hlml
|

4. The newuser gjent will be saved automatically whgou navigate away. To delete a
userd Sy Gz ®f A0 «a

5./ f A1 08 | RR FAlloutth&NameSearch StringandSite Grouields.

o

Sies)

-

v rssFeed o O =

Name: |rssFeed Search String: [rssFeed

Site Group: |

» printStyle Q0 - =~

6. The new site will be saved automatically when you navigate away. To deletefrasite
the Sites liE  O& 01 «a
7. Go to thePublishing Targettab and clickNew Publishing Targetin the Transform

Options sectioncheckTransformpages on erver during publishand select values for
User AgenaindSited 2 KSy &2 dzQNFaveFAYyAaKSRXZ Of A 0]

8.8 Device Manager

CMS 8.0 features a new Device Manager for configuring mobilégoveUsing the Device
Manager, you can create device bundles that group mobile devices by manufacturer and screef
size. Users can then preview mobile displays by selecting device bundles from a menu.

To turn on mobile preview, open tHeublishing System &hager click theDevice Managertab,
and select the check box label&thable Mobile Devices Emulation
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When mobile preview is enabled, users can acces®thecemenu in thePage Viewtab and
the Previewwindow.

A generic device is configured tgfault.

Publishing Targets Publishing Profiles User Agents and Sites Device Manager

¥ Enable Mobile Devices Emulation

* Generic Mobile Device

Screen Width: |240 Screen Height: J320

Figure51: A generic mobile device

To change display dimensions for the Generic Maobile Device, enter values for the screen width
and height and click th8avebutton that appears. The default dimensions are 240 x 320.

If you want to create a deviespecific preview, you can group multiple devices into a bundle
and designate a representative device for the bundle. The user agent of the representative
device is then used to generate preview for all the bundled devices.

Thefirst device you add to the bundle automatically becomes the representative device, but
you can change the representative device at any time. The manufacturer and screen resolution
of the representative device filter other devices to be added to the group

To add a new device bundle, clislld New Device Bundli+ below the list of devices.

Publishing Targets Publishing Profiles User Agents and Sites Device Manager

¥ Enable Mobile Devices Emulation

* Generic Mobile Device

Screen Width: |240 Screen Height: J320
- HTC -
Name: JHTC Add Devm'
~HTC - 7 Mozart {Windows Phone 7.0) - Windows Phone
Screen Resolution: 480x800 W =
User Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows Phone 0S 7.0;

Trident/3.1; IEMaobile/7.0; HTC; 7 Mozart; Orange)

~HTC - 7 Pro (Windows Phone 7.0) - Wind Phone
Screen Resolution: 480x800 -
User Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows Phone OS 7.0; Trident/3.1;
IEMobile/7.0; HTC; T7575)

Figure52: Adding a new device bundle

A new device form opens.

-

Nome:
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Enter a name for the device in the name field. Then @it Devicesandselect a device (or
multiple devices) from th&elect Mobile Devicedialog. To filter results, type a device name in
the Search field and cli&earch

X o
Search: Q,
Name Size Platform IsTablet’
HTC - 7 Mozart (Windows Phone 7.0) 430x800 Windaws i
Phaone |?|
HTC - 7 Pro (Windows Phone 9.0) 480xB00 Windaws TN
Phone
HTC - 7 Surround (Windows Fhone 7.0) 480x800 Windaws
Phaone
HTC - 7 Surround (Windows Fhone 9.0) 480x800 Windaws
Phone
A Windows
HTC - 7Trophy (Windows Phone 7.0) 480x800 Phane
. Windows
HTC - 7Trophy (Windows Phone 9.0) 480x800 Phane
HTC - Ace (7.8) 430x800
HTC - Ace (7.9) 480x800
HTC - Ace (Android 1) 480x800 Android )
UTA A PAodenid 1A Aonnonn o
< 111 | »
A

Figure53: Searching for mobile devices

To add the selected device(s), cl@dect To add additional devices, cliskdd Deviceand
repeat the process above.

The green check mark indicates the representative device.

v HTC 7 -
Name: HTCY
~HTC - 7 Surround (Windows Phone 7.0) - Windows Phone
Screen Resolution: 480%800 W —
User Agent: Maozilla/4.0 (compatible; MSIE 7.0; Windows Phone OS 7.0;

Trident/3.1; IEMobile/7.0; HTC; T&788)

~HTC - 7 Pro (Windows Phone 7.0) - Windows Phone
Screen Resolution: 480x800 - ‘

User Agent: Maozilla/4.0 (compatible; MSIE 7.0; Windows Phone OS 7.0;
Trident/3.1; IEMobile/7.0; HTC; T7575)

Save || Cancel

To change the representative device, point the cursor at the device that you want to make
representative. When the check mark appears, click it.

2 KSYy @2dzQNBE FAYAAKSR | B&aTEmevsZdeviSar aniedirel 0

device bundle, @k the appropriateRemoveor Deletebutton =.

8.9 Configuring Mobile Preview

Without Mobile Devices Emulation enabled, users seékser Agenimenu in thePage Viewab
and thePreviewwindow.

Site: <Default- + (Useragent: aspx hd Showallpages

When mobile devices are enabled and configured in the Device §fmnasers have access to a
Device menu instead of the User Agent menu.

dzy Rf S
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Although theUser Agenimenu is no longer available, you can simulate a user agent by entering
a query string in the Query Strings field in preview mode.
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In the Devicemenu, you ca select a mobile device to preview. The device options are drawn

from the mobile devices configured in the Device Manager. For example, if you configure device

odzy Rt Sa OFftf SR daAtK2yS¢ FyR al ¢/ T¢I @&2dzNJ dza SNA
Device: <No Device| ¥ [] show all pages

<MNo Device Simulation=
Generic Mobile Device

¢ KS 2 LJINd\Deyica Simulatios> | @eReridMobile Devieke ¢ Aff 06S I @ At ot S
when mobile device preview is enabled. If no device simulation is selected, a standard desktop
preview is displayed.

2 Ingeniux CMS

Welcome David Huntsperger | Sign Out | Language ~ | Help v | 5 ®-0-
@ Dashooard [ New - Save | B checkout B Rename $MAssignTo~ B Advance inWorkiow ~ | I S
&9 site
[£9 Ingeniux CMS
[-H-fEDU Demo Site

i | @ Refresh & Preview =% Publish Site |

9 Manage Publishing System %

| 5 EditForm | [&|Page View

“% Categorize | (®) History

= Edit Site: <Default> v Device: <No Device v Msnawallpages

[ Home
rf - Academics CENTRAL
?_t: ——— UNIVERSITY
+ News
+- | Calendar ACADEMICS |  ADMISSIONS | NEWS |
+ . Functional Pages
. Audience Pages ABOUT,
~ Mobile Experience Contact Us
+-  Mobile Site Tree o
| Mobile Menu E=ane
_+ Mobile Site Control
[+ | Internal Components
[+ |Recycle Folder

Print this Page

Send to a Friend
FontSize A A o
© sHARe EEE., ~ /‘ B\ \
".' \F\
it

Home > Abou

About Central University

Central University is a leading liberal arts college in the Pacific

y| Assignments Northwest. Lorem ipsum dolor sit amet, consectetur adipisicing
elit, sed do eiusmod tempor incididunt ut labore et dolore

= Apps magna aliqua. Ut enim ad minim veniam, quis nostrud

| Search exercitation ullamco laboris nisi ut aliquip ex ea commodo -
inman st Dy sk this i pansalARd SEL IS Al il

@ Administration <

11 ] ] »

Four display types are available in Page View and Rvevigdes: iPhone, iPad, generic phone,

and generic tablet. For example, the following image shows an iPbpti@ized display in an
iPhone skin.
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W Ingeniux CMS
@ Dashboard IR New ~

&9 site

& Check

429 Manage Publishing System

= Edit Form

49 Ingeniux CMS
EHEPEDU Demo Site

[+ Home

5 Edt

|| Academics

|| Admissions.

- News

- Calendar

Functional Pages

Audience Pages

Mobile Experience

|- Mobile Site Tree
|- Mobile Menu
<+ Mobile Site Control

[+ Internal Components

[+H | Recycle Folder

[E

0 F OF

Assignments

Apps

Search

aal A1 5

- Administration

You can also simulate device rotation in preview mode. To change the orientation of the mobile

display, clickhe Rotatebutton.

% Ingeniux CMS
@ Dashboard IR New ~

&9 site

Site: <Default> +  Device: iPhone

3G

Central University

Contact Us

Lorem Ipsum Dolor

e | & checkout B Rename

24 Manage Publishing System

Full Site

g o ®-9-

B Refresh = Preview = Publish Site |

-4 Ingeniux CMS
E+%eDU Demo site

[+ [ Home

= Edit

.| Academics

| Admissions.

- News

- Calendar

Functional Pages

Audience Pages

Mobile Experience

&= Mobile Site Tree
| Mobile Menu
<+ Mobile Site Control

[+ Internal Components

[+H | Recycle Folder

[

{00 0 '

Assignments

Apps

Search

aal ol i 23

- Administration

Site: <Default-  ~  Device: iPhone

About Central University

Contact Us

Lorem Ipsum Dolor

The images above show displays from Bage Viewab. The preview options are the same in

Preview mode.
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| Show all pages

\

Device: iPhone - D Form: [ |
\
\

Cookies:

| | Update |

Options: Force HTML Transform Server
Variables:

3G

About Central University

Contact Us

Lorem Ipsum Doler

Note the Query Strings field, where you can enter a user agent string with mobile device
preview enabled.

8.10 Structured URLs

TheCMSstores all XML content infat file structure (i.e.a single directory Site hierarchy is
maintained virtually within the CMS. Since the site hierarchy is virtuaCaf8content is not

nested in physical subdirectori@sthin the file system, thavebd A 1 SQ& ' w[ a y2NX| f f & dz
following format:

http://domain/xid
For example:

http://support.ingeniux.com/x441.xmi
¢tKSaS RSTFldA G ! w[a R2y Qi LINE dicRkShedirBiafsitg (A O LI IS y|
& ( NHzO (i ddnfiBed in khe sitex@e of thEMSsite.
Togive site visitors a more uséiiendly browsing experience, the CMS provides a structured

URL feature. This featugenerates semanticURLdor all pages in the site tre@nd for allsite
navigations and linklements.

8.10.1 Structured URLS Overview

The $ructured URL feature mapequeted URL pathto specificCMSxIDs. Whenstructured
URLs arenabled, theCMSsite creates the URmapping during a @il publish and stores the
information inan XML file

Becausetsuctured URLs are configured for individual publishing targets and not for the CMS as
a whole,there is a file namedite/xml/UriMap_#.xml for each publishing targdtvith #
representingthe unique identifying number of each publishing targ&achuriMap_#.xml  file

mirrors the structure of a subset of the site tree starting at a specilBd y 2 NXY I f t @8 (KS &aAidS
home page)

At the time of pulikh, a giveruriMap_#.xml file isupdated with any changes and then copied
to a publishingargetin the xml/pub/[targetname] Isettings/ folder and renamed
urlmap.xml . (OnDSSsites configured for structured URLS, this file n@ana@map.xml T will
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always be the sameTheDSServerusesthe urimap.xml  file to process incoming requests and
to identify thexIDthat is mapped to thdriendly URL path.

Note that there are length limitations on structured URLS:

1 URLs cannot be over 259 characters long. This length includes the virtual directory path
(starting with the slash) and the extension (starting with the dot).
Exensions vary in character length (exgal |, .html ).
The virtual directory begins with the base URL of the publishing target. If a base URL is
not set, it will by default be computed at 50 characters.
9 If a URL exceeds 259 characters, it will be truncated and end xidthml (whereid is

a number), indicating that the URL has reached maximum length.

Renamed URLs

EachuriMap _#.xml file holds thesettings forstructured URLB its root<Site> node as ae&t of
attributes. Eachurivap _#.xml file also contais a history of all the URd previoushassociated
with a given xID.

T
1

If two different xIDs are both mappédd the same structured URbhoth structured URLw/ill be
renamedwith their xIDs appended

/ str ucturedURLpath - xID

The page with the smaller xID will redirect to the shared structured URL. In other words, the
olderpdS agAyadé CshhplsEriptieldiv, 857 will dirécitdthe canonical

page.
<Page ID="x117" Path="/news/kelly -russell - wins - big - x117">
<Renamed Path="/news/kelly - russell - wins - big" Canonical="true" />
</Page>
<Page ID="x167" Path="/news/kelly - russell - wins - big - xX167" />

All former URL®r a giverpage aremarked ascRenamed>and redirected to thecanonicalURL.
(In theexample above, the renamed URIthe canonical URL

Reassigning a Structured URL

Each xID added @murivap_# file is contained ira <Page> element ThesePage> elements are
neverautomatically removed. But if you manually delete a page, and then you assti@ate
LI 385048 &iGNHzOGdzNBR ' w[ 6AGK | ySé Ethe5s GKS VI LILAY:
structuredURLwill be removed. In this way, the structured Udlsociated witltone xID may be
taken over by another xID

For exampleconsiderthe following scenarip

1. Youcreate daJ- 3S y I YSR &5 S lidp Mielyf § ditéihieraichy. ThispSge
has thefollowingxID: x24 .

2. You publiskx24, and itsstructuredURL igDepartmen ts .htm .

3. Then you move24 under anottertopf S@St LI IS yIYSR 4! OF RS[yaA0azé

again perform a publish.

Nowx24's structuredURL igAcademics / Departments .htm .

5. Then you delete24.

»
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6. You create ad publish anew top-level page calledDepartments; this new page has
the following xIDx30 .

7. ThestructuredURL fox30 is now/Departments.htm , and the<Renamed> element
under the<Page> node forx24 (the element that used to contain the value
"/Departments ") isremoved.

Structured URLSs in Action
Thefigure belowshows a simple site tre@s seen in the CMSlient.

E||:] Home
|2 Products
|:| Solutions
b 2 Industry
-|2f| Customer List
-|2f Case Studies
...... |79 Testimonials

Sample Site Tree

After structured URLs are configuredsexies of nappings will be created for the honpage
and the pages below it using tipage names and site structuréhe followingURLswill point to
the Customer List page:

http://www.  ingeniux.com/Customers/Customer - List.htm
http://www.  ingeniux.com/Customers/customer - List.html
http://www.  ingeniux.com/Customers/Customer - List.xml

By defaultadash (-) is inserted for spces in thgpage Spaces can also be replaced with an
underscoreor strings can beoncatenated (i.espace areremovedand not replaced by
separatos). TheCMSwill create similar mappings fall the pagesunderneah the Home page

By default, structured URWsII not be created for components dor pages that are not
children of the Home page-owever, astom mappings can be created for pages that ot
descendant®f the Home pagé¢seeCustomURLE

The next figurgrovides an example of hovirsictured URLs change navigatidiovering over
the Customer List link displays the URL for this link in theboleft corner of the browser

http://www.ingeniux.c om/Customer s/Customer_List.xml

It contains a domain namevwgw.ingeniux.com ), the path beneath the domain name
(/customers ), and the specific filec(istomer _List .xml ).
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5 Ingeniux: Transforming Web Content Management - Mozilla Firefox

Fle Edt View Go Bookmarks Tooks Help
@ - E:} - é,j [(x] @ [ T3 petp:fjnums ingeniux.comjcustomers.xml v @ s [ICL |
|} Customize Links || Free Hotmail || Windows Marketplace | | Windows Media | | Windowms
Transforming Web Content Management Contact | site Map searce ¥
Products  Solutions Mews & Events Support Partners Company
Customers Hame
Customer List Customers
Case Studies
Testimanials Ingeniux is dedicatsd ta custamer success. By providing best in class content managsment
software, s proven methodalogy for structuring and managing XML dacumnents, and
unparalleled customer service, Ingeniux provides a complete salution for making content &
strategic advantsg
he aerivx corts  CUStOMEr List Enterprises, such as the
US Navy and Depa i Filmn, by broadeast
arganizations such as Fis atons, by non-prafit and frade associations such as
the American College & Executives, and by leading financial services firms and
credit unions, includ Employees Credit Union and Washington State Employees
Credit Union.
GETTING STARTED redittnion
Ingeniux is ¢ ader in higher education content management, serving a wide range
CALL 1-677-445-8228 of instituti liberal arts colleges like Bates and Swarthmare to large public
K 5 universij Central Missouri State University and the University of Wirginia to
E-MAIL info@Ingeniux.com Schoals like UCLA Anderson Schocl of Management and Wake Farest Schoal of
ATTEND Online Demo
DOWNLOAD Evaluation Kit stomer Links StrUCtU red URL
VIEW Product Owerview tustomer List -
Eniux CMS for web content
v
hktp:jvw ingeniuz. com/CustomersjCistomer_List sl

Figure54: Structured URL, as they appear in a browser
If gructured URLs were not enabledhet URImMight be

http://www.ingeniux.com/x435.xml

8.10.2 Custom URLs

Additional custom entries can lmnfiguredfor URLSs that are not descendants of the home
page. Moreover, custom URLSs can be temporarily assigned to pages and later refrfosed.
feature can be particularly useful for marketing gmmdmotionalcampaigns, during which it
might make sense to shortear modify a URL.

AcustomURL can be set as a page's canonatatén) URL If a custom URL is set to canonical
status, this URL value will appéarinks, naigatiors, references, and so fortHfa customURL
is notcanonicalthen it will createaredirect to the canonical URL

Custom URLs and MFO

I LI 3SQa OdzaG2Y | w[-Fofnatyut@uSMFO) withoGt BharBifigpliesa dzf
of the pages designated for a given publishing target. Using this feature, you can configure a
few pages for MFO (g, as ASP.NET or PHP files) while the rest of the site still publishes XML.

This functionality differs from that of MFO configured per publishing target. When MFO is
configured for an entire publishing target, all published pages will be rendered mothe
standard format For the custorMFOfeature to work, aDS&erve has to be implemented,
and each MFO page htascontain a file extensio(e.g, .aspx , .php ).

8.10.3 Additional Notes
Once gructured URLsave been implemented, a site should function asfet

1 Navigation elementspiernal link elementsandXHTML links/anchors generate
structured URE seamlessly in published content.

>3
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1 Anchor tags use a structured URL vafdenflyName.ext#anchor ) only in published
content.

9 Link and document componenssipport sructured URLsbut the $ructured UREmust
be manually entered and maintained

T ! LI 3ASQa& K7 Gm ) silworks Snd Wikredirect to the current canonical
URL ithe canonical setting is configured.

9 StructuredURIs are only generatefbr pagesnot for components. You can choose to
AyOf dzZRS F2ft RSNIJ ylYSa Ay 'w[aX (K2daAK o0& RSTI dz

1 ThePublishAsfeature continuesto be backwards compatible, but after you have
implemented structured URLS, you should avoid usirgistuAs.

1 WindowsDSServersallow nonCMScontent (third-party XMLfiles, static HTML or
HTM files, etc.) to be served with tiESSServer.

CMScontent is only supported in the physical folder r@obt in physical subfolders).

Structured URLSs are ngeneratedin Preview. SpecificalliPrreview continues to use
xIDs in navigation link elements, andXHTML content.

f Ifa gructured URLis used in a link/dcument componeti Q& ! w][ this Bkwvill ¥ A S|t RZ
no longer work irPreview.

1 EnteringTFRM4 in Preview will not displaytsuctured URL values.

8.10.4 Best Practices

Before implementingtsuctured URLsyou should consider the following best practicéss of
CMS 7.0, new implementations of tMSwill have structured URLs enabled by default.)
New Sites

1 Avad link/document components and usgMSink elements when possihle

T YSSLI It f-0i&Qsy (ieds(eSySdgviér, section, detail) ashildrenof the
home page.

1 Components/ages not under the home pagéDdo not automatically generate
structuredURLsFor example, a navigation that iterates a foldécomponents will not
generate sructured URL values fdnosecomponens.

Existing Sites
1 Existing sitesequire the same structural considerations as new sites

9 Sites upgrading from CMS 6 and belaguire ASP.NET wildcard mapping, a
[site ]\Bin folder, and gsite] \Web.config file.

91 Full gructured URL coverage may be difficult without site modification ifdite
structure does not lendself to the featire. It may be necessary to reorganize #ie
tree.

Choosing Settings

TheAdministration pane of the CME&lient provides ainterface for configuringtructured
URLs. The following values can be configured
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Home Page, Used to determine thdasepoint in the site treavhere structured URL
begin.Pages that are not beneath thisD do not automatically reeive a structured
URL mapping. The location of this base poirgacts siterees that contain multiple
websites within one tree.

404 Error Handling PageSoecifies an internal page or the deftaCMSéFile not

Found error page if no page is enteretl.a specifixiD page is specified, the page
mustbe published and available on tRESSite. This page does not need to be beneath
the Home PagelD .

URL Fil&Extensiong Specifies what extensiahe gructured URL will usettm , .html
or xml . Although a page can be reached using any of the three extensions, the
extension specified will be the one visible in navigations, etc.

URL Word Separatar Selects either the underscore (, the dash ¢) or
concatenation (removal of spaces) to replace $paces contained in a file namkhe
default is the dash.

Site Base URt.Used primarily for writingKSLT styleshe®tA developer can choose to
use the value of this field dke base tagvalue. The value must be a full URL starting
with http://  Or https:/

Publish lower case URKdf checked, specifies thall links published isite pages will
display in lower case.

Redirect all requests to canonical URL automaticallly checked, automatically uses a
301 redirect to send users thie canonical URL of a given page if the page is requested
with a different URL.

Include folder names in URIcdf checked, allows the tree structure of the site,

including folder names, tbe reflected in the URLs generated.

Normalize URL Separatocdf checked, prevents separators from being repeated in
structured URLg~or example, in an environment wheaalash$ enabled as a word
ASLI NI G2NE (KS -[IR TS ¢ yobbf dizpl&pdiadzReSsyudtured URL

a{ GdzRSWYHISPe wl §KSNE GKS SEGNI [aABSAEE 62 dzf R

8.10.5 Installation and Configuration

Configuringand implemening structured URLSs requires administratt@vel access to thEMS
client and filelevel access to the site stykheets.Ingeniux recommends implementing
structured URLSs in a test environmerggpeciallywhen changingtylesheets)prior to
implementing any changes in a production environment.

8.10.6 Step 1: Pre -Configuration Steps

1.

2
3.
4

Identify and reord thexiD of the home @age.

Create aiFile Not Founélpage and record theiD of this paggoptional).
Determine what file extension to use with links and navigation elements
DetSNIXAYS ¢ KSiKSMbets keQuireasapSduiibuied & S
(@StricturedURL) fortsuctured URLSs.
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5. Identify the mainstylesheet used by the site.

8.10.7 Step 2: Configuring the CMSServer
1. Launch the CMS8lient.

2. Go toAdministration > Publishing Systerr Publishing Targetand select the

publishing target to be configured.

3. CheckiEnable 8uctured URLfor Publishing TargetTheStructured URL Settinggeld

will expand. Configure the values described above.

~Structured URL Settings
¥ Enable Structured URL for Publishing Target

Home Page * [EDU Demo Site Folder (x2) -
404 Error Handling Page | -
URL File Extension (without

dot) |xm|

URL Word Separator | Dash(-) j

Site Base URL |

I publish lower case URLs

¥ Redirect all requests to canonical URL automatically
I Include folder names in URLs

I” Normalize URL Separators

Figure55: Structured URL settings
8.10.8 Step 3: Configuring the DSSServer

Note: The DSSSetup Wizard prades the option taconfigure theDSSite to support structured
URLsIf you do s@you canuse the section belw to confirm the configurationOtherwise, this

section can be used wonfigure theDSSite manually

1. LaunchlSManagerandnavigate to the location of thBSSite.

2. Rightclickthe site (whether it is an IS website artual directory);selectProperties

3. Select theHome Directorytab (for IIS wbsites) or theVirtual Directorytab (for IIS

virtual drectories).
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i
run-time Properties ﬂ

HTTP Headers I Custom Errors ] BITS Server Extension I ASP.NET
Virtual Directory I Docurments I Directory Security
The content for this resource should come from:
' & directory located on this computer
" A share located on another computer
" A redirection to a URL

Local path: l D:higxsitesirun-time Browse... |

[ Script source access IV Log visits
IV Read [V Index this resource
IV wWrite

[~ Directory browsing

Application settings

Application name: I Remove |

Starting point: <Default Web Site=irun-ti...

Execute permissions: |Scripts and Executables

¥
Application pool: |run-time :l Unload |

OK | Cancel I apply I Help I

4. Clickthe ConfigurationButton.

Application Configuration B3

Mappings 'Options | Debugging |

¥ Cache 1SAPT extensions

—Application extensions

Executable Path
: Ft.netifram il
.adprot... ci\windows\microsoft.netiframework...  GET,HEA..
.asa CAWINDOWS!system32\inetsrviasp.dll  GET,HEA..
353X c:\windowsimicrosoft.netiframework...  GET,HEA..
.a5cx c:\windowsimicrosoft.netiframework... GET,HEA.. v
< | »
Add... I Edit... Remove l

Wildcard application maps (order of implementation):
CAWINDOWS\Microsoft NET\Frameworkiv2.0..., Insett. .. |
Edit...

Remove I

Move lp | [Moyve Down |

| 0K I Cancel | Help I

5. On theMappingstab, Clickthe AddX button.

6. SelectBrowseand navigate to th&®Server DLLidxxmlsvr
in the\ Ingeniux \ cms80\ Server directory.

80.dll

) typically located
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Add;/Edit Application Extension Mapping

Executable: I Browse. ., |
Extension: I

Werbs

& pll verbs

 Limit ta: |

v SCripk engine

™ Sy ik e s o | o | vep |

7. In theBrowsedialog, selecAll files (*.*) in the Files of typedrop-down.

8. Selectigxxmisvr  80.dll  and selecOpen
Open ﬂﬂ
Look in: IU Server _:_I QY L [Er
B %] asplipload.di @igxoms.du

) S csapi_interop.dil |3 igxreports7s.di
My Recent :ﬂ HtmlagilityPack.dil 5
Documents 4\2 igxcomex75.dil
m'« é] igxcsapi7s.dil 3] MsxML2.dil
@igxcsapidotnetTS.dll L;‘!_»]NLog.dlI
Desktop [ igxcsapidatnet 7.t %) sqiitea.dil

3] igxcsapinet_common?S.dll
. igxcsapinet_common75S.tb
‘&’] igxcsapinet_interop7S.dil
igxcsapinet_interop7S.tlh
@ 1GXImageControl2.dil
E; @ 1GXImageControl2.tb
@ 1GXLocalizationProvider75.dil
() 1GKLocalizationProvider 75.tlb

My Documents

My Computer
-
MEUT S File name: Iigxxmlsw?S.dlI L] Open I
Places
Files of type: IAII files (%) LI Cancel I

7/

9. Enter.htm in the Extensionoption.

10. UncheckVerify that the file exists

Add/Edit Application Extension Mapping

Executable: IC:ungeniux\,CMS?S\,Server'ligxxmlsvr75.dII Browse... I
Extension: I

Verbs

& all verbs

" Limit to: |

[V Script engine

I OK I Cancel Help

11. Sele¢ OK
12. Repeat this process using theml extension.

8.10.9 Step 4: [For XSLT Run-Time Servers] Modify the Defaul t Style Sheet (s)
Prior to changing any sty#heet,you should backp the original.
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1. Locate the mairstylesheet (root templae) for your site Typically, folCMS
implementations, this will b¢éhe default.xsl file. Any stylesheet containing &head>

tag mustbe modified.
2. Locate the<head> tag within the stylsheet.

3. Add the following script into thehead> element

output - escaping="yes"><![CDATA["></base>]]></xsl:text>
</xsl:if>

<xsl:if test="not(c ontains($thispage/@URL, '?"))">
<xsl:text disable - output - escaping="yes"><!/[CDATA[<base
href="]]></xsl:text><xsl:value - of sel ect="$siteURL"/><xsl:text disable -

Please note that this line must precede any link tags,(ings for CSS files). A typical tag

structure would look as follows:

<head>

<xsl:if test="not(contains($thispage/ @URL, '?'))">

<xsl:text disable - output - escaping="yes">
<I[CDATA[<base href="]]></xsl:text><xsl:value - of
select="$siteURL"/><xsl:text disable - output -
escaping="yes"><![CDATA["></base>]]></xsl:text>

</xsl:if>

<link rel="styleshee t" type="text/css"
</head>

href=0prebuillt/ s

In addition, the following cte has tdbe added just above the root template match:

<! --  Variables needed for structured urls - >
space(/ */IGX_Info/REQUEST_INFO/URL),/*/@ID)"/>
<! --  Remove the port if it is present. - >

<xsl:variable name="shortbase" select="concat(substring
":80'),substring - after($base, :80"))"/>

<xsl:variable name="siteURL">
<xsl:choose>

<xsl:when test="string($shortbase)">
<xslivalue - of select="$shortbase"/>

</xsl:when>
<xsl:when test=" string($base)">

<xsl:variable name="base" select="substring - before(normalize -

- before($base,

tyl es.
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<xslivalue -of select="$base"/>
</xsl:when>

<! -- Design - Time URL with XML and tr ailing slash "xml/ " added to the
URL

- >

<xsl:when test="contains(/*/IGX_Info/REQUEST_INFO/URL,

"xml?Preview')"> http://www.exampledomain.com/CMSVirtualDirectory/xml/ <
Ixsl:when>

<l -- Run-TimeUrl -->

<xsl:otherwise> http://www.site.com/ </xsl:otherwise>

</xsl:choose>

</xsl:variable>

8.10.10 Step 5: [Optional] Configure Custom Structured URLS

Custom URLs are managed on a phgpage basisTo configure a custom URL, follow these
steps:

1. Slect a publishing tayet at the top of theSite paneif more than one publising target
has been configured.

2. Rght-click a page in the site tree and sel@eige PropertiesYou will see the URL
Settingsareaat the bottom of thePage Propertieslialog.

hx‘. T T———— 0_4
[ System Attributes I &) Language I - Page Creation Rules l () Page Security | & Mark for Publish
— Publishing -
Start Date:| | ] |
End Date: I I Ei ] @
[~ Expand on Publish [~ Render on Publish
—URL Settings
Type ~ URL Current MFO
Page ID /%37.xml
Default /Home/Admission v
Addl Remove
OK Cancell
7

3. ClickAddto enter a new custom URL forthe pagieK Sy & 2 dzQ@S IS ¢fickS NB
Addagain.

4. To make the custom URL canonical, seatrent To enable MultFormat Output,
selectMFO(this will automatically make the page canonical). Note: If you enable MFO,
g2dzQf t ySSR (G2 SYyGSNJ GKS | LRINPLINAEFGS FA

8.10.11 Step 6: [Optional] Configure SSL

Some sites have pagesypically, pages containing forngghat are only accessed with SSL. To
make it easier to implement SSL secu@¥S page now feature a Requires SSL setting.

AJ¢

(et
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To enable the Requires SSL setting

1. If necessary, select a publishing target above the site tree.
2. Inthe site tree, rightlick a page and, on the context menu, ciRage Properties
3. On the System Attributes tab, seldequires SSL

ﬁx\m (311) Q—x
[ System Attributes | ) Language | - Page Creation Rules | [ Page Security | & Mark for Publish
—Publishing
Start Date:| | 3] ke
End Date: | | Dl | @

l:‘ Expand on Publish l:‘ Render on Publish

—URL Settings

|:|Requ|res S5L

Type ~ URL Current MFO
Page ID Sx1l.xml

Default f

Previous fhome |

A

If the Requires SSktting is enabled on a pagie DSSedirecs NBlj dzSada F2NJ 6KS LJ 3.
the same URL with HTTPS enab@ahversely, if aite visitor is currently on an HP$ page and

navigates to a noisecure paggthe user isredirected to the requested URL without HTTP8s
redirection feature is only available for a .NET MVC site.

8.10.12 Step 7: Conduct a Full P ublish.
1. Conduct a full pblishof the site
2. Verify that [site] \settings \ urimap.xml is replicated to theDSSite.
3. Verify that any updated stylgheets located in thgite] \ Stylesheets ~ directoryare

copied.

8.11 Troubleshooting Publishing and Replication

The following section details the causes of, and solutions to, problems that can prevent the
publishing process from functioning correctly.

8.11.1 Troubleshooting Steps

1. Verify that the page is checked and marked for publish. Files referenced in the

Images , Prebuilt , Documents , andMedia folders require a full publish in order to be
published.

2. Verify that the start date and end date don't exclude a publish:
a. Rightclick the page, left clickage Roperties.
b. SelectSystem Attributes

3. Verify the range and location of the publishing target:
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Go toAdministration > Publishing Systerm Publishing Targes

Select the publishing target and verify that the root page ID is notlenthan the
page ID. For example, if the page IRiis and the root page ID isis, this page will
not be published as a part of this publishing target unless another page references it.

Verify that the publish folder name corresponds to the correctdolander the
[sitename] \ xml\ pub\ directory.

4. Check Publish Monitor for publishing problems:

a.

Go toAdministration > Monitor Publishesand verify that there are no pending
publisheslf the publish remains in the pending state for an inordinate amount of
time, proceed to the next step.

ClickView Publishing Logandselect tke publishing target in thdrop-down menu.
Select the publish from the Publish Date pane.
Verifythat the relevant the page is listed.

5. Check the dependency graphs for activity:

d.

e.

Go to[ sitedirectory 1\ xml\ .

Look fordepgraph*.db.journal where * represents a twaligit number.
Refresh your browser.

Look fordepgraph*.db.journal where * represents a twaligit number.

Identify the modified date fodepgraph*.db

The presence afepgraph*. db.journal  files orrecent modification dates othose files
indicates that publishing is still in progress and must be allowed to finish. If the files do not
change their modified dates after a few minutes, publishing may have stopped before
completion.

6. Check theCMSapplication Log

a.
b.

C.

Go to\ [ sitedirectory 1 (see logging information for the exact location of log files).
Open the log filegxcsapi  80.log

Scroll to the bottom of the log and look for an entry for the start of publish and the
completion of publish

[INFO] [20100131T14:02:05] Publishing 7774 pages. Settings [Transform:
no, ExpandOnly: no, Incremental: no, Directory:

c: \ sites \ kbci \ xml\ pub\ kbcipub \]

[INFO] [20100131T14:23:39] Finished publishing pages. Time in seconds
to complete: 7774

WL INQE TUE. oI

115



INGENIUX!

CMS 8.0 Administrator Guide

7. Compare the das of the XML files in the publish target folder to the dates orOB&
server site directory. The dates should be within a few minutes of one another. If the
DSSXML file dates are older, replication may not have occurred.

8.11.2 Common Causes of Publishing Failures
Permissions Problems

Insufficient file permissions to thexmLdirectory will cause publishes to fail. If the CMS has
insufficient file permissions to thexmLdirectory and its subdirectories, errors similar to those
below will appear.

The PublisiMonitor displays the following:
Completed with Errors

The Publishing Log displays something similar to:

<PublishError PublishStatus="6">

Description="File: . \ PublishTask.cpp, Line: 121: COM Error: FILE:
.\ file_utils.cpp
LINE: 425 IGX_DESCRIPTION: rCopyDir Access is denied.

e: \ bigboxy \xml\Images\\*."/>

TheCMSog file, typically located in the site directory 1, displays something like:

[ERROR] [20041230T16:17:47] TaskWorker( PublishTask )::run() task

execute threw an exception: File: . \ PublishTask.cpp, Line: 526: COM
Error:

FILE: . \ PublishingTarget.cpp LINE: 1746 IGX_DESCRIPTION:

FILE: . \dom_utils.cpp LINE: 672 IGX_DESCRIPTION:

FILE: . \dom_utils.cpp LINE: 576 IGX_DESCRIPTION: SetFileAttributes

Access is denied.

To resolve this issue, ensure the followjrgrmissions are configured for thexmLand
\ingeniux \ cms80\ server directories:

Windows 2003

Ingeniux ISAPI files (Generally, these files are located inrifmiux  \ CMB0\ Server
folder:

igxcsapi  80.dll , igxxmlsvr 80.dll ,igxors 80.dll
Administrators FullControl

Account used by the Application PadFull Control
System Full Control

IUSR_ComputerNamé-ull Control

Website Files (XML directory)

Administrators Full Control

Account used by the Application PadFrull Control
System Full Control

IUSR_ComperName Full Control
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Steps to Resolution

1.
2.
3.

10.
11.

12.

Navigate to [ site _directory ].
Rightclick the \ xMLdirectory; selecProperties

Select theSecuritytab and verifythe settingsand/or add permissions as indicated
above.

Select theAdvancedbutton.

CheclkReplae permission entries on all child objectsith entries shown here that
apply to child objects

ClickOK clickOK This ensures that the permissions are propagated to all files and
folders below the XML directory.

Navigate to the directory containing th@MSDLLSs, typicallyingeniux \ cms80\ server .
Rightclick on the server directory; selecProperties

Select theSecuritytab and verifythe settingsand/or add permissions as indicated
above.

Select theAdvancedbutton.

CheclReplace permission entries aail child objects with entries shown here that
apply to child objects

ClickOK clickOK This procedure ensures that these permissions are propagated to all
files and folders below the server directory.

This problem can be caused by moving a file imte of these directories and retaining its
original permissions instead of inheriting the permissions ofitkieLor \ Server directories.

Stalled Publish

In somecircumstances, publishing may stall or otherwise fail to complete, generally as a result
of system interruption. For example, resettii§during a checln or publishmay corrupt the
dependency graph.

Steps to Resolution

1.

2
3.
4

Ensure that no clientare connected to th&€MS
Ensure that no page cheaks or publishes are in progress.

Go toStart>Runand type in the following commandkreset /stop

. Afterthe window has disappeared, navigate to fhste directory 1\ xml directory,

the physical directory containing t@MSsite. This path can be fourtdrough thellS
properties of the virtual directory for the site.

Locate the file(s) labeletkpgraph*.do  where * represents a number, e.g.
depgraph01.db
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6. Highlight and delet thedepgraph*.do  file(s).
7. Highlight and delet@asks.xml , if present.
8. Afterthe files are deleted, go t8tart>Run and type in the following command:

iisreset /start
9. Afterthe window hadisappeared, launch the C\M&ient.

10. Go toAdministration > Pubishing Systenm» Publishing Targetand select the
publishing target to which you want to publish

11. SelectNew Publish™ Full Publish

12. After the full publish has completed, repeat steps nine and ten for each publishing
target until a full publish has bearmpleted for each publishing target.

Important note: Once the dependency graphs have been deleted, a full putlistbe
completed before any pages are checked in or published. Unexpected results may occur if pages
are checked in or published before a fuliblish is completed. If a page is checked in or

published while the site is being published, the dependency graphs will need to be rebuilt.
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9 System Options

Inthe System Optionpane administrators can access and configure many of the settings that
govern site management, user exjence, and content deploymenfomesystem options are
discussed elsewhere in this guide. Thisction documensvarioussettings available ithe

System Options tree.

To access the System Options settings, gahdministration > System Options

W Ingeniux CMS
@ Dashboard W Mew - B save | B Rename B8 AssignTo~

9 Site —- All Publishing Targets—- v [

(i Assignments

{ System Options

= Apps

£ Search

& Administration

] CMS

Users/Groups

Workflows

Taxonomy

L EQEYE

5 Reports
& Localization

£ Find and Replace
= Schema Designer
-

£ System Options

| Dynamic Site Server

Page Creation Rules

Publishing System
Publish Monitor

CMS ings Configuration

These settings affect the configuration of the Ingeniux

Icome admin1 ut | Language * | Help - | H S-O-
ow ~ eck | @ Refresh B Preview 4 Publish Site | “F Assels

Figure56: The System Options pane

The main division in the System Options hierarchy is betv@dB8and DSSsettings.In general,
CMS settings affect the production environment, and DSS settings aféedefiioyment (or

run-time) environment

9.1 settings.xml

Many of the settings exposed in System Options are storeettings.xml
settings andehaviors for bottthe CMS and DSS sit@hesettings.xml

on theCMSserver. Copies of the file also exist at any
associated publishing targets for tidMSsite, and ifsitedirectory]

[sitedirectory]

Server.

\ xml\ settings

Almost all of the settings contained ittings.xml
System Optionsn the CMS client. Ingeniux recommends usingSkistem Optionglialog to

modify settings.xml

However, thereare scenariosvhenit would be necessartp edit the settings.xml

whenever possible.

. This filedefines
file is located in

on theDSS

can be configured addministration >

file directly.

For examplefian XML foldr were copied from one site into another, the directory paths

containedin the <logging>

To modify thesettings.xml

1. StopliS(or the Application Pool associated with the site).

2. Modify settings.xml

file directly, follow these steps:

element would likely be incorredbr the new site. In this case, it
would be necessary to replace the directory path values.
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3. RestartliS(or the Application Pool associated with the site).

9.2 Configuring Options for Groups

In System Options, you can customize many aspects afdbeexperienceand you campply
customized options to the default profile for all users or to specific group profilegher
words, you can customize the user interface on a grboygroup basisFor example, you can
configure toolbar options, cont¢ menu commands, and text editing features accordmthe
groups using them. This flexibility allows you to tailor the Ul to specific use cases.

Consider the following example. In your implementation of the CMS, there is a grcopteht
authorswho will revisepages but will never need to add or remove pages from workflow. You
might decide that, for the sake of simplicity, these authors should never segdti¢o

Workflow andRemove from Workflowoptions in the context menu when they righlick a
n2RS Ay (GKS aA0S GNBSo ¢2 FIAemPOPtionsCMI site Odza i 2

YA
Tree Context Menuselect the Content Author group from the dropwn menu, deselect the
appropriateworkflow options from the lisbf available context menu itemand save the group
profile.
Site Tree Context Menu Buttons Configuration
To configure the Default site tree context menu, leave the Default radio button checked. To configure the site tree context menu for a
specific user group, click the Group radio button and select the appropriate group from the drop-down menu. Items visible in the site
tree context menu are highlighted in blue. Hidden items appear in white.
(O Default @ Group [Content Author -]
Available Tree Context Menu Items
Empty Recycle Folder Yol
New
Rename
Refresh
Seperator
Cut
Copy
Paste
Delete
Seperator J
Add to Workflow
Remove From Workflow
Assign To...
Advance
Show History
Send Mail
Seperator LI
Save
Figure57: Configuring the site tree context menu
Later, if you wantedo restore the default options for this group, you codd so in the context
menu by clicking th&estore Defaultdutton that appears when you position the cursor over
the checkbox to the right of the group name.
120
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{3 System Options | %

Site Tree Context Menu Buttons Configuration

To configure the Default site tree context menu, leave the Default radio button checked. To configure the site tree context menu for a
specific user group, click the Group radio button and select the appropriate group from the drop-down menu. Items visible in the site
tree context menu are highlighted in blue. Hidden items appear in white.

(O Default @ Group |Content Author| -
Administrators

Anonymous
Empty Recycle Folder | Authors

New blogxiteUsers__all
Rerars blogxiteUsers_admin
blogxiteUsers_editor
blogxiteUsers_user

Available Tree Context

|»

Refresh

SRR Content Author B
Cut Event Authors
Copy Pueblo CC Authors
Paste

Delete

Seperator

Add to Workflow

Remove From Workflow

Assign To...

Advance

Show History

Send Mail

Seperator ﬂ

SaveI

Group profiles can be configured for the following system options:

9 Toolbar Buttons
i Site Tree Context Menu
T XHTML Editor

0 Group Button Layout
Plugin Selection
BlockFormat Selection
Fonts Selection

Table CSS Classes
Image CSS Classes
Link CSS Classes
Smart Paste

0 Custom Content CSS

O O0OO0OO0OO0OO0OOo

9.3 In-Context Editing

Theln-Context Editing (ICE) feature provides a number of useful features for content creators:

T

A clickand-edit systemthat launches the editor in redglme when a user clicks on the

presentation area of a text element in Preview mode.

Onrthe-fly processing of XSL stykeet templates, adding field information to the

HTML outp

ut.

The use oDojo 1.3in the Preview frameallowing parsing of markedp HTML and the
creation of editfield widgets.

Support for various elements on pages that meet schema guidelines. These may be
string, DHTML/XHTML, enumeration, date/time, image, and document elements.
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When a user clicks thedt button in the Previewof a checkeebut file, each editable field will
be highlighted on mousever. Clicking a highlighted field opens the editor. ClicRireyiew
saves the changes and redisplays the page. PressirigS@ey cancels the changes.

ICEprovides keyboard access. When ICE is brought up, the fitabéglelement is always
selected Hit space to edit this element, hiESC" to confirm edit, then hit Tab/Shift abTagain
to move tothe next/previous element.

After edits are made in ICE gtupdated content element (already transformed to HTML by the
XSL) is sent back to the server and retrieved (and transformed) again as updated markup in the
preview. In order for this process to work, ICE must be enabled; the file mu$tcokedout

and assignedo the user;and the XSL stylesheets must conform to Ingeniux requirements.

9.3.1 Enabling ICE

To enable IrContext Editing (ICE), go$ystem Options> InContext Editingand configure the
ICE settings.

InContext Editing Configuration
Enable/Disable InContext Editing; Configure In-Context Editing Field Colors

Enable In-Context Editing: [v]
HTML Editor to match the look and field of page Preview HTML [v]

Field Marker Color

r[48] n[21]0
g 10l s 74 % o
bl18] v[72]%

j§ hex:|#3064b:

|»

Invoked Field Marker Color

S 1 =

Figure58: Enablingin-Context Editing
The following settings can be configured:

Enable InContext Editing; Enables ICE by adding the following script to
[site] \xml\ settings \ settings.xml

<InContextEditing>
<Enabled>true</Enabled>
<FieldMarkerColor>#3064b7< /FieldMarkerColor>
<InvokedFieldMarkerColor>#ff8000</InvokedFieldMarkerColor>
</InContextEditing>

Most important is the<nabled> FA St R® LG Ydzad o6S aSad G2 adNuzsS¢e F20

HTML Editor to match the look and field of page Preview HT¢\Lauses ta HTML editotto
applythe CSS frorthe preview page in order tmatch the look othe previewfield. This
feature doesn't work with HTML that emplogSS filters. If the styling in the HT igidlitor
appears unusual, this feature should be disabled
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Field Maker Colorg Determinegthe highlight color used to indicate an editable field on

mouseover.+ | £ dzS& Ydzai 0SS SAGKSNI adGlyRFENR /{{ O2t2NJyl!
2NJ a1l EEE¢ KSEIRSOAYIf O02f2N) O2RS®

Invoked Field Marker Colog Specifies the colansed to outline an editable field once it has

been selected with a mouse click. Values must be either standard CSS color names or else

O2yF¥2N) (2 (GKS 4l EEEEEE¢ 2NJ dl EEE¢ KSEFRSOAYLIf O
Base Andex of Field Marker, Can be configured to make fiemarkers visible when an HTML

template depends on-Fhdex for layout.

9.3.2 Previewing MFO Pages in ICE View

The InContext Editing (ICE) feature gives users the ability to edit text and replace images in the
Page View tab, where they can see XML content taansfd to HTML, as it will appear to site
visitors. INCMS8.0, you can also configure Page View to return a preview from an external URL.
This makes it possible to edit MuEbrmat Output (MFO) content via the ICE system.

To configure the ICE preview for MFO, gd\tbministration > Publishing Systerm Publishing
Targetsand select the publishing target that you want to configure. Inlitife tab, checkJse
External Preview Providesind enter URLSs for the external previevopider and for the ICE
system.Note that as of CMS 7.5 SR1, the external preview featupports URLstarting with
Gkéd ¢KAA pré&iewURL éakbeih paihkefitive tSth RSTH dzf & aAGS NR2G® L
good idea to use a relative path inetfExternal Preview Provider URL field.

-Preview Settings
W Use External Preview Provider

External Preview Provider URL: |/mest/lGXPreview

The URL to provide updated field I
markup for In-Context Edit system:

The URL for the external preview provider will replace the fiteviewpage.asp ~ file. The
URL for the ICE system will be fed updated element values and will return rendered markup.

When the correct URLs are engel, you will be able to preview MFO content in both the Page
View and the Preview windows.
9.3.3 ICE XSLT Requirements

In the CMSenvironment, there are very few constraints upon XSLT stylesheets. Failure to
FRKSNBE (2 Ly3SyAdzE 3 dzAiRtBefCME. & tnayghavieder, pfeant IGEO NB I 1 ¢ |
from working as described.

Here are the Ingeniux recommendations for XSLT:

1 The ICE system works by transforming XML files into HTML. This means that if a
stylesheetuses s | : out put met htbadl€ER editoravitiot function. Either
specifymet hod=0 Bt $ LINBFSNNBR 6F80 2NJ £ 8F @8 Ja 2 da

T Usexsl:templ at e maforeditable fields (substituting the field name for the
GEeT ¢ KSNBO® !'yé 20KSNJ YSGK2R éAft LINBGSyid L/

1 Apply the template. Usesl:apply -t empl ate sel ect=0xyz?o
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1 Within the template element, use eithakl:value - of Or xsl:apply -template . Do
not usexsl:call - template

Ingeniux also recommends, as a best practice, keeping all templates for editable elements in
one XSLT stylesheet, usuailglude -common.xsl . ICE creates transient working files in

xml\ StyleSheets \inContext ; these files are dynamic and should not be edited or altered in
any way.

9.4 Configuring Custom Tabs

With the Cusbm Tabs feature, you can giusers quiclaccesgo internal and external BLs.

The feature is especially usefal hosting CMS apps amtisplaying web pages thaelp users
create and manage contenfor example, you coulgse a custom tab to host an app for
creating newsletters. OQrou couldconfigue a tab todisplay a wiki or an online dictionary in the
Apps paneThe target URLs may be static HTML pages or dynamic pages of afe/&kinh8P

pages)

V The Ingenix Development Servicesadm carprovide you with a ariety of custom ab-
based CMS appbkat are helpful for reporting statistics and managing various types of
pages. Contact Ingeniux Support at support@ingeniux.com for information on how to
purchase these module3o obtain training for building your own custom apps, please
contact your Ingeniux project manager.

You cardefine as mangustomtabs as you wish. Biift enoughare defined, the tabs will wrap
tomultiple linesh y G KS / a{ @ tedidicalproblenys diit th©dispiay Say not be
aesthetically pleasing

Outof the box, the CMS has twatandardtabs configured: Analytics and Redirects.

I S EditForm | 2 Analytics | <A Redirects |

All custom tabs will be displayed inder to the right of thestandard tabs.

Some attributes of éab element restrict when the tab will be displayed. If multigstrictions
are set for a tapall restrictions must be meén order for the tab to appear

You ca configurethe display options and permissions of custom tabAdinistration >
System Optims > CMS> Custom TabsThere are two configuration nodés choose from
Displayand Permissioning

= [ cms

Toolbar Buttons
Site Tree Context Menu
In-Context Editing
Taxonomy

[+ [ Workflow

=] [ Custom Tabs

; : Display

Permissioning

9.4.1 Configuring the Custom Tabs Display
At Custom Tabs Display, you can configure display options for custom tabs.
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Configure Custom Tabs display options.

Available Custom Tabs: |Newsletters hd

Auto Select: [ ]
Allow Pinning: [ |
Disable: [ |

Figure59: Configuring the custom tabs display

Available tabs are listed the drop-down menu To configure a custom tab, select it and enable
or disable the following options:

f  Auto Slect[Optional]¢ A true/false value, withthedefaulta S G G 21fsétfol £ & S P&
atrueX the tab will be automatically selected when the pageeigested in the CMS
client. This is for user convenience only. When more than one custom tab has this
attribute set todtrue,¢ G KS T A Ndelécte@ andthesétting for thérest of the
tabs will be ignored.

1 Allow Pinning[Optional]q A true/false aluethat allows the tab to be pinnedrhis
setting applies to lpbaltabs, which appear in the Apps pane

f Disable[Optional]¢ A true/falsevaluez2 KSy aSG (2 a0 Ndgbrariy G KAA Q4
disables a tab without removing it from thestomTabs.xml file.

et
[N
p

9.4.2 Permissioning Custom Tabs
At Custom Tabs Permissioningyou can configure visibility options for custom tabs.

Custom Tabs Permissioning Configuration

Configure the visibility of Custom Tabs. You can make Custom Tabs visible to administrators only. You can
also define the schemas and pages where a Custom Tab can appear, and the user groups that can see a
Custom Tab.

Available Custom Tabs: |News|eﬂers v|

Admin Only: [ ]

( Custom Tabs Visibility
To enter more than one value, use a pipe "|" symbol to separate the values.
Schemas Where a Tab Can Appear | |
Pages Where a Tab Can Appear |x53 |

Groups That Can See a Tab | |
M A

Figure60: Setting visibility for custom tabs

Available tabs are listed in thlrop-down menu. To configure a custom taelect it and
configurethe following settings

 AdminOnly [Optionall¢! G NXzSk FI £ aS QI fadeds& b RrivEshé KRS F b dzf G
tab will only be visible for users with administrator permissions.

1 SchemasX [Optional]¢ A delimited list of schemé&iendly names for which the tab
shoud appear. Be sure tose the fiendly names of the schemas in this list. If not
specified, all schemas will display thedab ¢ KS RSt AYAGSNJ dZASR A& | LJAL
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f PagesX [OptionallcAdd A YAGSR tA&G 27F Lifodichthetbh 6 S®3Id G EMmMF

should appear. If not specified, all pages will display the Thle delimiter used is a pipe
apuéeE
1 GroupsX [Optional]¢ A delimited list of user group names that will hgyemission to

view the tab. If none are specified, all user groups will be able to view the tab. The
RSEAYAGSNI dzZ&SR A& | LIALIS apéod

9.4.3 Working in customTabs.xml

There are additionatustom tabs settings that are not exposed in the CMS. These can be

configureddirectly incustomTabs.xml . In this file, you can alsweate additional custom tabs.

After the App Pool is recycled IIS new custom tabs wilbe available in the CMS

ThecustomTabs.xml  file can be found inxml\ Custom on the CMSserver.

Qustom tals follow the syntax below:

<customtabs>
<tab />
<tab />

</customtabs>

Here, for exampleis a custom talzonfigured toshowthe Ingeniux support page

<customtabs>
<tab name="IGX Support" url="http://support.In geniux.com/"
global="true" />
</customtabs>

¢KS GFoQa 3t 2 0drieé nentingFnhat daiillSappkad in hePpsLIG P S © | S NI
how this custom tab will look in the CMS:

(vl

Q
QX
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} Ingeniux CMS
@ Dashboard [ Hew - B sae

9 Ssite -- All Publishing Targets-- + [S8
(i1 Assignments <)
@ INGENI x‘
6 Comments U Customer Support Center
b { 16X Support |
I,-_/"JI Analytics
oA - -
<A Redirects Welcome to the Ingeniux Support Site
Ingeniux Support is dedicated to providing technical support for our software products, resolving custt
of the Ingeniux product platform. Our support site gives customers online access to a variety of techi
training tools. If you cannot find the answer you need here, please contact Ingeniux Support via ema
This Site requires the use of a username and password. If you require new credentials or experience|
contact Ingeniux Support via email or at 1.877.299.8900
€ User Login
Username:
Password
Login
For 3
- 448
&l _Senrch Ingeniux Corporation ~ Enterprise 2.0 Content Management 877445 4
& Administration < | Im ] »

Figure61: An example of how @ustom tab displays in the CMS

For each custom tab entry in customTabs.attkibutes can be configuredAttributes exposed

in the Ulg adminonly, schemas, pages, and usergroypse described in the preceding section.

The following attributes are configured manually in the customTabs.xml file

1 name[Required]g The text that will be displayed on the tab. This must be unique for
each fab.Only dpha-numeric and space characters are allowed. The name must begin

with a letter.

1 url [Required]g The Ink that will be loaded in thedit pane of theCMS Relative URLs
' NBE NBft I % auStomidRectdnfeamgles:i S Q

http://www.mysite.c om/siteinfo.jsp
or
customReportsTab.asp (in the site® custom folder)

9 icon[Optional]¢ The icon to be displayed in the tab. If not specifigdeniux.jpg  is
used.lmages will be displayed to the left of the tab name ax1® pixelsRelative
imageft Ay 1a | NS NBtustonidieStoryi 2 (GKS aAidSQ

§ appendpageid[Optionallc! G NHzSk FIFt aS @It dzS3 . gelit
& G NXz& current pageDin the CMS will be appended to the end of tHRL TheURL
parameter will be named L3S A IRKe URL given already has query string
parameters, then theageid parameter will be appended withnad 3 (€.9.

9 LI 3SARIKEAMEH ol 0 dzS Yy SSRa&a (i 2evebaPps.d S G2

§ autoselect[Optional]¢ A true/false value, with the defalil a SG G2 a1 ¢

asSit G2 aluNHSés GKS Glo gAtt oS FdzizYl
CMS client. This is for user convenience only. When more than one custom tab has this

attribute set to true, the first one will be aamatically selected and the setting for the
rest of the tabs will be ignored.

1 tabsToHidgOptional] ¢ Adelimited list of default tab names. The listed default tabs
are to be hidden on the edit form. The possible values for this attribute are:
4 SRAG g PIKG & & S Th attlbdte does not cdrol the display of custom tabs;

0K$

a
asig
uA

pufi
w»
-+

NXzS ¢
d LT
OF f f &
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it only affects thedefault tabs.If not specified, oif the specified names don't exist, the
edit form tabs will display normallg. KS RSt AYAGSN) dzZaSR A a |

LJA LIS

a |

f global[Optional]¢! G NXzSk FI f aS @I fafgodpadeWill dpfehr oiie2 o i NHzS ¢ >

tab in the Apps pane.

1 resourcelDOptional]¢ References dataname from a language file (e gn- us.resx )
contained injsite] \ 10n\server \. This attribute refers to a string in the resource file
that is available in all Ul languagés a general rule, Ingeniux does not recommend
adding or modifyingesource entries in localspecific resources, because a site
upgrade will remove all custondés to resource files.

9.5 XHTML Editor

In the CMS Client, site administrators can configdl@ ML Editor options on a grodgy-group
basis.In this way, you can chooslee toolbar buttons pluginsand CSS classes available to
various user groups.

XHTML Hitor customization is defined imn XML fileA profile associated with a specific group
defines theXHTML Editor optiosi for that groupAé R S F prafife definesthe editor options
for all graups not othewise associated with a profile.

To configure theHTML Editor, go tddministration > System Optionss CMS> XHTML Editar

Site I -- All Publishing Targets-- d

)

i Assignments
55 Apps
B
e

Search

Administration

i8  System Options =
=] [ Design-Time
Toolbar Buttons
Site Tree Context Menu
In-Context Editing
Taxonomy
[+] [ Workflow
[+] [Z] Custom Tabs
[=] = XHTML Editor
HTMLS Support
Template Button Layout
Group Button Layout
Plugin Selection
Block Format Selection
Fonts Selection
Font Sizes Selection
Table CSS Classes
Image CSS Classes
Link CSS Classes
Smart Paste
Custom Content CSS

T S allalnanls O abbim o X
< | »

The following optiongan be customized for theHTML Editor:

HTML5 Support Enables thedHTML Editor to support HTML5 features. The editor can support
HTML5 elements anaktributes, HTML5 custom data attributes, or both.

Template Button Layout Specifieghe toolbar buttons that ca be enabled or disabled for
user group. You can make buttons available by dragging and dropping them within a graphic
user interface(For alist of available buttons, seéHTMLToolbarButtonsbelow.)
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XHTML Editor Template Button Layout

The template profile stores the default buttons for every profile in the CMS. Drag and drop between the editor toolbar and the
Available Buttons toolbox to add/remove buttons. Drag and drop within the editor toolbar to re-order buttons.

Available Buttons
| A ¥ E ¢« O X

: :

T

L Buttons on XHTML Editor Toolbar
—

o | Uy % 0 G G | 2| =
¢ g—aH |Fa &% 4 =8
U #8¢ xX° X, | - Folmat--VI --Slyles--VI - Font family -- VI -- Font size --V| (7} Q

Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor
invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua. At vero eos et
accusam et justo duo dolores et ea rebum. Stet clita kasd gubergren, no sea takimata
sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur
sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et dolore magna
aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et ea
rebum. Stet clita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit
amet. Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod
tempor invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua. At vero

| eos et accusam et justo duo dolores et ea rebum. Stet clita kasd guberaren, no sea

1
il
1]

L)
n¥
i

|,
B I

¥

Figure62: Configuring the button layout of the XHTML Editor

Group Button Layout, Determines the toollar buttons that are available for the default group
and for the other user group¥ou can make buttons available by ggiang and dropping them
within the graphic user interfaceor a list of available buttonseeXHTMLToolbarButtons
below.

Plugin Selectiorg Indicatesthe plugins that will be loadetbr the XHTMLEditor. Most of these
plugins come from th&inyMCE text editor framework. To learn more about TinyelplGgns,
visit http://www.tinymce.com/wiki.php/PluginsNote that the following plugins are not
supported in the CMS:

save
cancel
print
emotions
template
fullpage
preview
iespell

=4 =4 =4 =8 -4 -8 -8 -9

Block Format Selectiog Specifies the HTML block formats that a given user group can apply in
the XHTML Editor.

FontSelectiong Specifies the fonts that a given user group can apply in the XHTML Editor.

Font Sizes 3ection ¢ Specifies the font sizes that a given user group can apply iKHA&IL
Editor.

Table CSS ClassgPetermines the CSS classes that a given user group can apply to tables in
the XHTML Editor.

Image CSS ClassgBetermines the CSS classes that a given user group can apply to images in
the XHTML Editor.
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Link CSS ClassePetermines the CSS classes that a given user group can apply to links in the
XHTML Editor.

Smart Paste; Definesthe pasting formats availabbe various user groups in théHTML Editor
(seeSmart Pastéelow).

Custom Content CSSdentifies the custom CSS file that will be applied to conteeated in
the XHTML Editar(For more on applying CSS to content generated in the text edig@t)sing
Cascadingtyleheets to Control Formattingnd Configuringhe XHTMLEditor to Use CSS
Classes$

9.5.1 XHTML Toolbar Buttons

The formatting toolbar appears across the top of #TML control whem page is in an
editable state. The available icons depend upon the permissions of the user.

The following controls are available:
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Button/ Name Inserted HTML Sample Function
Drop-down
pasteword (added | NA Pastes text from a Word document withou
via the paste plug Word-specific formatting.
in)
pastetext (added vig NA Pastes text froma previous cut ora@py
the paste plugn) action without any formatting from the
original version.
paste(added via the| NA Pastes content frona previous cut orapy
paste plugin) action, including all formatting, intthe
XHTML Editor.
cut NA Quts selected text.
copy NA Copies selected text.
justifyleft <p style="textalign: Aligns selected text witthe left margin.
left;">content</p>
justifycenter <p style="textalign: Aligns selected text ithe center.
center;">content</p>
justifyright <p style="textalign: Aligns selected text witthe right margin.
right;">content</p>
justifyfull <p style="textalign: Alignsselected text so thaboth margins
justify;">content</p> are even and the texs distributed
between them.
bold <strong>content</strong> | Bolds selected text.
italic <em>content</em> ltalicizes selected text.
IEI underline <spanstyle="textdecoration: | Underlines selected text.
underline;">content</span>
strikethrough <span style="textlecoration: | Srikes through selected text.
line-
through;">content</span>
sup <sup>content</sup> Formats selected text as superscript.
sub <sub>content</sub> Formats selected text as subscript.
indent <p style="paddingeft: Indents selected text.
30px;">content</p>
outdent Removes P Tag or subtracts| Outdents selected text.
from padding attribute
relative to left margin.
undo NA Undoes previous action.
redo NA Reapplies previous action.
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table (added via the
table plugin)

Inserts table HTMmarkup
based on the settings
configured inthe dialog.

Opens thelnsert/Modify Tabledialog.

(]

row_props (added
via the table plug
in)

NA

Opens theTable Row Propertiedialog.

(added via the table
plugin)

cell_props (added | NA Opens he Table Cell Propertiedialog.
via the table plug
in)

row_before(added | NA Inserts a row above the selected row.
via the table plug
in)

B row_after NA Inserts a row below the selected row.

+3

via the table plug
in)

delete_row (added | NA Deletes the selected row.
— via the table plug
in)
';l_n col_before (added | NA Inserts a column to the left of the selected

column.

col_after (added via
the tableplug-in)

NA

Inserts a column to the right of the selecte
column.

delete_col (added
via the table plug
in)

NA

Deletes the selected column.

[

merge_cells (added
via the table plug
in)

NA

Merges a previously split cell.

]

split_cells (added
via thetable plug
in)

NA

Slits the selected table cell.

Anchor <a name="content"></a> Opens thelnsert/edit anchordialog.
IEI Blockquote <blockquote> Wraps the sele@d text with <blockquote>
<p>content</p> tagsi.ThisI_identifiicegijon gfr;\/n r?e ugeo
apply styling and tédentify the content as
</blockquote> a quotation to browsers, web crawlers,
screen readers, etc.
= code NA Opens theHTML Source Editatialog.
image <img height="101" Opens thelnsert/Edit Imagedialog.

src="Images/6.jpg"
width="108" />

Attributes depend upon
which settings have been
selected irthe dialog.

media(added via
the media plugn)

Attributes depend upon
which settings have been
selected irthe dialog.

Opens the Insertdit Embedded Media
dialog.

=2

link

<a

href="x17.xml">content</a>

Opens thdnsert/Edit Linkdialog.
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HTML will vary depending
upon the type of link.

backcolorpicker

#008000;">Content</p>

2 unlink NA Removes the link from the selected text.
bullist <ul> <li></li> </ul> Inserts a bulleted (unordered) list.
numlist <ol><li></li></ol> Inserts a numbered (ordered) list.
charmap Insertsa character entity (e.g.| Opens theSelect custom charactetialog.

a Euro symbol inserted as
&euro)
IEI hr <hr /> Inserts a horizontal line.
search(added via | NA Opens theFind/Replacedialog.
the searchreplace
plugin)
replace (added via | NA Opens theFind/Replacedialog.
= the searchreplace
plug-in)
2 selectall (added via | NA Slects all objects in th¥HMTL Editor.
— the paste plugn)
visualaid NA Displays visual guidelines in the edit view.
forecolor, <span style="color: Opens theSelect text colodrop-down.
forecolorpicker #339966;">content</span>
ah backcolor, <p style="backgroundolor: Opens theSelect background colatrop-

down.

small;">content¢span>

Styles styleselect <span Opens a droglown of CSSas®s that can
class="taskNavigation">contq be applied to theéext inthe editor.Classes
nt</span> aredefined inlocalstyles.css ,

located on the server hosting tHéMSsite.

Paragraph  formatselect Varies based on selected Opens a droglown of format selections
option: (heading 1, et that can be applietb
<h1>content</n1> selected text. Classesedefined in

localstyles.css , located on the
server hosting th&€MSsite.

Fort Family ~ fontselect <span style="fonrfamily: Opens a droglown of font selections that
andale can be applied to theelected text.
mono;">content</span>

Fant siza fontsizeselect <span style="fonsize: x Opens a droglown of font sizes that can

be applied to theselected text.

Table5: XHTML Toolbar

Note that the following toolbar buttons are not supported in the CMS:

1 newdocument
1 help

1 cleanup

1 removeformat

9.5.2 Using Cascading Style Sheets to Control Formatting

LGQa

I 322R A Rtfidsheét®(CIBRtS maldiaia dorRisteAitHlesin on all pages

of your site This is especially useful when working with content inXH& ML Editor, because
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CSS styles allow for flexible formatting and consistent style choices. Use classes from the
formatting toolbardrop-downto maintain consistency of style.

For example, assume the following entry exists in the site CSS styles file:

FONT.H1
{
COLOR: #333 333;
FONT: 11px/16px Verdana, Arial

To apply a style to text within the editor, higitiit the text, click on the drogownlist, and
selectHeading 1 This wraps the paragraph<+hi></ h1> tags, which are recognized by the CSS
file.

Styles notontained in the drogdown listcan be referenced as well. Suppose the following CSS
code is contained in the XSL stgleet:

<STYLE>
FONT.yourstyle
{
COLOR: #333333;
FONT: 11px/16px Verdana, Arial

}
</STYLE>

If the text in theXHTML Editor is tbave this style, edit the source and placefant
class="yourstyle"> tag in the beginning.

Thelocalstyles.css file provides the defaulCS®ptions for theXHTMLEditor in the styles
drop-down. You can edit these options, and you can also add moressfgt content creators
to use in thexHTMLEditor.

Note thatthe CSS classes listeddtrlstyles.css must be duplicated in a CSS file in the
\ xml\ stylesheets  directory.

Listed below are the default classesdtulstyles.css

html {
margin: 0px;
padding: Opx;
}
body { color: #555753; font: 9pt/17pt georgia; background - color: #fff;
margin: Opx; padding: Opx }
p{
font: 9pt/17pt georgia;
margin - top: Opx;
}
h3 {
font: italic normal 12pt georgia;
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letter - spacing: 1px;
margin - bottom: Opx;
color: #7D775C;
}
a:link {
font - weight: bold;
text - decoration: none;
color: #B7A5DF,;
}
a:visited {
font - weight: bold;
text - decoration: none;
color: #D4CDDC;
}
a:hover, a:active {
text - decoration: underline;
color: #9685BA;
}
acronym {
border - bottom: none;
}
#container { margin: Opx; padding: Opx 175px Opx 110px; position:
absolute; top: Opx; left: Opx }

.underline {
text - decoration: underline;

}

9.5.3 Configuring the XHTML Editor to Use CSS Classes

The filelocalstyles.css contains aikt of allCSSlasses @played in the HTML EditorThis
file can be modified to include additional clasdéslreadycontains the most common HTML
classegH1, H2, etc)For standard classes, (i Q & niodfitlie existhg onesnstead of
creating rew classes.

Tomake changes, open the fifesite directory]  \ xml\ custom \ editor \ localstyles.css )
andaddor modify theclasses as needet@lhen swve the file Any changes are loaded when the
application next starts.

z

Note that all newor modified classeswug be addedtothd { { FAf S dzaSR o6& G|KS
sheets
9.5.4 Smart Paste
The Smart Paste feature lets users determine what formatting is retained for text pasted into an
XHTML element. The Smart Paste feature provides three options for pasting content:
1 Paste (Paste as SourcgpPastes content from a previous cut or copy action, including
all formatting, into thexHTML Editor.
135
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Paste Text, Pastes text from a previous cut or copy action, without retaining any

formatting from the original version.

Paste Wod ¢ Pastes text from a Word document, without retaining any Wepecific

formatting.

The Smart Paste feature can be invoked in the following ways:

T
T
T
1

T

A site can be configured to perform one of four Smart Paste actions automatically according to
user group. Theolur options are as follows:

T

The Smart Paste feature behaves differently in various browser/operating system combinations
The tables below describe these diffeoes:

PressingCtrl+V(PCs) o€md+\{Macs)

Using thePastecommand in the context menu

Clicking thePastebutton in the XHTML Editor

Clicking theéPastefrom Word button in the XHTML Editor
Clicking thePasteas PlainTextbutton in the XHTML Editor

Prompt¢ Launches the Smart Paste dialog when a user pastes content infhe L
editor. The prompt option is provided by default unless another option is explicitly
specified for a group.

Sourceg Pastedormatted contentinto the XHMTL Editor, without prompting-his
option corresponds to the Paste command.

Destination¢ Pastes content into th&kHMTL Editor and removes Word formatting,
without prompting.This option corresponds to the Paste from Word command.

Textg Pastes cotent into the XHMTL Editor as plain text, without promptinthis
option corresponds to the Paste as Plain Text command.
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9.5.5 Firefox:

Default Smart Paste Option: Prompt

Launches Launches
Optioned Smart | Paste Word | Launches Paste Text
WinXP Yes Yes PasteDialog Dialog Dialog
Launches Launches
Optioned Smart | Paste Word | Launches Paste Text
Vista Yes Yes Paste Dialog Dialog Dialog
Launches Launches
Mac OSX Optioned Smart | Paste Word | Launches Paste Text
10.4.x Yes Yes Paste Dialog Dialog Dialog
Default Smart Paste Option: Text
Launches
Launches Paste | Paste Word | Launches Paste Text
WinXP Yes NA Text Dialog Dialog Dialog
Launches
Launches Paste | Paste Word | Launches Paste Text
Vista Yes NA Text Dialog Dialog Dialog
Launches
MacOSX Launches Paste | Paste Word | Launches Paste Text
10.4.x Yes* NA Text Dialog Dialog Dialog
Default Smart Paste OptiorDestination
Launches
Simple Dialog Launches
for Paste as | Launches Paste | Paste Text
Yes NA Source Word Dialog Dialog Yes
Launches Launches
Simple Dialog Simple
for Paste as | Launches Paste | Dialog for
Yes NA Source Word Dialog Paste as Tex| Yes
Launches
Simple Dialog Launches
for Paste Launches Paste | Paste Text
Yes NA from Word Word Dialog Dialog Yes
Default Smart Paste OptiorSource
Launches
Launches Paste | Paste Word | Launches Paste Text
WinXP Yes NA Text Dialog Dialog Dialog
Launches
Launches Paste | Paste Word | Launches Paste Text
Vista Yes NA Text Dialog Dialog Dialog
Mac OSX Launches Paste | | aunches Launches Paste Text
10.4.x Yes* NA Text Dialog Paste Word | Dialog
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Table6: FirefoxSmart Paste Functionality

9.5.6 Safari:

Default Smart Paste Option: Prompt

Mac OSX 10.4.x‘ No ‘ Not Enabled ‘ Not Enabled ‘ Not Enabled | Not Enabled
Default Smart Paste Option: Text
Mac OSX 10.4.x‘ No ‘ Not Enabled ‘ Not Enabled ‘ Not Enabled | Not Enabled
Default Smart Paste OptiorDestination
Mac OSX 10.4.x| No | Not Enabled | Not Enabled | Not Enabled | Not Enabled
Default Smart Paste OptiorSource

| Not Enabled | Not Enabled | Not Enabled

Mac OSX 10.4.x | No | Not Enabled

Table7: SafariSmart Paste Functionality

9.5.7 Internet Explorer 6

Default Smart Paste Option: Prompt

Launches
Optioned Smart | Pastes w/o Word
WinXP No No Yes Paste Dialog Formatting
Default Smart Paste Option: Text
Pastes w/o
Pastes as Word
WinXP No NA Source Formatting Pastes as Text
Default Smart Paste OptiorDestination
Pastes w/o
Pastes as Word
WinXP No NA Source Formatting Pastes as Text
Default Smart Paste OptiorSource
Pastes w/o
Pastes as Word
WinXP No NA Source Formatting Pastes as Text

Table8: Internet Explorer 6 Smart Paste Functionality
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Default Smart Paste Option: Prompt
Launches Pastes w/o
Optioned Word
WinXP No Yes Smart Dialog | Formatting Pastes Text
Launches Pastes w/o
Optioned Word
Vista No Yes Smart Dialog | Formatting Pastes Text
Default Smart Paste Option: Text
Pastes w/o
Paste as Word
WinXP No NA Source Formatting Pastes as Text
Pastes w/o
Paste as Word
Vista No NA Source Formatting Pastes as Text
Default Smart Paste OptiorDestination
Pastes w/o Pastes w/o
Word Word
WinXP No NA Formatting Formatting Pastes as Text
Pastes w/o Pastes w/o
Word Word
Vista No NA Formatting Formatting Pastes as Text
Default Smart Paste OptiorSource
Pastes w/o
Paste as Word
WinXP No NA Source Formatting Pastes as Text
Pastes w/o
Paste as Word
Vista No NA Source Formatting Pastes as Text

Table9: Internet Explorer 7 Smart Paste Functionality

9.5.9 XHTML Compliance
TheXHTMLeditor is designed to ensure all content entdrimto anXHTML element complies

with the W3C XHTML Transitional Standard. As a result, upgraded and/or entered content may
be modified to meet thistandard This section describes additional options relatedhis
compliance feature.

Cleaning Option Terms:

1 HTML Validatiorg A utility that checks for invalid HTML code and attempts to correct
it.

1 XHTML Editor Validatiom A set of functions in th&’HTML Editor that check for invalid
HTML code and then attempd correct it.
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Action XHTML Cleaning | XHTML Validation
Creating Content in th¥HTML Editor No Yes

Smart Paste Source Option Yes No

Smart Paste Destination Option Yes No

Smart Paste Text Option No No

I tA01TAY3 a! LIRIFGSE Ay Yes Yes

Tablel0: XHTML Cleaning

JavaScript

TheXHTML Editor suppostHTML and ensusthe operational integrity of the applicatiorit
provides limited support for JavaScripttaat language couldhodify content or functiosthat
would confict with the XHTML Editoor the application. Any script that references or modifies
the document object or the window object coulduhagethe function of TinyMCE

Ingeniux camot guaranteeor supportthe function of any scripadded to thexHTML EditarAll
JavaScript addeid required to meeECMA Complianc®eviewall JavaScript fahat
compliance.

<Applet> Tags

TheXl ¢a] 9RAG2NI R2S&a y2i0 LINB@GSyid (GKS dzasS 27F |wWk gt
possible that some Applets may not function as expected.
If an Applet attemptgo control the browser or is in some way unstable, the application may
encounter difficulties. The stability of the CM3ient cannot be guaranteed when linking to
content via Applets within akHTML section.
Unsupported Tags or Tag Configurations
AnXHTMLsection represents only the content inside thgdy> tag of an HTML document. For
this reason, a number of tags are not supported within the edifmy tag required to be in the
header of an HTML document, including #wead> tag itself, is not suppoed in theXHTML
Editor.
| SNBEQa | LI NIHAFE fAAGAYy3a 2F dzyadzLJl2NIL SR Gl Bgay
<base> <basefont> <body>
<center> <dir> <Head>
<HTML> <frame> <frameset>
<Menu> <s> <strike>
<Title> <u> <xmp>
Additionally, a number of tags require attributes, content, and/or nested tags to form valid
XHTML. TheHTML Editor may delete or otherwise alter these tags to maintain compliance.
I SNBEQ& | LJ NI Amdybefaketed: Ay 3 2F Gl 3a& GKI G
<col> <colgroup> <caption>
<object> <optgroup> <param>
<script> <style> <tbody>
<td> <tr> <thead>
140
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9.6 Spell-Check Settings

TheCMSemploys an opefsource speitheck system called NHunspell. It features customizable
OpenOffice dictionaries that can be downloaded from
http://wiki.services.openoffice.org/wiki/Dictionaries . Many of the specialty

dictionaries (e.gmedical, legal) are also available for free in a variety of languages. OpenOffice
provides a stefby-step tutorial on how to create your own dictionary at
http://lingucomponent.openoffice.org/dictionary.html

Note: The NHunspell spatheck system is comagible with both OpenOffice.org 2.x and 3.x
dictionaries.

The NHunspell system provides the following functionalities:

1. Check Wordg Receives a list of words to be spetlecked and returns a list of words
that are misspelled. Two types of words are iggth words in full caps, and words with
more than two capital letters.

2. Get Suggestiong Provides a list of suggestions for each misspelled word. Suggestions
include added custom words.

3. Learng Adds words to a dictionary extension for a given languagedgVstored in the
dictionary extension are removable.

4. Removeg Deletes a custom word from a dictionary extension for a given language.
Only custom words can be removed.

9.6.1 Using Spell-Check

To use the speltheck feature in th€MS open theEdit Formfor theLJr 3S @& 2 dzZQR £ A {|S

and clickSpelicheclon the toolbar at the top of th&€MS Clientln all spetcheck enabled fields
(text or HTML), red lines will appear under misspelled words.

For each misspelled word, a drojpwn menu will provide options tohoose a suggested
replacement word, add the word to the dictionary, ignore the word, ignore all instances of the
word, or move to the next or previous misspelled word:

G2
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|= Edit Form I‘@Pagewew I{g'Categoﬁze I@rHistory I £ XML I"g]j\nalytics 1

| Page Properties
o5 Page Name: [Academics | Schema: Section Front
| 1ID: x198 Assigned To: & admini X

= Title [REQUIRED]
< L=

[ [Academics | J
5 Abstract [REQUIRED]
g L <
im dolor sit amet, consectetur adipisicing elit, sed do eiusmod tempor incididunt ut labore et ‘
Q Morel \
J Lore Click arrow to expand\collapse Group Element: =
Gr Lorem
Lo-rem
on Name
Lore m ‘
Add | J |
Ignore F Bar Title ‘
Ignore All | J ‘,
Next scription ‘
[ |
- | v
4 | »

Figure63: The SpellCheck context menu

2 KSy @& 2 dzQ @l&ctiov fror $he dropdbwn, the suggestion menu will open for another
misspelled word. To spatheck a particular misspelled word, click otvithen spelichecking

the title field, you can type in your own custom spelling in the elogyn menu, but thiswill

not add the custom word to the dictionary. Also, if a suggested word comes from the list of

custom added words, it will appear in the drdpwn beside a delete icon. Using this icon, you
can delete the custom word from the dictionary.

To stop the spéicheck before it has completed, cliClancel Spellcheck

9.6.2 Managing Spell-Check and Dictionaries

To manage spetiheck settings, go tAdministration > System Optionss CMS> Spellcheck
Settings>Manage Spellcheck Dictionaries

Manage Spellcheck Dictionaries

Use the + and - buttons to add and remove languages. Adding a language makes it possible to spellcheck
content in that language. To add a language, you need to have the corresponding OpenOffice dictoinary
files.

Deutsch (Beutschiand) - German (Germany) [de-de]

Dictionary File: de_de.dic s s
Affix File: de_de.aff Update Dictionary F"el

Enalish (United States) [en-us]

Dictionary File: en_us.dic i 3
Affix File: en_us.aff Update Dictionary F|Ie|

Espanol (Mexico) - Spanish (Mexico) [es-mxd

Dictionary File: es_mx.dic T =
Affix File: es_mx.aff Update Dictionary F|Ie| B
\
Savel

WL INQE TUE. oI

142



INGENIUX!

CMS 8.0 Administrator Guide

Figure64: The Dictionaries Manager

In the Manage Spellcheck Dictionarigmne, an administrator can add new language
dictionaries or upload updates for existing dictionaries.

OpenOffice dictionaries always contain two files: iie file and theaff file. Both files need
to be uploaded in order for the dictionary to worlNdte: OpenOffice dictionary file downloads
are always compressed. If a download comes with the extensior> A dip Qfdle ahd needs
to be renamed accordingly drexpanded.)

To add a custom dictionary, locate the appropriate .dic and .aff files. Then ensure that their file
names match the file name for the dictionary. For example, for the American English dictionary
GSdrazé e2dz ¢g2dzZ R Y S SeRusidi® amnttbdfua R(noFchdesdrisitivg)l Y S R
To add or remove a dictionary, use ther - buttons. Clicking below the list of dictionaries
will bring up theSelect language for which to add dictionafigld. Choose the appropriate
language from the droplown menu and then clickipdate Dictionary FileUse theUpload
Dictionaryand Upload Affixbuttons to select and upload the appropriatic and.aff files.
6,2dz Oy |f&a2 IRR FAfS& (2 SEAaGAY3I RAOGAZ2YI NR

making changes, cli&ave

9.7 Publishing
Severahspects of publishing can be configured in System Options.

(s
QX

9.7.1 Exports

The following attributes and their Wwges are returned with a page pulled into a navigation:
Name

XID

URL
Shema

=A =4 =4 =9

These attribute values am@btainedfrom the referencd file. In addition to thesethe following
system elements are also available:

1 MarkedForPublish

9 PublishAs
1 StartDate
1 EndDate

Additional information can be pulleffom a page by exports. TH&MSusestwo types of
exports: global and locaBlobal exportapply to all pages in the siteocal exports apply to the
specific navigation containing the local export.

Global exports ardefined for an entire site vi&ystem Options> Publishing> Navigation
Exports Global &ports define aasesensitive termcorresponding to arelement> in the XML
file. Once a fpbal export has been added, all navigations will include the element value
whereverthe element has a value.

Local exports are defined the Edit Pane faspecific navigéons. Local exports can use
complexXPath queriesto readthe values ofttributes, metadata, and componentiat arenot
available to gpbal exports.

143
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The global exposgtoption manages global elements. Global elements allow additional elements
to be pulled into a nagation beyond the standard fouxgme ID, URL, andSchema) for all
navigations in a site.

Considethe following factorsvhen using ®bal elements:
1 A dobal elementnot should be duplicated in a locglement.
1 Global elements are case sensitive amaistmatchexactlyto function.

1 Global elements will not puin elementsfrom a componentThis expormustbe done
locally.

Navigation Exports
Fill in the exports you want below.

New| Remove

Name Value

Title Title
Abstract Abstract
FeatureOnGateways FeatureOnGateways

Savel

Figure65: The global exports option

New ¢ Adds a global element tthe system.To add an element, seleblew, enter the text for
the element and clickSave

Removeg Deletes the selected global elemeriio remove an element, select the element and
selectRemove

Export Performance Notes

Standad navigdions are slightly faster thanapal exports btthe difference is negligibl&.he
steps to process standard navigat®ard navigations with globalgports are similarin
general, navigations

1. Determine a list of pages in the navigation

2. Open butdo not expand each page in the navigation list.

3. Read the page attributes and any additional system attributes.
4. Pull any tpbal exort values

The difference in performance stems fraitme additional step of collecting éhvalues of the
global exports. tAndard navgations and navigations usin@pbgal exports ardoth cached
during publish.

Localexports take longer to process. Loeaports

1. Determine a list of pages in the navigation
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2. Open and expand e page in the navigation list

3. Query the reference file angkadthe four page attributes and any additional system
attributes.

4. Query the page antead any ¢pbal export values

5. Execute anyolcalexport XRth queries against the XML and then populéteith the
results of the query

The second stejm the processaboveis the source of the difference performance between
global and local exportd he page and all of its dynangtementsmust be expandetb ensure
the accuacy of the local export queryfhis includeseadingany dynamic content such as
content pulled from a databas@he time to render a navigation with local exports increases
dramatically with the number of pagepulled into a navigation.

Best Practices for Exports
Use global exports over locatorts.
Use local exports forcasesvhen a rich et of data is required for theavigation. Tk

page set should be smaléver than 2Q. The pages within the navigatishoud not
contain database querieg)serts, or other dynamic content.

1 Local eports should never be used on sigde structures such as sitemtrols.

9.7.2 XSIL-FO Processor

The XSEO Processor makes it possitigjenerate aPDF A f S R S NRA @ SUBlishElNE Y
pages. The XS1O server iseparate from theCMSand DS S$ervers andnustbe installed and
configured independently of thEMSand DSServers.

s

XSL:FO Processor for Generating PDFs

Ingeniux FO Service Setup

Server |[localhost |
Port [25 |

Options

Additional Configuration File [citest

Permissions

No Copy MNo Print
No Edit Mo Annotations ||

m

Quiet Mode Debug Mode

Save <

Figure66: The XSIFO processor

Q)¢
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Serverg Yecifies the hoshame or thelPaddress of the XSEO server used to process the
publisred XMLand conert the output into a PDF fil&his setting createa linein
\ xml\ settings \ settings.xml

<FOPServer>FO.ingeniux.com</FOPServer>

Port ¢ Yecifies the port number uselly the XSLFO server to listen for requests to process
publisked XML This setting createaline in\ xmi\ settings  \ settings.xml

<FOPPort>8080</FOPPort>

Additional Configuration File& Soecifies the location of a configuration file used to pass
additional configuraion information to the XSEO erver. This setting createsline in
\ xml\ settings \ settings.xml

<ConfigFile>c: \ windows \ foconfig \ config.txt</ConfigFile>

No Copy Encrypts the file and remmves copy content permissioriBhis setting createalinein
\ xml\ settings \ settings.xml

<NoCopy>True</NoCopy>

No Print¢ Encrypts the file and removes edit content permissions. This setting cradites in
\ xml\ settings \ settings.xml

<NoPrint>True</NoPrint>

No Edit¢ Encrypts the file and removes printing peissions. This setting creatadine in
\ xml\ settings \ settings.xml

<NoEdit>True</NoEdit>

No Annotations¢ Removes edit annotation permsgon. This setting createaline in
\ xml\ settings \ settings.xml

<NoAnnot>True</NoAnnot>

Quiet Mode¢ Suppresses FOBuUtput information such as page sequence generation, warnings,
and informational outputsThis setting createsline in\ xml\ settings  \ settings.xml

<QuietMode>True</QuietMode>

Debug Modeg Provides more dtailed error reporting and endf-generation metics. This
setting createsline in\ xml\ settings  \ settings.xml

<DebugMode>True</DebugMode>

9.7.3 URL Map Versioning
In CMS 8.0, you can limit the number of versions of Structured URL Maps.

[ System Options &=

Structured URL Maps Version Control

Set the maximum number of versions the CMS will keep for its Structured URL Maps. Oldest versions will be removed as
new versions created, so that the number of URL Map versions will not be over the given limit.

Upper Limit: [50 =

To set the version limit for Structured URL Maps:
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1. On theSystemOptionsmenu, openCMS> Publishingand clickStructured URL Maps
Version Contral
2. Enter a version limit in the Upper Limit box and cBelve
9.8 Changing the Application Name

In the System Options tree, you can change the application name that appears in thelefpper
corner of theCMS

% Ingeniux CMS

To do so, go téddministration > System Optionss CMS> Application Name enter a new name
in the text field, and cliclsave

Application Name

Set the title of the CMS. The title will appear above the toolbar in the upper-left corner of the application.

Application Name: [Test Name] |

Atfter refredhing the browserthe new application name will appear.

} Test Name

9.9 Disabling Auto-Save

By default, the CMS saves a page when a user navigates away from the Edit Form. This auto
alr @S TSI Gdz2NBE Aa RSaA3IYSR (2 LINBGSyletalza SNA
disable this feature, navigate tddministration > System Options> CMS> Auto-Save uncheck
Enable AuteSave and clickSave

9.10 Configuring a Reverse Proxy

To configure a reverse proxy server, havigatddmninistration > System Options> CMS>
ReverseProxy, enter the URL for the server, and clékve

Reverse Proxy Configuration

Configure Reverse Proxy Lookup Setting

Server URL: |

9.11 WorldView

The WorldVew feature in theCMScontrols globalization and localization settings, language
mapping, and page translation workflows. Using WorldView, you can customize your content so
that visitors and contributors can interact with your site in different languages. Only
administrators an change WorldView settings.

9.11.1 Configuring WorldV iew

To enable Worldw, go toAdministration > System Options> CMS> WorldView and check
Enable WorldView

T N2 Y
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WorldView Configuration

WorldView is a set of Ingeniux CMS features that control globalization and localization settings, lingual mapping,
and content localization workflows.

Enable Worldview:
Enable Top Language Selection Menu (Requires a Browser Refresh):
Available languages for page language settings:

|Eng|ish (United States) [en-us]

Content Localization Workflows:
Workflows for the Worldview Content Localization System not yet created.

Create Workflows for Worldview Content Localization System

Figure67: Configuring Worldview in System Options

To change the Ul language of the CMS, first ensureBhable Top Language Selection Menu
Ada OKSO|lSR® LT AGQa y2iG4x OKSO1l Al FyR NBTFNI
With the language selection menu enabled, you can tisiguagen the top menu bar and

choose Englistgpanish, French, German, Chineselapanesas the language to be displayed

in the CMS. This setting will not affect the content displayed on the live site. It will only change
the labels and dialogs within the CMS.

WorldView comes with prebuilt locadition workflows to help streamline the process of
translating content in the CMS. To deploy WorldView workflows, Clielate Workflows for
WorldView Content Localization System

Usethe +and- buttons to add languages to, or remove languages from, gtefiAvailable
languages for page language settinleese will be the language options available for your site
content).

9.11.2 Criteria for Translating Pages
To be translated via the Worldview feature, a page has to meet the following criteria:

1 The page mustda clone (se#laster and Clone Pagéglow).

1 The page mast be assigned tthe current user

1 The wrrent usermust be configured with the ability to write in the language into which
the page will be translated (se&etting User Language Abilitieslow).

Master and Clone Pages

In the CMS a master page is essentially the original version of a page, while a clone is a copied
version intended for translation. Master and clone pages are mapped to each other and exist in
relation to each other. That is, a master page is always mafipadime page, and vice versa.
Master/clone mappings are displayed in the expanded page properties of a given page.
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Page Properties

", Page Name: [Academics |
ID: x198

Created: 10/15/09 3:00 PM

Last Modified: 7/26/11 11:19 AM

In Workflow: Clone Page Workflow for Translation
Current Workstate: Published

Current Work Group: Administrators

Start Date: Not Set

Schema: Section Front
Assigned To: & adminl
Created By: Ashley Christensen

Last Modified By: adminl
Last Transition Comment:

End Date: Not Set

Publish As: Not Set

Language: francais (France) - French (France) [fr-fr]
Master Page: No Master Page

Clone Pages:
Academics (x480) English (United States) [en-us] =
] ~ [l B

Figure68: PagePropertiesshowing master andcdone mappings
The languages of the master and clone pages are recortied the mapping is created.
You can create mappings by copying and pasting from one region root to another.

_|New »
= Rename
2 sRefresh
o Cut
_ +Copy

il Paste new Region Root

{# Delete

Z/Add to Workflow

4 Assign To... >
wiAdvance

[=%Show History

-~ |Send Mail

42 |Check Out »
5|Check In »
$24Undo Check Out »
{2JRollback

& Mark/Unmark for Publish b
= preview

49Publish »
7| Page Properties

If you copy a page and try to paste to a different locale, @ different page language) the
context menu will display a new option in the drdpwn: Paste new Region RooT his option
will create a mapping between the files.

If you drag a page from one locale to another, you will be prompted to confirm that you want to
create a new localized version of a page. You cannot copy from one loealetteer and keep
the same page language.

Setting Page Language
If not specifically set, the language property for a given page is by default inherited from its

parent. Pagdevel changes to default language settings are stored inotfag  attribute of
Page elements in thaeference.xml  file.

WL INQE TUE. oI

149



INGENIUX!

CMS 8.0 Administrator Guide

To change the language of a page, rigltk the page in the site tree and open thanguage
tab. Then select a language from tRage Languagérop-down menu.

Q\v‘

[} System Attributes @ Language - Page Creation Rules {©)) Page Security | ¥ Mark for Publish
Set Page Language

Set page's language and region. These settings vill determine the page's language-specific display on the Run-Time site.

Page Language: |fran<;ais (France) - French (France) [fr-fr] b

‘%J Cancel
—

Figure69: Changing the langage of page in the Page Properties dialog
If a page already has adjual mappingits languaged y Qi 6 S OKI y3ISR
9.11.3 Translation Workflows

TheCMScomes with two prebuilt translation workflows: Master Page Workflow for Translation
and Clone Page Workflow for Translation. These workflows are designed to make the
translation process straightforward and transparent.

The following tables outline the wkstates, transitions, and actions that constitute the
translation workflows:

State Name Master Clone
workflow workflow
Ready for Translation X X
Translating X X
Translation Complete X
Proofreading X
Implementing Proofreading Feedback X
Reviewing X
Implementing Review Feedback X
Translation Project Complete X X

Tablel1l1: Workflow States
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Name Start State End State Master | Clone | Actions
Start Translation Project | Ready for Translating X Cannot advance if any
Translation of its clones are not in
"Ready for Translation"
or in "Translation
Complete" state.
Will push all clone
pages to clone
workflow and into the
"Ready for Translation"
state.
Handout to Translator Ready for Translating X Check out
Translation
Translator Finished Translating Translation X
Translation Complete
Handout to Proofreader | Translation Proofreading X
Complete
Proofreading Feedback to| Proofreading Implementing X
Translator Proofreading
Feedback
Handout to Reviewer Proofreading Reviewing X
Reproofread Implementing Proofreading X
Proofreading
Feedback
Review Feedback to Implementing Reviewing X
Translator Review Feedbacl
Rereview Implementing Reviewing X
Review Feedback
Finalize Translation Reviewing Translation X Check in.

Project Complete Check master page; if
all clone pages are in
this state, advance
master page via
GCAYLFTAI S t
transition

Finalize Project Translating Translation X Custom
Project Complete
Content Ready for Translation Ready for X Custom
Translation Project Complete| Translation
Ready for Translation Translation Ready for X Checks if master page
Project Complete| Translation in ready state. If not,

62y Qi Fift2g

Table12: Workflow Transitions

9.11.4 Setting User Language Abilities

To translate a page in theMS a user needs to be able to see fhimnslatetab. Users can only
see this tab if their user settings show that they can write in the translation target language
(i.e., to access thd@ranslatetab for a page that is to be translated into French, you need to be
defined as a user who can write in French).
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¢2 RSTAYS | dza SN AdriinistyafbdzU3eds/Groops Usensahdugesthe 3 2 G 2
+ buttons to add langugesthat users can read and write
Groups  Users  Advanced
User Name (*info | Memberof | Effective Permissions | Assignments |
Andrew D User ID: Jadmin1
Andrew Douglas User Name: [admin1
Anonymous User
Amold Email: [somebody@ingeniux.com
Arnold Wang I Receive Workflow Notifications
Ashley
Ashley Christensen ‘ E Integrated AccountJ
Chris L
Chris Lee
Dave Hillis Languages Husercan read
David Hillis
Ingeniux Xite Admin &
Jim
Jim Edmunds Languages user Gan Wijie,
John Lewin
Nathan [fran(;ais (France) - French (France) [fr-fr] :\‘]
Nathan Eggen
Shannon &
Shannon McKinney _
« >
Figure70:5 STAY Ay 3 | dzaSNDa fFy3dz3IS FtoAfAGASE
9.11.5 Translate Tab
The actual work of translation takes place at #ranslatetab, which appears to the right of the
Edit Form in an open page.
S EditForm | Translate |i’Pagewew | <Ecategorize | @History | cixmL T‘;;’g]Anal—_}s
Ingeniux CMS Content Translation Editor —
= English (United States) [en-us] frangais (France) - French (France) [fr-fr]
Cost Calculator (x205) [Cost calculator
3 Title [REQUIRED] ‘a Title [REQUIRED]
|Cost Calculator | J Cost Calculator
A'ﬁ Abstract [REQUIRED] Q Abstract [REQUIRED]
ICost Calculator | Cost Calculator
J"ﬁ Navigation Name - D Navigation Name
[Cost Calculator l 2 ‘Cost Calculator
“j Browser Bar Title 7:1 Browser Bar Title
_‘3 Meta Description o [ Meta Description
dl M. Aloto Kosmaronde [ Rt Iosoncomds I LILI
Figure71: The Translate tab in the Edit Form
The Translate tab will only appear under the following conditions:
1 The page is a clone.
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1 The page is checked out and assigned to the current user.
9 The current user is an administrator is configured with the ability to write in the
language of the page locale.

The Translate tab features sitig-side text fields designed to make the work of translation as
efficient as possible. The grayedt left fields display the master page text.eliwhite fields on
the right show the clone text, which the translator will translate into the target language.

If the master page and clone pabave diferent schemas, th@&ranslatetab view will always be
based on the clone page schema.

9.11.6 Translating a Sit e
To translate the content of a site, follow the steps below:

1. {Sd GKS YIFadSN) aAdsSQa Ne2d L¥»3AS G2 | alLl
descendants inherit the parent language.

2. Create a new language branch.

3. Create a new root page and set its localehe target language.

4. Copy the desired pages from the master site and paste them into the new region root.
The pages will automatically become the clones of the master pages, while maintaining
their locale inheritance in the new root.

5. Translate the pastedgges and approve them.

9.12 Emaill

TheCMSuses the Microsoft Collaboration Data Object (CDO) application programming
interface within Windows Server 2003 and 2008 to send email notifications as part of the Send
Mail and Workflow notification features.

Thisinterface supports the standard SMTP mail service. By default, all email messages are sent
using Integrated WindowAuthentication (NTLM) via the Applicationd? account for theCMS
website. Typically, this is the Networ&r@ice account.

Mail can be set to a local SMTP service configured on the same server &3Msserver or
to a remote SMTP server. Typically, external SMTP servers are used in order to prevent agents
external to the network from using SMTP as an email relay and to consolidate entibhs in
one server. (An SMTP service installed on the same server can also be secured to prevent
outside agents from using it.)

ISOAFAO
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} Ingeniux CMS

Welcome admin1 | SignOut | Language | Help~ | 9 0-0-

Refresh @ Preview 4 Publish Site | F Assets

) Site &8 {3 System Options =

i) Assignments

Email Settings

= Apps.
) Search

Specify the name of the SMTP server used to send mail

€ Administration Server Settings ‘

SMTP Server [localhost | Port: [25

In-Context Editing

Options ‘

Delivery Options: [Remote ~ ] Authentication Options:

User Name: | ]
Passwort d: [ T

[ B Spelicheck Settings

Manage Spelicheck Dictionaries
[ £ Publishing

hi

Design-Time Logging
Log File Size
File Locations = Save|

Figure72: Email settings in System Options

Email settings can be configured@tstem Optionss CMS> Email

Compatibility with other SMTP servers depemngien the implementation of these standards by

Microsoft and other SMTP servers. Incompatibilities may exist.

9.12.1 Securing SMTP Service

Ingeniux recommends securing the SMTP seagainst malicious é&mpts to use ias a relay
for emailoriginating outside the local network.

To secure SMTP service
1. LaunchlS6.0Manager.

2. Rightclick on the SMTP virtual server used by @MS(typically, this will be the
G5SFldzA G {ad¢t =chckHioderties. { SNIISNEOLT f ST

3. Select theAccesdab and click the&€onnectionbutton in the Connection Control

section.
4. { St SO0 GKS 2LJXaA2y ahyfteée FTNRY (GKS tAad o
5. Enter the IP or host name for the website.
6. ClickOK These settings prevent any email originating from arsiolet IP address or
domain unless specifically added via #had button. Leaving this option blank ensures
only email originating from the server itself will be sent.
7. Returning to theAccesgab, click theRelayd dzi 12y Ay GKS dawSft |
8. St SO0 (GKS 2LJiA2y ahyteée FTNRBY GKS tAaid 0
9. ' yOKSO]l GKS 2LJiA2y al!ftft2¢ |ff O2YLlziSNA&
NEIFNRt Saa 2F GKS fArad o020So¢é

10. Enter the IP or host name for the website.

St 26 D¢

NB & G NR ¢
bf 29 D¢
gKAOK
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11. ClickOK These settings prevent any SMTP server fresinguthe local SMTP service as a

relay.

12. ClickOKat the bottom ofthe Propertieswindow to save the settings.

13. If possible, reviewlicrosoftrecommendations for securing an SM3dtver.

9.13 Logging

TheCMSsystemprovides robust logging of both tHéeMSand DSServers TheCMSogs
publishesand content previews TheDSSogs page transformations.

CMS pblishing actionsire logged in two places:

1 Publishlogs¢ Located ir[site]\xmkpub andnamed for the dateand timeof the publish
(for example, publishLog2012-06-19-16-24.xml These logs can be viewed in the

Publish Monitor.

1 igxcsapilog ¢ Located, by default, in thisite] directory. The log file name can be
configured, but it defaults tigxcsapi.logAfter the log file reaches a specified size, a
new log fle is opened and the old log file is renamed to add the date/time to the name.
These log files cannot be accessed throughGMS Client

9.13.1 Publishing Logs

Publishing logs produce output similar to the following:

/>
/>
/>
/>
/>
/>
/>
/>
/>

07/12/2006 20:57:52 ">

844" TotalTimeSeconds="

0.736842 " AvgPagePublishSeconds="

<?xml version="1.0" >
<PublishLog  StartedAt="
<PublishSucceeded ID=" x1" />
<PublishSucceeded ID=" x224"
<PublishSucceeded ID=" x234"
<PublishSucceeded ID=" x237"
<PublishSucceeded ID=" x238"
<PublishSucceeded ID=" x334"
<PublishSucceeded | D="x335"
<PublishSucceeded ID=" x336"
<PublishSucceeded ID=" x417"
<PublishSucceeded ID=" x424"
<PublishProfile TotalTimeMillis="
AvgPagePublishMillis="
TotalPagesPublished=" 19" />
</PublishLog>

0.844 "
0.000736842 "

Dependingon the frequency of publishes, Ingeniux recommends archiving publishing log files
once a weekYou can automate this process witscheduled task using a Windows script or

command file.

To automate logrchiving follow these steps, making appropriate modificatidosyour server

environment

1. Create an archive folder ifsite\xmhpub.

2. Create a Windows command file:
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a. OpenNotepad

b. Copy and paste the following into a new document:
@echo off
[drive letter of CMS ]
cd [path to the site] \ xml\ pub\
Xcopy *.xml [archive directory] \
attrib T r publishlog*.xml
Del publishlog*.xml
c. Changddrivel  etterof CMS ] to the letter of the drivecontaning theCMSsite.
d. Changédpath to the site] to the path tothe CMSsite directory.
e. Changéd archive directory ] to the pathto the archive folder
f. The complete text of the file should look something like this:
@echo off
C.
cd C: \igxsites \ CMS8Q xml\ pub\
Xcopy *.xml archive \
attrib T r publishlog*.xml
Del publishlog*.xml
3. Go toFie >Saveand navigate to théocationg KSNE &2 dzQR fA1S (G2 al @S
4. In the Save asype menu, chooseAll Files
5. For a file name, mer publishlogarchive.cmdClickSave
6. Go to Start>All Programs> Accessories System Tools Task Schedulegind, from
the Action menuselectCreate Basid ask (Note: These steps describe setting up a
scheduled task in Windows Senz808 The steps will be slightly different for other
versions of Windows Servér.
7. Enter a name ancdptionally, adescription forthe task and clickdext
8. SelectWeeklyand clickNext.
9. Select a start date, a time, and a day of the week for the @b&kNext
10. SelectStart a programand clickNext
11. Browse to, and selecpublishlogarchive.cmdClickNext.
12. ClickFinish
156
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9.13.2 Configuring CMSand DSSLogging

You can configure logging for tliMSand DSSn the Administration pane of theCMS Client
You can alsmake manual edits atkmhsettingd settings.xml

Both the user and the Applicatioro® account used by thEMSmust have full aces to the
directory and the log filewithout sufficient accessthe CMSwill encounter an errorlf the DSS
site is located on a separate sengand in most implementations it isthen you need to
ensure full access ahe DSS too

9.13.3 <Logging> Element

Ingeniux recommendthat loggingbe configuredvia the System Options user interface.

| 26 SOSNE A e ®&onfigdreil@ginglthandaliydettings.xml To configure logging
manually, opersettings.xmin a text editor and entevalues for the child elements of the
<Logging=element.

Here, listed under their elements, are thefdult values and value typethat canbe configured:
<DesignTimeLogFile>
Default value: one
Value ype:[DirectoryPathj[FileName].log For example,
d:\igxlog4 corpsitaigxcsapi80.log
<RunTimelLogFile>
Default value: one
Value ype:[DirectoryPathy[FileName].log For example,
d:\igxlogdlivesitaigxsvrxml80.log
<DesignTimeLogLevel>
Default \alue: 2
Value type:nteger value &3 *
<RunTimeLogLevel>
Default value: one
Value type:nteger value @B *
*These values represent CM&yging levels:
0 = Errorg; Logs only publishing errors.
1 = Warningg Logs publishing errors and warning messages.
2 = Infog Logs publishing errors, warnings, and genané&rmation.

3 = Debug; Logs publishing errors, warnings, general information, and each action taken by
igxcsapi80.dikindigxxmlsvr80.xml
9.13.4 CMSLogging

To configureCMSogging, go ttAdministration > System Optionss CMS> CMSLoggingand
configure the bg File Name and Logging Level.
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3 Ingeniux CMS

me admini |

eck | @ Refresn

v 4 PubiishSite | F Assets

@ Dashooard M new - B szve | Brrename BaszionTo - B
) Site -- All Publishing Targets— 3 System Options <=
(1 Assignments :
S aps CMS Logging
©) Search

& Administration

Enter the path and file name for your CMS log. Example: C:\IGXLogs\igxcsapi.log.

Log File Name: [cligxsites\cms80wmI. igrcsapllog

Logging Level: |Informational ~

[ workflow
[ B Custom Tabs
Display
Permissioning
] XHTML Editor
[ spelicheck Settings
[ Publishing
Archiving
Versioning
Application Name
Auto-Save

[l

Reverse Proxy
Site Properties
Worldview
Email

CMS Logging
Log File Size
File Locations
Time Zones -

Don't log error caused by empty component during preview. ||

Save

ut | Language - | Heip~ | EXCHIIIIIEEEEEE © © - @ -

n

Figure73: CMS logging in System Options

LogFile Namecg Defines the log file name and the directory to which the log file will be written.

This settily isseparate for theCMSandDSS

Loggind_evelc Defines the level of logging for tl@VSserver:

Errorsc Logs only publishing errors.

1

1 Warningsc Logs publishing errors and warning messages.

1 Informationalg Logs publishing errors, warnings, and general information.

1 Debugg Logs publishing errors, warnings, general information, and each action taken

by igxcsa@0.dll.

More information is written to the log file as the logging levels increase. Depending upon the
environment and the size of the site, the Debug logging leveirmpact performance. Ingeniux

recommends using Informational logging unless more information is required for debugging an

issue. If the Debug level is used, it should be on a temporary basis.

Hereare some samplig entries produced bthe various loggig levels:

Errors
[ERROR] [20060712T20:56:24] Could not write publish log: COM Error:
SetFileAttributes The system cannot find the file specified

Warnings

[WARNING] [20060315T12:02:30]

Line: 1635
File: \ xml_processor_base.cpp
Description: COM E

Error: Invalid class string

Source:

<xPower Name="AreasofExpertise" label="Areas of Expertise"
EditForm="MultiSelect.asp" Values="Management|Biotechnology
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Clusters|Corporate Governance" Query PageType="Expertise"
Query_LocationRoot="x160" met hod="ReturnRaw"
progid="IGX_dotNetComponents.ReturnRawClass" Query_Split="false"
Query_ElementAttributeName="Values" Type="ComExecute"
EditFormFlags="center:yes;resizable:yes;dialogWidth:500px;help:no;statu
s:no;dialogHeight:600px;"/>

[INFO] [20060315  T12:02:10] Site Startup Successful.

[DEBUG] [20060320T11:39:01] FileSystemLog::initLogFileWithSettings
called

To setthe log file sizdor both CMS and DSS loggigg toAdministration > System Options
CMS> Log File Sizand enter a value foMax Log File Size.

}' Ingeniux CMS Welcome admin1 | SignOut | Language * | Help ~ | D -0
@ Dashboard W New - B Save eck | @ Ref Preview 42 Publish Site | o Assets
&) {5 System Options
(il Assignments
Log File Size Setting
= Apps
Set the Design-Time and Runtime log max file size in KBs. When the maximum file size is reached, the CMS will start a new
2| search og file.
€ Administration Max Log File Size (KB):

[ [3 Runtime

Max Child Pages 7S [10240 |
Dependency Query Depth
Post-Publish Synchronization
Component Publish Setting

Archiving

Versioning

Application Name

Auto-Save

Reverse Proxy

Site Properties

Worldview

Email

Design-Time Logging

Log File Size

File Locations

Time Zones

& Manage Users and Groups
#* Manage Page Creation Rules

o

"

Save

Figure74: Setting log file size in System Options

Max LogFile Sizalefines the size of the log file in KB before a new file is created. This setting
applies to bothCMSandDSServers.

9.13.5 DSSLogging

To configurddSSogging, go tAAdministration > SystemOptions> Dynamic Site Server

Dynamic Site Servdrogging
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} Ingeniux CMS come admin1 out | Language ~ | Help~ | DN e-o-
@ Dasnooara I Hew save | IFRename M AssionTo - N Ay ow = | @ reresn B Preview 42 PublishSite | F Assets
4 Site - All Publishing Targets— ¥ 13 System Options =
.4| Assignments . ) =
S Anps Site Server Logging
Enter the path and file name of your DSS log. Example: C:\IGXLogs\igxxmlsrv.log
£ search
y———— File Name: [cligksitesicms80wmiligamisnelog
&) Find and Replace
| Schema Designer
& System Options ]|
[+ [ cMs
[ [ Dynamic Site Server
[ Server Variables
Cache E
Dynamic Site Server Logging
Allow Transform
& Users/Groups
#* Page Creation Rules
%2 Workflows
% Publishing System
Ed  publish Monitor
< Taxonomy
7] Reports L
& Localization
Save| T

Figure75: DSS logging

The DSSas four logging levels:

1
T
1

As with

Errorsq Logs only publishing errors.

Warningsc Logspublishing errors and warning messages.

Informational ¢ Logs startip and shutdown of the applicain, search errors, seareh
relatedmessages, errors wite configuration, traffic dataandother general
information.

Debugsc Logs files returned fromaxche, errors occurring witBSSxpansbn of pages,
and theigxxmlsv80.dll.

the CMS, ore information is written to theDS3og file as the logging levels increase.

Depending upon the environment and the size of the site, the Debug logging deviehpact
performance. Ingeniux recommends using Informational logging unless more information is
required for debugging ansse, in which case Debug logging can be temporarily enabled.

Listed below are some sample entries of the various logging levels:

Informational:

Debug:

[INFO] [20060726T12:53:56] Starting Runtime Server [ProcessID: 2924
ThreadID: 1988]

[DEBUG] [20060726T12:53:56] CXMLProcessorBase::doSequentialNav()

9.13.6 Windows DSSTraffic Logs

Using egistry value®n the DSS, you caonfigureDSSraffic logs. Théoggingconfiguration

applies toall DSSites running on the same server.

Here are he registry valuefor logging
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TrafficLogDateFormapeY/%em/%d} ¢ Speciies a logging date format for tHaSSraffic log.The
default values should not bénanged.

TrafficLogEnableTRUE/FALSE} ¢ EnableDSSraffic logging.

TrafficLogFile; Secifies a file path location for thBSSraffic log. Note that thedefault value is
invalid and should be modified.

TrafficLogRollover, Specifies a period fahe DSSraffic log

TrafficLogTimeFormapeH:%M.%S} ¢ Specifies a logging time format for tBeSSraffic log
The defaultvalues should not be changed.

TrafficLogTokeng Soecifies information to log. Valuesad to be separated by a spadene
available loging options are listed below:

161
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Token Sample Output Description
date date="200607-26" Records the date of the requests.
time time="10:45:48" Records the time of a request to tHeSSite.

server_name

server_name="t0x2003srv"

Records the domain serverame.

remote_host

NEBY20GSWK2&0GT bnj

Records the hostname or IP address of the client
making the request.

remote_addr

remote_addr="000.000.000.000'

Records the IP address of the client making the
request.

server_port

server_port="80"

Records port of request, normally 80 unless
otherwisespecified or 443fiISSL/HTTPS is used.

status_code

status_code="200"

ReturnsHTTP Status cod00 = OK, 403 = Access
Denied, 500 = Internal Error, etc.

(compatible; MSIE 6.0; Window{
NT 5.1; SV1; .NET CLR 1.1.432

referrer referrer="" Records the HTTP referrer, agailable in the
Request objectd.g. the site containing the link to
the requested page

user_agent user_agent="Mozilla/4.0 Records the user agent of thequesting browser.

request_method

request_method="GET"

HTTP prtocol method for the requesi.g. GET,
POST, etc.

content_type

content_type="text/html"

Records the content type of the response, e.g.
GGSEGKEYf X GUSEGKkKGYT

page_name page_name="Home" Records the name attribute of the document
element of theXMLpage that was requested.
page_type page_type="" Records the type attribute of the document
element of the XML page that was requested.
page_path page_path="/Content Records the XPowerPath attribute of the documer
Store/BAC/Pages/Home" element of the XML page that was requested.
script_name script_name="/baclive/x41.xml" | Records the SCRIPT_NAME value in the Reques|

object.

server_software

server_software="Microsoft
11S/6.0"

Records the Web server version implemented on
the server.

path_info

path_info="/baclive/x41.xml"

Records the PATH_INFO value in the Request
object.

document_root

document_root=""

Records the DOCUMENT_ROOT value in the
Request object.

path_translated

path_translated="BiGXSiteshac
\xmNhpub\BACIlivex41.xml"

Fle path to the requested fileg.g.
http://www.site.com/x123.xml ___becomes
DAsite\xmhx123.xml

content_length

content_length="0"

Records the length (in bytes) of the response.
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With the exceptions odiate , time , status_code , content_type , page_name, page_type , and
page_path , all tokens are taken directly fromthe ISBRE§ & i 20 2 S Ol Qéollefti®nNII S NE | NR | ¢
An API for this object can be found onlingla Microsoft site.

ThellSprocess controls th&affic.xmllogfile, which canot be opened with ampplicationwith
write access to the filéelo monitor the file in real time, use th#¥intail application available
with the CMS

1. Go toStart>All Programs> Ingeniux CM$.0 > Wintalil.
2. Navigateto traffic.xmland select it

The traffic.xmfile is reset &er the first HTTP reque$bllowing anlISreset.

Here is ashort sample traffic log

<?xml version="1.0"?>

<TrafficLog>

<HttpRequest time="12:42:00" date="2006 - 07- 26" server_name="t03 -
2003srv" remote_host="10.10.2.188" remote_addr="10.10.2.188"

status_c ode="200" referrer="" user_agent="Mozilla/4.0 (compatible; MSIE

6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322)" request_method="GET"
content_type="text/html" page_name="Home" page_type=""

page_path="/Content Store/BAC/Pages/Home"

script_name="/baclive/x41.xm I" server_software="Microsoft - lIs/6.0"
server_port="80" path_info="/baclive/x41.xml" document_root=""

path_translated="E: \ IGXSites \ bac\ xml\ pub\ BAClive \ x41.xml"
content_length="0" />

<HttpRequest date="12:42:08" time="2006 - 07- 26" server_name="t03 -
2003srv"  remote host="10.10.2.188" remote_addr="10.10.2.188"
status_code="200" referrer="" user_agent="Mozilla/4.0 (compatible; MSIE

6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322)" request_method="GET"
content_type="text/html" page_name="Admission" page_type=""

page_ path="/Content Store/BAC/Pages/Home/Admission"
script_name="/baclive/x245.xml" server_software="Microsoft - 11S/6.0"
server_port="80" path_info="/baclive/x245.xml" document_root=""

path_translated="E: \ IGXSites \ bac\ xml\ pub\ BAClive \ x245.xml|"
content_length="0" />

</TrafficLog>

9.14 Configuring External File Locations

Some CMS implementations store documents and media files on external servers. For example,
a site thatprovides media streamingould typically store media files on an external streaming
server.(Note: Images are not typically stored externally, becabsgtend to be smaller and
more frequentlyaccessed than other assets
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When documents and media are stored externally, separate URLs are pushed irgg _the
element to tell the stylesheetwhere to find the external fileg-or both document and media
files, two values need to be configured:

9 Locationg This can be &arddrive on the local server ordNC path, as long dse App
Pool identity can access iThe fle browser will go to thisolcation to look for and
upload documents.

1 URLPrefix This igthe URLreserved for runtime and previewhe syle sheet will
combine this RL with the actual asset path to construct fiad asset path.

To configureextemal filestoragelocations, navigat to Administration > System Options>
CMS> File Locations

External File Location Configuration

Set up external file location and URL prefixes. If you are not using external locations to store documents
and media, the following settings do not need to be changed.

Document Locations: | |
External Document URL Prefix: | |
Media Locations: | |

External Media URL Prefix: | |

Figure76: Configuring external file locations
Enter appropriate values in thext fields and cliclsave

9.15 Setting Time Zones

The time zone setting wo[ks in conjunctiaith the local time element in thedit form of the
CMS.Whemoi A YS T2yS&a IINB O2yFAIdzNBR Ay {e&tadSy
have any time zone options available.

4—?@ Local Time Element

Il @

Figure77: The local time element without time zaees enabled

When time zones are configured, time zone options are available.

L. Local Time Element

L

| | | @ Time zone: | -
h Central Daylight Time

E Multi-Select Element Eastern Daylight Time

‘ | Mountain Daylight Time

| Pacific SA Daylight Time

Figure78: Time zone options

To configurdime zones, navigate toAdministration > System Options> CMS> Time ZonesA
list of available time zoneappears in the edit pane.

hLIGA2Y
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Select an available time zone from the list below for the Local Time field element. The Time Zone setting on
the Local Time field will not be available if no time zones have been selected.

Available Time Zones
AUS Central Standard Time
AUS Eastern Daylight Time ‘

»

AUS Eastern Standard Time
Afghanistan Standard Time

| m

Alaskan Daylight Time

Figure79: Configuring time zones in System Options

Select theime zones that will be available to users; thetickSave (ClickingAvailable Time
Zonesreorders the list.)

9.16 Configuring DSS Variables

There are dozens ®{TTP server variables that daminrOf dzZRSR Ay | LI 35Qa S$ELI Y
Including all potentiavariables would makene XML unnecessarily largothe CMS lets you

sdect the server variables to incladh site pages at runtime. Thesariables are contained in
the IGX_Info element and storedn settings.xml

Most of thedefaultserver variableprovideaccess to clienrside information about page
requests.You can alsoonfigure custom variables to be includedrequest.Please notehat
including custom variables via System Optidass not create new variables. It simply includes
the value of custom variables if they already exist.

To configuredefault variables, go tddministration > System Options Dynamic Site Serves
Server \ariables> Default Variables

Default Server Variables Selection

Select the default HTTP server variables to be included in the IGX_Info element of expanded page XML.
Available Default Server Variables

ALL_HTTP

ALL_RAW

APPL_MD_PATH

APPL_PHYSICAL_PATH

AUTH_PASSWORD

AUTH_TYPE

| »

m

AUTH_USER
CERT_COOKIE

Figure80: Configuring DSS variables

Select the default server variables to be included inithe Info element of the expanded
LI 23S - a[® 2KSy @&2dz2QNBE 7T BadTd Q& optidng, digka a St S
Available Default Server Variables the top of the list.

(@]
[axtN
>+
N
<

To configure custom variables, goAdministration > System Options> Dynamic Site Servesr
Server Variables CustomVariables
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Manage custom server variables to be included in the XML element IGX_Info during page rendering.

New | | Remove

Figure81: Customserver variables

Toadd a custom variable, clitdew, enter the name of the variable, and press Enter. To o
remove a custom variable, selectit and chdmoved 2 KSY €2 dzQNBE FTAYAAKSR 02y ¥

variables, cliclsave
9.17 DSSCaching

To set up DSS caching of Xpdlges, go t&ystem Options> Dynamic Site Server Cacheand
configure the following values:

| Longuage - | welp - | ESCRI © | ® - ® -

eck | @ Refresh B Preview 4% Publish Site | T Assets

W Ingeniux CMS
@ Dashboard B vew - B save | B Rename BB AssionTo~ B Adva

@9 site — Al Publishing Targets-— v & {3 System Options &=
(41 Assignments
DSS Cache Configuration
= Apps
Change caching settings for DSS sites
17 Search 9 9 9
Enable Cache [«
& Administration
i) Find and Replace Trigger File: [xixmi
e
[ schema Designer Cache Page Size (Bytes): [10240
& ctom Options | | camhepage count
2 cMs () Never Expire @ Expire in (Seconds): [180 =]

[= [ Dynamic Site Server
[ Server Variables
Cache
Dynamic Site Server Logging
Allow Transform

«» Users/Groups

4 Page Creation Rules

%2 Workflows

&9 Publishing System

B4 publish Monitor

<% Taxonomy

[ Reports

& Localization

Figure82: Setting up DSS caching
1. Enable Cache Acheckboxthat enables DSS serveide caching

2. Trigger He ¢ Identifiesthe file path and file used by the server to indicate that files
have been published athe cache should be clearechiSis often set to
publishdone.txt located in the [publishingTargetDirectory] \ publishdone.txt
This setting creates a line\inml\ settings \ settings.xml

<TriggerFile> publishdone.txt</TriggerFile>

3. Cached Page SizeDefines the maximum sizen(bytes) for all pages cachethis
number should not exceed the amouot free memory in the system dye solargeas
to overwhelm the systermprocesor. This value should badjustedover time to
determinethe bestcache sizéor the specific environment. This setting creates a line in

\ xml\ settings \ settings.xml
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<CachePageSize>10240</CachePageSize>

4. Cache Page Courg Defines the maximum number of pages caclioedorethe cache is
cleared.This setting creates a line\irmi\ settings  \ settings.xml
<CachePageCount>30</CachePageCount>

5. Never Expire / Expire in (Secondspefinesthe length of time a page is cached
without being requested if it is not otherwise cleared from the cache due to a publish,
its size, orthe file numberthreshold This setting creates a line in
\ xml\ settings \ settings.xml

<ExpireTime>0</ExpireTime>
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10 Administration Tools

The CMS provides many tools to help site administrators and power users manage content.
Some of these administration tools are discussed elsewhere in this guide. This section provides
an overview of the remaining administration tools, many of which caadoessed in the
Administration pane.

10.1 Search

CMS8.0features a newCMSsearch system that replaces the Microsoft Indexing Server used in
previous versions of the CMS. The new search engine, accesshvidin the accordion

pane, provides indexing ofdividual text fields and can be configured to search for recycled
pages and previous versions of pages.

£ Search

| 'z}
\ I” Advanced |

Figure83: TheSearch feature in the CMS

To search th&€MSsite, enter keywords or queries in the search field. Queriesviolle syntax

field:value and can be joiad by and / or . For example, the following string would return

LI 3Sa 6AGK al OF RSYA0a¢é Ay SAGKSNI GKS dGAGtE S| FASER
title:academics or abstract:academics

There are a few details to keep in miadout the search functionality:

9 Search is not case sensitive.

T hyteée gK2fS YR K@LKSYlIGdSR ¢g2NRa NBE aSI|NOKIF of
Gl O RESEY AR £ £ NdS foldexs A LK IERS 62NR al OF RSYAO&aé Ay
Gl OF ¢ 2NJ al OF RSVAGHER SOYAMEG A @2 1 NB (i dzNy

1 The search feature takes into account a list of stop wofdiese are common words
that will be automatically filtered out of a search string. The search feature recognizes
the following stop wordsa, an, and, as, at, be, but, by, do, for, in, is, it, no, not, of, on,
or, that, the, this, to, will, with, you.

1 Depending on the size of the site, there may be up to astecond delay between
content updates and indexing.

1 A search will only return the 200 highesinked matches.

1 The searchesults table can be sorted by column, in ascending or descending order.

To open the advanced search options, chadkanced
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9

(il Assignments

&5 Apps

£ search

|Type in search keywords or queries )5 |

M Advanced|

IV Use checked-out page content
I Include recycled pages
™ Include content from page's previous versions

Page Type: - All Schemas -
Field: - All Fields -

Ll

Figure84: Conducting an advanced search

With advanced search enabled, you can choose to sezdrebkedout pages, recycled pages,
and previous versions of pages.

9 Site I-- All Publishing Targets-- | IS

(il Assignments

. Apps
] search
|academics 8

M Advanced|

IV Use checked-out page content
¥ Include recycled pages
¥ Include content from page's previous versions

Page Type: - All Schemas - 'z
Field: - All Fields - =
Rank “Name D - Date Modified Checked out Deleted _Version
Academics x480 7/27/11 8:54 AM X vo
Academics x198 12/7/10 7:44 AM v2
Academics x158 1/4/11 3:14 AM v3
WORCRH - Academics x198 1/4/11 3:14 AM vé
yoswse  Academics x198 7/19/11 9:39 AM v5
........ Academics x198 7/19/11 9:39 AM v6
Academics x198 7/26/11 4:18 AM v7
Academics x198 7/28/11 8:55 AM v8
Academics x198 7/28/11 8:55 AM v0

Figure85: Advancedsearchwith all checkboxescheckedand the pane expanded

Use checkeaut page contentis selected by default. With this setting selectedearsh
returns content from checkedut pages if a) the pages are checked out to the user or b) the
user is an administrator. Also, the Checked out column appears in the search table results.

Whenlnclude recycled pageis selected, searches include pageatthave been deleted to the
recycle bin, and the Deleted column appears in the search results table.

Ifyouselect y Of dzZRS O2y G Sy T NP Ysedrdhed Gilidcludelbditént fidmiza
older versions of pages, and the Version column will appethe search results table.

You can also narrow your search using Page TypandFielddrop-down menus. The field
values available are dependent upon the page type selected.

GSNBE A 2
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10.2 Find and Replace

The Find and Replace feature provides a convenient wagaials for and modify text values,
media assets, and page and component references. Using Find and Replace, you can easily
update sitewide content in one place.

To open the Find and Replace feature, navigatddministration > Find and Replace
- 0 o

review 4% Publish Site | T Assets

Sear T [
) search foaren 7 watch Case
& Administration
BE rrdsndrepice || Start at: [EDU Demo Site Folder @) - Include Child Items

) iNd an .eplace
| Schema Designer Search
[ System Options
& Users/Groups Result
#° Page Creation Rules
& Workflows

1

@9 Publishing System
B4 publish Monitor
<% Taxonomy

™ Reports

& Localization

Remove  Fix/Replace L]

Figure86: The Find and Replace feature in the Administration pane

Clicking the dromlown menu in theSearch foffield gives you four optiongiext, Asset
ReferencesPage/Component ReferenceandBroken ReferencedNo matter which option
@2dz aSI NOK 7T giathatfiedddode€dctia natigi tS begirks&arching from and the
Include Child Itemg&heckbox to decide whether or not to search the child nodes of the starting
node.

Depending on the value selectadthe Search foffield, additional search criteria will need to
be configured:

9 Textc Fill out theSearch Textield to choose the text string to search for; use the
Match Caseheckbox to decide whether or not the search will be case sensitive.

1 Asset Refeencesc Use theBrowsebutton to locate the appropriaté\sset Pathralue.
By default, assets are located in thecuments , Images , Media , Prebuilt , Schemas, and
Stylesheets  directories.

1 Page/Component Referencesin the Search Pagéeld, enter the xID bthe page
being referenced.

9 Broken Referenceg Use theSearch External Referencebeckbox to choose whether
or not to search for broken references outside the site architecture.

Atfter filling out the search settings, use tBearchbutton to retrieve results.
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Search Settings
Search for:  [Text -] Search Text: [admissions | [] Match Case
Start at: [EDUDemo Site Folder(x2) ~  [v] Include Child Items
Search
=
Results
Page Name Page xID Element Name gl‘lecked Found Value Value Type
-------------------------
Admission x37 iTitle Yes Admissions Text =
Admission x37 NavName Yes Admissions Text
Admission x37 Title Yes Admissions Text e
Admission x37 NavName Yes Admissions Text
Contact Us %229 BodyCopy Yes Admissions Text
Contact Us x229 BodyCopy Yes admissions Text
N a_r il o
Remove Fix/Replace

Figure87: Searclhresults

Select a result and use tfiemoveand Fix/Replacebuttons to remove or replace values. To

change multiple pages at once, use €titk to multiselect pages and then make changes.

10.2.1 Exportable Reports for Broken Links

You carb E LJ2 NJi
easy to share a list of assets or broken references.

aSINODK NBadz Ga

TNRY

A

GdKS

CAYR

When a search completes in Find and Replac&goort Resultdutton appears to tie left of

the Search button.

Search Settings

Search for: |Elmken References - | Search External References:
Start at: |EDU Demo Site Folder (x2) v Include Child Items \
Export Results Search
Results
Checked Value
Page Name Page xID Element Name In Found Value i
Home w11 AtCentral No Documents/ Document -
Home %11 AtCentral No Documents/ Document |E‘
http://cartella.ingeniux.c
Faculty Profiles ®516 FacultyListing MNo /demos/facultyfolios URL
/Home/Rss
http://cartella.ingeniux.c
Faculty Profiles %516 FacultyListing Yes Jdemos/facultyfolios URL
/Home/Rss
http://69.25.142.72
[search?g=g&
Search Results 196 SearchResults Yes site=edu_demo_collectic URL
e client=edu_demo_fronte
output=xml_no_dtd& -y
start=startafilter=filter
Remove Fix/Replace

To download an Excel table containing the search results,Eliort Resultand follow the
prompts in the dialog. Results are exported as a Microsoft Excel file.

10.3 Schema Designer

In the CMS, each new page or component isegated from an XML schema. The schema

defines the types of content that can appear on a given page or component. Essentially, an XM

Iy R

wS LI |
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A0KSYIl TFdzyOGAz2ya | a |
of a new page or componenthus, before end users can add content to a site, a developer has
to build schemas for the site.

Typically, XML schemas are built during the initial site implementation process. But over time
site needs change, and a CMS implementation may require neswshto generate new page
and component types. Schema Designer provides a simple interface for creating and editing
schemas.

In previous versions of the CMS, Schema Designer functioned as aaftardapplication, and
files created from it had to be saved copied into the CMS file structure. CMS 8.0 includes a
new, integrated Schema Designer that you can use to create and update schemas within the
CMS. The new Schema Designer makes it easy to edit schemas, review previous versions of
schemas, and synclemas to existing pages.

10.3.1 Permission to Use Schema Designer

A new permission settinghllowed to manage schemasletermines whether or not a user can
access Schema Designer. Administrators have this permission by default.

[ Miscellaneous v

D Allowed to change system settings
Allowed to use "Find and Replace” utilities

D Allowed to see Apps pane

¥ Allowed to manage schemas

10.3.2 Working in Schema Designer

To acess Schema Designer, open theministration pane and cliclschema Designeihe
Schema Designer interface will open in the Edit pane.

ngeniux Welcome admin1 | Sign Oul anguage ~ RN Go To ~ - -
Ing CMS Vel dmin1 | SignOut | L: Hel, Go T D S-9
@ Dashboard [ Hew ~ Save | B Rename ) A e neck | @ Refresh B Preview 4 Publish Site | F Assels
4 Site -- All Publishing Targets-- ¥ [ Schema Designer <=
(4| Assignments 2 Management ‘ ' Create/Edit () Synchronization |«
5 Apps -
s T Page Types (53)  Component Types (43)  Invalid Schemas (2) Actions
o] seard
€ Administration Name Root Element ha:d‘iﬁsd LastModifie Versic Type L1 New
2] Find and Replace -
el P Ato Z Index AtoZIndex 6/6/12 1 Stylesheet ¥ Upload
& Schema Designer [ 10:37 AM
ystem Options Academic Front AcademicFront 1 Stylesheet | = .
System Opti d d - lesh
& Users/Groups /612 -~
Ajax Right Column News AjaxRightColumnhi 1 Styleshest
# Page Creation Rules Jax Rig JaxRig 10:37 AM &4
B 6/6/12 3
¥ Workflows Audience Audience 10737 AM 1 Stylesheet o) =
%) Publishing System Authentication Pa
ge List . 6/6/12
& publish Monitor (Taxonomy Navigetion) AuthenticationPage Jq7 52 1 Stylesheet
<& Taxonom i 6/6/12
= Y Blog Detail BlogDetail 10:37 AM 1 Stylesheet
7 Reports
6/6/12
& Localization Blog Index Bloglndex S0 AN 1 Stylesheet
Calendar AJAX - 6/6/12
ek Calendaralaxcale S°002, 1 Stylesheet
Galendar AIAX - Events o ondarataxeven 902, 1 Stylesheet
6/6/12 4
Calendar Calendar o 1 Stylesheet
Cartella Faculty 6/6/12 o
Coela® CartellaFacultyDire S1onc?, 1 Stylesheet =
< 1l ]

Figure88: The Schema Designer in the Administration pane
{ OKSYl 5SaA3aySNRa FSI GdzNBa | NBagdhenhGCradfe/Bdiizi S R
and Synchronization
10.3.3 Managing Schemas

In the Management tab, you can work with existing schemas. Schemas are listed according to
type: Page TypeComponent Typesand Invalid Schemas

GSYLX FGS T2NJ GKS ONBLGA2Y

Y2y 3
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Page Types (53) Component Types (49) Invalid Schemas (2)

The number on each tab indicates the total number of schemas of that type.

Page and component schemas are laid out in identically structured tables.

Page Types (53) Component Types (49) Invalid Schemas (2)
Name 4« Root Element File Name Last Modified Version Type _Is'fr:r('s Out of
Ato Z Index AtoZIndex Page_A_to_7_Index.xml 4/26/12 11:11 1 Stylesheet 0 fisd

AM

Academic Front AcademicFront Page_Academic_Front.xml zﬁﬁfl? Lt

Ajax Right Column News AjaxRightColumnNews Page_Ajax_Right_Column_News.xml :’Eﬁflz 111

Audience Audience Page_Audience.xml peiiisl

Authentication Page List

4/26/12 11:11
(Taxonemy Navigation) AM

AuthenticationPagelist Page_Authentication_Page_List_(Taxo

1

1

1

Stylesheet
Stylesheet
Stylesheet

Stylesheet

o L3

Columns are sorted alphabetically. To sort by a column, click the hdddarg Root Element
etc.). To reverse the order, click the heading a second time.

When no schema is selected, the Actions box to the right of the table shows one available

option, New.
Actions
_ New

ClickingNew opens the New Schema form, which you can also reach by dlitieiCreate/Edit
tab. When you select a schema from either the page or component table, additional options

become available in the Actions menu.

Actions
| New
= Edit
15 Clone
@ Delete

& Sync

ClickingNew, Edit, or Cloneopens the Create/Edit tab (sé€&reating and Editing Schemas
ClickingSyncopens the Synchronization tab (s8gnchronizing Pages and Schemas

To delete a schema, select it, cli@kleteandc in the dialog that opens clickOK If there are

LI 3Sa Faaz2O0AkUiSR gA0GK I aOKSYlF=Z AlG O yQi

(@]

Schemas can contain errors. There wo types of schema error: salvageable and
dzy al t gr3SrotSeo LF¥ F LI 3IS aOKSY!

SNNRENXY ! a0OKSYlI ¢gAGK | alftgl3asStrofsS SNNERNJ

with a red warningcon.
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